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[anHOe PyKOBOICTBO IIpeAHA3HAUEHO I pa3pabOTUMKOB, KOTOPBbIE ITOAKIIOUAOT cobcTBeHHbIX V-

areHToB K Mckpa Meccenmxep. [JokymMeHT 00bsICHsIET MOIENh areHTa B VICKpe, OPSHOK IIOATOTOBKHU

CEPBHCA ar€HTa M CO3AaHUA ar€HTda aAMUHUCTPATOPOM IIPOCTPAHCTBA, IIOAKIIOUEHNE NHCTPYMEHTOB U

MCP-cepBepos, API cepBuca arenra, 06paboTKy COOBITHII, OTIIPaBKYy OTBETOB, IIOTOKOBBIE OTBETHI,

OAuth-aBropusanuro moap3oBarelIs B 4aTe, 3aIIpoChl HHCTPYMEHTOB U Ilepeiady oOpaIeHHs

omeparopy. llexp pyKoBOZCTBA - HaTh pa3paboTUMKY QOCTATOUHBINM KOHTPAKT, YTOOBI peaTu30BaTh

BHEIITHUI CepBUC areHTa 6e3 JOCTyIa K BHyTpeHHeMY Koxay VICKpBL.

TepMuUHBI KOHTPaKTa
Tepmun
U -arent

BupryanpHbIN I0JIb30BaTeIb

Cepsuc areHTa

API cepBuca aresTa

Yuernsie manHble aredTa (credential)

Apenpa o6paborku (lease)

IToTokoBsIit OTBeT (stream)

3ampoc mHCcTpyMenTa (tool request)

MCP-cepsep

3HaueHUe B 3TOM AOKYMEHTeEe

BupTyanpHbIH ydacTHUK VICKpBI, KOTOPBIN
OTBeYaeT MOJIb30BaTeNIIM Uepe3 HaCTPOECHHBIN
CEpBUC areHTa.

YuerHast 3anuch aredra B Gateway Vckpsbl.
VIMeHHO OHa yuacTByeT B JUAJIOTaX U Biageer bot
credential.

CepBepHbIH ITpoIfecc pa3paboTuuKa UiIn
BCTPOEHHBIN cepBUC assistant, koropsri
06pabaTpIBaeT COOBITHS areHTa U OTIIPABJIIeT
oTBeThI B Mckpy.

Ha6op Touek goctyma /vl/bot-runtime/. . .,
yepe3 KOTOpBIe CepBUC areHTa IoJIyJaer lease,
YHUTaeT KOHTEKCT ¥ OTIIPABJIAeT OTBETHI.

ITapa credential_id.secret, xoTopasa
HCIIONIBb3YETCA CEPBHCOM ar€HTa KaK TOKEH
AOCTYyIIa ar€HTa.

KparkoxuByIriee IpaBo OJJHOTO aKTHBHOI'O
cepBuca areHTa 06pabaThIBaTh COOBITUS OHOTO
BHPTYaJIBHOTO IT0JIb30BaTeNs. [latee
ucrnionb3yercs Tounoe ums mmois API lease.

OrBer areHTa, KOTOPBIH IIOJIH30BATEIH BULUT 110
Mepe QOPMUPOBAHUS 10 CO3MAHUsI UTOTOBOTO
COOOIIIeHNS.

3ampoc areHra Ha Je¥CTBHe, KOTOpoe TpebyeT
ITOATBEP)KAEHUS YeIOBeKa MM BHEIITHETO
obpaboTuuka.

OrxesbHBII cepBep, KOTOPBII ITyOIHKyeT
nHCcTpyMeHThI 10 Model Context Protocol. Uckpa
XPaHUT OIHCaHHe IIOAKIIOYeHU U Ha3HauUeHHe
cepBepoB areHTaM; (aKTHUYeCKOe BBIIIOTHEHUE
3aBHCHT OT CEpPBHCA areHTa.



TepMI/IH 3HaueHUE B 3TOM AOKYMEHTE

Ilepemaua omeparopy (handoff) Ilepemaua obpaliieHuUsT KJIMEHTA OTIEPATOPY
MTOIE PIKKHU.
Kaprouka aBropusauuu (auth-card) CTpyKTypUpOBaHHAsI 4aCTh COOOIIEHUsI

tool_card c kuonkoit OAuth-aBropusamnuu.

Bepcus u coBmectumocTth API

HoxymeHT onncbiBaeT KOHTpakT Mickpa Meccermxep 1.0 i API cepBuca areHTa Bepcuu /v1. BHemHumn
CepBUC areHTa JOJDKeH COOTIONATh IIPAaBUIA COBMECTHMOCTH:

«  UTHOpUPOBATh Hem3BecTHbIe moisd B JSON-oTBeTax;

« JIOTHpPOBaThH U 6€30I1acHO IPOIIyCKaTh HEU3BeCTHBIe event . type;

«  He IIOJaraThCs Ha HNopamok moiuer JSON;

e CUMTaATh HOBBIE 3HAUEHHUS enum HeIloAep>KaHHBIMU, HO He aBapUMHBIMU;

*  HCIOJb30BaTh TOJIBKO NOKYMEHTHPOBAHHBIE B 3TOM PyKOBOJACTBe Touku gocryna API cepBuca
areHTa;

+ XxpaHHuTb event_id mociegHero ycmerrHo 06paG0TaHHOTO COOBITHS U OBITH TOTOBBIM K
TIOBTOPHOIT TOCTaBKe.

HopMaTUBHBIN IPUOPUTET MATEPHAJIOB:

1. ®aitm docs/api/iskra-bot-runtime-openapi.yaml 3agaeT MaImuHHO-UNTaeMbIe Iy TH,
MeTOObI, 3aT0JIOBKU 1 cxeMbl HTTP APIL

2. Hacrosimee PYKOBOACTBO 3aJa€T ITpaBUJIa JKU3HEHHOTO IINKJIA, BOCCTAHOBIICHI I, 6e30IacHOCTH
U 3KCILTyaTalluM CEpPBMCA ar€HTa.

3. IIpumepsr u3 docs/api/conformance/ ucmnonb3yoTcs Oisl IIPOBEPKU CEPUATH3AIUY, HO He
pacUINpSIIOT KOHTPAKT.

CoBMmecTuMBblIe 0OABIEHMS MOTYT BBOAUTH HOBbIE He0Os13aTeTbHbIe TI0JIs M HOBBIE TUIIBI COOBITUN B
npepenax /v1. IsMeHeHHe CMBIC/IA CYLIECTBYIOIIETO II0JIA, YAJIEHHE II0JI1 MM HOBOe 00513aTeIbHOe
moste TpebyeT HOBOI Bepcuu ytu APL Ilpm pacxogeHUH IpUMepa 1 HOPMATUBHOM CXEMBI
pas3paboTUHK JOKEH pyKoBoACTBOBaThCs cxeMmoit OpenAPI u 3aperncTpupoBaTh pacxoXaAeHHe y
IIOCTaBIIHUKA.

1. Yto Takoe MU -areHT B Uckpe

NU-arent B I/ICer - 9TO BHpTyaJIbeIfI Y49aCTHUK OUAJIOTOB, KOTOprfI I[eflCTByeT OT MMEHHN
HACTpOEHHOT'O ar€HTCKOTO HpO(i)I/IJIH. IIJIFI II0JIb30BaTeJIEN OH BBITJIAOMUT KaK OTIICJIbeIﬂ Y49aCTHUK WU
IIOMOITHHK B IIPOCTPAHCTBE: Y HETO €CTh MM:, OIITMCAaHNE, BUJMUMOCTD, IIpaBa JOCTYIIA 1 IIOHATHAA POJIb
B KOMMYHUKAIIUH.

AreHT He sBJIsIeTCS1 OOBIYHBIM IT0JIH30BATEIBCKUM KIreHTOM. OH He BXOAUT B CHCTEMY uepe3 TenedoH
witu SSO, He XpaHUT TIOJIb30BATEIHCKYIO CECCUI0 U He UCIIoNb3yeT kineHTckue APl mobuipHOTO Mt
web-mpunoskennsa. {71 JOIIOIHUTEIBHOTO TUIIA KOMAH/Ia 3aKa3YMKa CHavajIa pa3BepThIBaeT U
PETUCTPUPYET CEPBUC areHTa, a 3aTeM aJMUHHUCTPATOP IIPOCTPAHCTBA CO3AaeT areHTCKUH IIPOQIIIb.



Turmossle clieHapHUU:
+  IIepBasd JUHHUA MOAAEPKKH U KBAIHPUKAIKA 00paIleHHII;
+  KOPIIOPAaTHMBHBIM IIOMOIIHUK II0 6a3e 3HAHUII;

. ACCHUCTEHT B IIPOE€KTHOM HMJIN CEPBUCHOM IIPDOCTPAHCTBE;

e areHT, KOTOPBIH coOMpaeT JaHHbIE, TOTOBUT YePHOBHK OTBETA U IepeJaeT CIOKHBIM CIIydai

OIIepaTopy;

+  areHT, KOTOPBIM CO3[aeT 3aIpoC Ha qelicTBHe uepes tool request, HO JKOeT MOATBEP)KIEHNS

UEJIOBEKA II€pEN BBITIOTHEHMEM.

BaxHOe orpaHHYeHMe: aTeHT JOJLKEH OTBEYaTh TOJBKO B paMKax IIpas,
HacTtporiKy BUAMMOCTH, ITIOJKIIOUEHNEe K OUepeIH U ApyTrue NefcTBU,

BBIIaHHBIX eMy B MIcKpe.
TpeOYIOIIHe TTOTHOMOUHIA

AAMHUHHCTPpATOpa IIPOCTPAHCTBA, BBITIOJIHAET aAMUHUCTPATOP B HHTCqueﬂCC I/ICKpr. YueTHbIE JaHHbIE

are”Hra Gateway BBIITYCKA€T aBTOMATHUYECKU IIPpU CO3TaHNHU areHTa.

2. Kak ycrpoeH arent B Mckpe

9x3emIuIsip areHTa B Vickpe 06pa3yioT TpU MPOAYKTOBBIE CYLITHOCTH:

Cy1urHocTh T'me HaxomuTcs

BupryanpHbIN II0JIb30BaTeIb Gateway Hckprr

Tun xoHTpoOIIEpa Peectp
ai_agent_controllerss
Gateway

CepBuc areHTa Berpoennsrit cepBuc Mckpsel

HUJIV CEPBEPHBIN CEPBUC
3aKa3uMKa

I/ICKpa HICIIOJNIB3YET ABa HE3aBMCHMbIX HAIIPpABJIICHUA B3aMMOJIEICTBU:

Hasunauenue

YueTHas 3anuch areHTa B
pasroBopax. Gateway XpaHUT
UM, BUAMMOCTD, y4acTHe,
IIpaBa, COCTOsIHHE HACTPOMKHU U
y4eTHBbIE JaHHbIE areHTa.

CssaspiBaer controller_key c
BHYTPEHHUM
service_base_url cepBuca
are’lra nu 06’b$IBJIHeT
IIOAAEPKUBA€MbIE HaCTpOﬁKH
uepes capabilities_json.
O,T_II/IH THUII MOKET O6CJIY>KI/IBaTI>
HECKOJIBKO BUPTYyaJIbHBIX
IOJIb30BaTeIeH.

[Tosryuaet KoHPUTYpAITHIO
KOHKPETHOTO BUPTYaJIbHOTO
[I0JIb30BaTelNsl, 00pabaThIBaeT
COOOIIIEeHNS U OTIIPABIIIET
oTrBeThl yepe3 API cepBuca
areHTa. BpI30B 43BIKOBOM
MOJEJIH, BCTPOCHHBIX
o6paborunkoB u MCP-knuenTa
3aBHCHUT OT pealu3aliuyu
BBIOPAHHOTO CepBUCA.



Hanpasnenue Kto BrI3BIBaET Touxka moctyna Yro nepemaerca

IlonroToBka u Gateway BbI3BIBa€eT PUT IToTHBII aKTyaIbHBIN
OGHOBJIEHUE areHTa CEPBHC areHTa I10 €ro /vl/agents/<virtua  cppmox Hactpoex
service_base_url  l.user_id> arerta, agpec Gateway,

bot_tokenu
credential_id.

PaGora arenra B CepBuc areHTa /v1l/bot- Lease, coGBITHS,
pasroBopax BbI3bIBaeT Gateway runtime/... u IIOCIeaHIe JOCTYIIHbIE
/vl/bot-runtime/ws  coo6menus, memo,
BJIOKEHUS1, TIOTOKOBBIE
OTBETBI, 3aIIPOCHI
HHCTPYMEHTOB U

handoff.

Touka moaroroBku He sABiIgeTcd APl agMmuHMCTpaTopa mpocTpascTBa. AIMUHHUCTPATOP COXPAaHSIeT
KapTOUKy areHTa B uHTepderice Vckpsl, mocie uero Gateway cam opMHUpPYeT U OTIIpaBisieT 3ampoc PUT.
ITpu mocenyroiem n3MeHeHNH KapTouku Gateway CHOBA IlepeJaeT IIOJIHBINM CHUMOK KOHQUTYpaluy;
CEpBUC areHTa JOJKEH 3aMEHUTh COXpPaHEHHbIe HACTPOMKHU 3TUM CHHUMKOM, BKJII0Yas yoaJeHUe CHATBIX
HasHAUYeHUH WHCTPpyMeHTOB 1 MCP-cepBepos.

g basic_assistant cepBucoM areHTa gBJISETCS BCTPOEHHBIN assistant; mua event_organizer
HCIIONIB3YeTCsI BCTPOEHHBIN CEpBUC OPTaHM3aToOpa MePOIIPHUATHI. ITH CepBUCHI pa3BepTHIBAIOTCS BMeECTe
¢ Uckpoti. llonp3oBaTenbCKUil TUII paboTaeT TOIBKO IIOCIIE TOTO, KaK On-premise KoMaHAa 3aKasumka
pasBepHyJa ero CepBUC U 3apeTUCTPHUPOBaa COOTBETCTBYIONTYIO 3anuch ai_agent_controllers.
AIMUHHECTpPATOP IPOCTPAHCTBA HE PETUCTPUPYET TUII KOHTPOJUIEpA M He 3aITyCKaeT CepBUC areHTa.

HJIH IIOJIB30BATEJIBCKOTO THUIIA ITOCIENOBATEJIbPHOCTD BBITVIAANUT CIENYIOIIMM 06p330M:

1. On-premise KOMaH[a 3aIlyCKaeT CEpBUC areHTa U IIpoBepsAeT ero TOTOBHOCTb IpUHUMATh PUT
/vl/agents/<virtual_user_id>.

2. Komanpa peructpupyer controller_key, service_base_url, capabilities_jsonu
default_tools_json B Gateway. ToybKO ITOCJIE 3TOTO THUII OSIBJISETCS B CIIHCKe MHTepderica.

3. AI[MI/IHI/ICTpaTOP IIPOCTPAaHCTBaA BI)I6I/IpaeT SapeI‘I/ICTpI/IpOBaHHI)IIU/I THUII 11 COXPaHAET KapTOUKY
HOBOTO areHra.

4. Gateway cosmaeT BUPTYaJIbHOTO II0JIb30BaTeNs, BeITyckaeT bot_token u Tompko 3aTeM
BBI3BIBAET TOUKY IIOATOTOBKU CEPBIUCA areHTA.

5. Gateway nepenaer virtual_user_id, bot_api_base_url, bot_token, credential_id u
TIOJTHBIN CHUMOK HacTpoek. CepBUC aTOMapHO COXPAHsIeT KOHPUTYPALIHIO U CEKPET IO
OTKJIOHSIET 3aIIpoc 6e3 YaCTUYHOTO IIpUMeHeHNsI.

6. Ilpu ycmenrnom orBeTe Gateway IlepeBOAMT areHTa B aKTHBHOE cOocTOogHUE. Eciiu coennHeHUE He
ycraHoBieHo, ceppuc BepHys HTTP-omubky ninu accepted=false, BUpTyasbHBIIT
II0JIH30BaTENb He YOAJIseTCs] aBTOMAaTHUeCKH: KapToUyKa Iorydaer cocTosinue Onrnbka

HacTpo¥KH, a controller_status - provisioning_failed.

7. IlomTOTOBIIEHHBIN CEPBUC 3aaeT UAeHTH(PUKATOP CBOEI CECCHH, TIOTyUaeT lease 1 OTKpBIBAET
WebSocket ¢ Temu ke uneHTH)HUKATOpAMU CECCUU U lease.



8. Ha co6pITHe cOOOIIeHUS CepBUC YUTAET IIOCTIeJHIE OCTyIIHbIe COOOIIEHH M Memo, BBIIIOIHSET
CBOIO OM3HEC-JIOTUKY MJIM BBI30B MOJENH U OTIIpasisier orseT. [locie pasperBa WebSocket
cepsuc cgepsier cocrosiaue yepe3 HTTP API, mockoapKy KoCTaBKa COOBITHUIT M JOCTYIIHAS
HUCTOpUSA UMEIOT OTpaHHUUEeHHUS, OITHCAaHHBIE B pa3fenax 14 u 18.

3ampoc IOATOTOBKU CONEPKUT HercTByomiuii bot_token, mosromy ero TpaHcImopT OTHOCHUTCS K
KOHTYpY cekpeToB. Gateway 1.0 qo6aBiisieT IONIIMCAHHBIN 3ar0JI0BOK Authorization mis BcTpoeHHOTO
event_organizer, Ho He H06aBiIgeT YHHBEPCAIBHBII 3ar0JI0BOK aBTOPU3ALMY JJIS IIPOU3BOJIBHOTO
TI0JIF30BATEILCKOTO THUIIA. B on-premise BHEApEHUH AOCTYII K Service_base_ur 1 morbp30BaTeIbCKOTO
THIIA JOJDKeH OBITh paspelieH Toubko Gateway IOCpeICTBOM CETeBBIX IIPABMI MIJIN JOBEPEHHOIO
BHYTPEHHET0 IIPOKCH; CEPBUC He HOJDKEH ITyOJIMKOBATh 3Ty TOUKY B ITOIH30BATENIBCKOM CETH WU
Wurepuere.

INogmep:xuBaeMble PYHKIHUHU OIIpeNEIA0TCA OJHOBPEeMEHHO 3aIIMChi0 KOHTPOJIJIepa U pealu3anuei
cepBuca. Hampumep, basic_assistant o6wssiser BosMoXHOCTh HazHaueHHss MCP-cepBepos, HO B
Bepcuu 1.0 He BBITIONTHSAET IIpou3BoIbHbIe MCP-BBI30BBI; TOUHBIN CTaTyC IIpUBeeH B pasgeie 9.1.
Handoff mpumMeHsieTcs TOIBKO IS aT€HTOB KIMEHTCKOH ITOAAEPKKU. [l BUPTYyalIbHOTO IIOJIb30BATEIS B
T'PyIIIIOBOM YaTe Ilepeflaua KOHKPETHOMY COTPYAHUKY B BepcuH 1.0 He IToAAep)KUBAETC.

3. rpaHI/II_IbI OTBE€ETCTBCHHOCTH
Gateway HckpsI Biageer:
+  YYeTHBIMH 3aIIMCIMU JIOAEH U BUPTyaIbHbIX II0JIb30BaTENICH;
e ydJacTHeM B qUAaJoraxX M IIpaBaMH JOCTYIIa;
+  BHUAMMOCTBIO aT€HTa B IIPOCTPAHCTBE;
« credential arenra;
« lease 0qHOTO aKTUBHOTO ITOTPEOUTENS;
*  HCTOpHMEN AUAJIOTA;
+  IIOTOKOBBIMH OTBETaMU;
+ JKM3HEHHBIM HUKIOM tool request;
«  IOCTABKO¥ COOBITUI B peabHOM BPEMEHM.
CepBuC areHTa BIajeeT:
e CHCTEMHOU MHCTPYKIIHEN U POJIBIO aTe€HTa;
o mocraBiukoM LLM;
« uHCcTpyMeHTaMu u MCP-cepBepamu;
+  PEXHMOM peaKLUUU Ha COOOIIeHUS,;
e  OM3HEC-JIOTMKOI OTBETA;
+  XpaHeHHeM COOCTBEHHBIX BHEIITHUX CEKPETOB;
« mosropamu u backoff cBoero worker-mporecca.

He xpaHuTe cocTOsIHME THATOTa TOJIBKO B IIAMSITU cepBHca areHTa. [locie mepemoKIoue s areHT
IOJDKEH BOCCTAHABIMBATH Pa3TOBOPHI, MOCIegHMe coo0IeHus 1 memo u3 API cepBuca areHTa U CBEPSITH



ux co ceouM checkpoint WebSocket. API cepBuica arenra 1.0 He IIpeIOCTABIISIET UTEHHE COCTOSHUS

stream, II03TOMY HeSaBepLHeHHbeI stream mocie HEOITPENEIJIIEHHOTO CETEBOTO PE3YJIbTaTa HEIb3s

CUMTATh BOCCTAaHOBHMBIM.

4. COBI(aHI/Ie areirTa agMUHUCTPATOPOM ITPOCTPAHCTBaA

AIMUHHCTpPATOpP IPOCTPAHCTBA CO3TAET ar€HTa TOIBKO IIOCJe TOTO, KaK €T0 CepBHUC FOTOB K IIpUEMY

koH(urypanuu. [l BcTpoeHHBIX TUIIOB basic_assistant u event_organizer coorsercTByromiue

CEPBHCHI pa3BEPTHIBAIOTCS B COCTaBE I/ICKpLI. HJIH JOIIOJIHMTEIIbHOTO THUIIA on-premise KOMaHOa

3aKa34HMKa J0 3TOTO BBIIIOJNHAET IIPOLENYPY 13 pa3aeiia 8:

1.

2.

3.

4.

pasBepTHIBAET U 3aITyCKAeT CEPBUC areHTa;
oTkpbIBaeT Gateway cereBoit moctym K PUT /vl/agents/<virtual_user_id>;
perucTpupyeT TUII KOHTpoilslepa B ai_agent_controllers;

IIPOBEPSIET, UTO THUII ar€HTa IIOABUJICA B CITMICKE HHTep(i)eﬂca I/ICKPI)I.

ITocite aToro agMUHUCTPATOP IPOCTPAHCTBA BBIIIOJIHAET IITATHYIO OIE€PALIMIO CO30aHNU:

10.

11.

12.

13.

14.

OtkpsITh Mckpy mmof yueTHOI 3alIMChI0 afMUHHUCTpPAaTOpa IIPOCTPaHCTBA.
IlepetiTu B HyXKHO€ IIPOCTPAHCTBO.

OtkpseiTe HacTpoiiku mpocTpaHCcTBa.

OtkpsiTh pasgen UM AreHTEL.

Hasxater Co3maTh areHra.

Bei6pats Tun Ml-arenTa.

VkasaTh HasBaHUE areHTa.

Bri6parh BUAUMOCTD: Private - TOJIbKO IJIst IBHO paspellleHHBIX I0JIb30BaTelel UiIn
cieHapues; space_public - qis moxs3oBarenest mpoctpanctsa; g lobal_public - gis Gomee
IIUPOM BUAMMOCTH, €CIIU 3TO Pa3pEIIECHO IIOJUTUKON BHEAPEHM .

BbI6paTb PEXKUM peaknnu Ha COO6I_I_[€HI/IFI U KJIACC SI3bIKOBOIT MoOgenn, €Ciin BbI6paHHbII>'I THII
aredTa IIOAAEPKMUBAET ITHU ITapaMETPBhI.

3amoIHUTD II0JIE I/IHCTPYKI_II/IH u, IIpu HeO6XOI[I/IMOCTI/I, IIPUBETCTBEHHOE COO6I.I.[€HI/IC.

Br16paTh HaBBIKM, HHCTPYMeHThI 1 MCP-cepBepsl, KOTOpbIe JOJDKHBI OBITh JOCTYIIHBI ar€HTY.
WHrepdeiic moKkaspIBaeT TOIBKO ITapaMeTphl, KOTOpPbIe IOAAePKUBAeT BbIOPaHHBIN THII.

[l areHTa KIMEHTCKOH IIOAIEP:KKH IIPH HeOOXOAMMOCTH BKIIOUHUTH IIepefady oIepaTropy U
yKasaTh cOOOIIeHHe IS II0JIb30BaTess. [[JI1 areHTa rpyIIIIoBOro uarta 3Ty QyHKIIHUIO He
BKJIIOYATb.

HpOBepI/ITb IIOJIOJKEHME IIEPEKITI0YATEIISA BxiroueH 1 Ha)kaTh COXpaHI/ITb.

BepHYTLCH B CIIMCOK ar€HTOB 1 Y6e,T_II/ITI)CH, YTO ar€HT UMEET CTaTyC BKJ’IIO‘ICH, a B KAPTOUYKE HET

craryca Ommnbka HaCTPOIIKI.

ITpu coxpanennu Gateway aBTOMaTHYeCKH CO3[aeT BUPTYaJIbHOTO II0JIb30BATEN U €TI0 YUETHBIE

IaHHBIE, a 3aTeM BBI3bIBAeT TOUKY IIOJTOTOBKH BHIOPAHHOTO CEpPBUCA areHTa. ATMHHUCTPATOP



IIPOCTPAHCTBA He CO3JAET yUeTHbIE JaHHbIE OTAEIHHO U He mepeqaeT ux paspaboruuky: bot_token,
credential_id, virtual user_id u 6asossrit URL API mepenaroTcs B CEPBUC areHTa B 3aIIpoce
PUT /vl/agents/<virtual_user_id>.

Ecnu areHT HoKeH paboTaTh TONBKO B ONIPeNesIeHHOH odepeqy MOAAeP)KKH, afMUHUCTPATOP H00aBIIseT
areHTa B 3Ty ouepenb MIJIM HasHayaeT ero B IIpaBuiIax oOpaboTku obpaineHuil. CepBHC areHTa He
IOJDKEH CaMOCTOSITEIbHO PACHIMPATH 001aCcTh JOCTyIa areHTa uepe3 APL

5. bazossie URL u aBTOpu3anus

B mpumepax UCHOIb3YIOTCA:
GATEWAY_BASE_URL=https://im.iskra-messenger.ru
ASSISTANT_BASE_URL=https://assistant.example.internal
Management endpoints BBITTOTHSIOTCSI OT UMEHU aBTOPU30BAHHOTO II0JIb30BaTENs1/aIMUHUCTPATOPA:
Authorization: Bearer <user_access_token>

Content-Type: application/json

Touku mocryma API cepBrica areHTa BBITTONHSIOTCSI OT MMeHH virtual user:
Authorization: Bearer <credential_id>.<secret>
X-Bot-Session-ID: <agent_service_session_id>
X-Bot-Lease-ID: <lease_id>

Content-Type: application/json

s websocket Taxske mommep:KUBaIOTCA qUery-IapaMeTphl:

token=<credential_id.secret>&session_id=<agent_service_session_id>&lease_id=<lease_i
d>&last_event_id=<event_id>

6. MUHUMATBHBIN CLIeHAPUIT TOJKITIOYeHUS

[IIar 1. PasBepThiBaHMe U perucTpanusd. On-premise KOMaHaa 3aKa3yMKa 3aIlyCKaeT CEPBUC areHTa U
PETHCTPHPYET €0 THII KOHTPOJIEpa 10 IIpoLelype U3 pa3aeia 8.

IITar 2. Co3maHue areHTa. AMMUHHCTPATOP IIPOCTPAHCTBA BRIOMpaeT 3apeTHCTPUPOBAHHBIN THII U

CO3[aeT areHTa 1o IMpoleaype U3 pasaena 4.

IITar 3. ABToMaTHuYeckas nepefgada kougurypanuu. Gateway BerssiBaer PUT
/vl/agents/<virtual_user_id> u nepenmaet cepBucy aredra bot_api_base_url,
virtual_user_id, credential_id, bot_token u HacTpoiiku areHra.

IIlar 4. Xpanenue cexpera. CepBuc areHra coxpaHseT bot_token Toapko B cepBepHOM XpaHUIIHIIE

CEKPETOB U BO3Bpalla€T YCHCIHHbeI CTaTyC IIOATOTOBKH.

IIIar 5. ITonyuenue lease. CepBuc arenra moxydaer lease:

POST /v1/bot-runtime/leases

Authorization: Bearer <credential_id>.<secret>
X-Bot-Session-ID: agent-worker-1

Content-Type: application/json

{

"lease_id": "agent-worker-1-lease"
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IITar 6. ITogkioueHue K cOOBITUAM. CepBUC areHTa IOTKIUAETCI K COOBITHSIM:

wss://im.iskra-messenger.ru/vi/bot-runtime/ws?
token=<credential_id.secret>&session_id=agent-worker-1&lease_id=agent-worker-1-1lease

IITar 7. O6paboTka coobitenus. Ha cobpitie message.created cepBrc areHTa YHUTAET IIOCIETHUE

COO6IJ.[€HI/I$[ M memo.

Bo Bcex 3ampocax 4TeHHd Ha 3TOM IIare CepBHC areHTa Iepefaer X-Bot-Lease-ID. bes nericTByroiiero
lease Gateway orBeuaer 409 bot_lease_unavailable.

IITar 8. I'eneparus orBeta. CepBrc areHTa BpI3biBaeT LLM miu cBoro 6M3HeC-JIOTUKY.

IITar 9. OTnpaBka orBeTa. CepBUC areHTa OTIPABIIAET OTBET Yepe3 00BIYHOE COOOIIeHNe NI TOYKH

JAOCTYyIIa IIOTOKOBBIX OTBETOB.

IITar 10. ITepemaua onepatopy. [is areHTa KIHEHTCKOI IIOANEP)KKH: eCIIM BOIIPOC TpedyeT YeloBeKa,
cepBUC areHTa 00HOBIIsTeT memo U BbI3bIBaeT handoff. [ BupTyaIpHOTO OIB30BaTENS B TPYIIIIOBOM
4Jare 3TOT IIar He IIpUMeHIeTC.

7. IIpocreitinuit npumep MM -arenra na Node.js

Hike MEHMMAaNIBHBIN CEPBUC areHTa, KOTOPBII ITosry4daeT lease, mpoaiesaer lease, mocire1oBaTeIbHO
obpabareiBaeT coObiTrst WebSocket, 6eper mmociieqHue cooOIieHus, OTIIPABIAET TEKCT I0Ib30BaTeNs B
coBMecTuMyto ¢ OpenAl Touky mocryma LLM u nuirer orset B Mickpy o6buHBIM coobmeHueM. IIpumep
IeMOHCTPUpPYeT pabounIl IPOTOKOJ, HO He SBJIAeTCS IIPOMBIIILIEHHON peanusamnueit. s
IIPOMBIILIIJIEHHOTO CepBUCa areHTa 00sA3aTeIbHBI YCTOIUNBOe XpaHeHne last_event_id, moBTopHoe
IIOAKJIIOUEHHE C YBeJIMUHMBAIOLIIECs 3aJIePKKOI U CIIydaliHbIM pa3bpocoM, CBepKa KOHTEKCTa uepes
REST mocie Ka)XI0T0 paspsIiBa, METPUKH, OTpaHUUEHHE ITapalIeNTn3Ma, (PUIbTpallus BIOKEHUN U
IIOJTMTHKA IIepeadll OIleparopy.

YcraHoBKa 3aBHCUMOCTEI:

npm install ws openai

IlepemeHHBIE OKpYKEHHUS:

export BOT_API_BASE_URL="https://im.iskra-messenger.ru"
export BOT_TOKEN="<credential_ id>.<secret>"

export VIRTUAL_USER_ID="<virtual_user_id>"

export OPENAI_API_KEY="<1lm_api_key>"

export OPENAI_BASE_URL="https://api.openai.com/v1"
export OPENAI_MODEL="gpt-4.1-mini"

ITpumep:
import WebSocket from "ws";

import OpenAI from "openai";
import { randomUUID } from "node:crypto";

const botApiBaseUrl = process.env.BOT_API_BASE_URL;
const botToken = process.env.BOT_TOKEN;

const virtualUserId = process.env.VIRTUAL_USER_ID;
const sessionId = "simple-agent-" + Date.now();

let activeleaselId = "";
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let lastEventId = "";

const openai = new OpenAI({
apiKey: process.env.OPENAI_API_KEY,
baseURL: process.env.OPENAI_BASE_URL,

iSF

async function botFetch(path, options = {}) {
const response = await fetch(botApiBaseUrl + path, {
...options,
headers: {
Authorization: "Bearer " + botToken,
"X-Bot-Session-ID": sessionId,
...(activelLeaseId ? { "X-Bot-Lease-ID": activelLeaseId } : {}),
"Content-Type": "application/json",
...(options.headers || {}),
+
1)

if (!response.ok) {

throw new Error((options.method || "GET") + " " + path + " failed: " +
response.status);

}
return response.headers.get("content-type")?.includes("application/json")
? response.json()
undefined;

async function acquireLease() {
return botFetch("/vl/bot-runtime/leases", {
method: "POST",
body: JSON.stringify({ lease_id: sessionId + "-lease" }),

3}

async function renewLease(leaseId) {
await botFetch("/v1/bot-runtime/leases/" + encodeURIComponent(leaseId), {

method: "PATCH",
iOF

async function answer(conversationId, eventId) {
const messages = await botFetch(

"/vl/bot-runtime/conversations/" + conversationId + "/messages?limit=10"

);

const userText = [...messages.messages]
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.reverse()

.find((message) => message.sender_id !== virtualUserId)?.body;

if ('userText) return;

const completion = await openai.chat.completions.create({
model: process.env.OPENAI_MODEL || "gpt-4.1-mini",
messages: [
{
role: "system",
content:

"Tbl KOpNopaTuBHbIA UN-areHT WCKpbl. OTBeYail KpaTKO, YTOYHAN feTanu u He
BbINOMHAK feiicTBUSA 6e3 NoATBEpPXAEeHus 4desoBeka.",

}
{ role: "user", content: userText },
1
1)

await botFetch("/v1/bot-runtime/conversations/" + conversationId + "/messages",
method: "POST",
body: JSON.stringify({

body: completion.choices[0]?.message?.content || "He yganocb noaroToBUTb
oTeeT.",

client_request_id: eventId ? "reply-" + eventId : randomUUID(),
1),
1)

const lease = await acquirelLease();
activeleaseId = lease.lease_id;
const renewTimer = setInterval(() => {
renewLease(lease. lease_id).catch((error) => {
console.error("lease renewal failed", error);
process.exit(1);

});
}, 10_000);

process.on("SIGTERM", async () => {
clearInterval(renewTimer);
await botFetch("/v1/bot-runtime/leases/" + encodeURIComponent(lease.lease_id),
method: "DELETE",
}).catch(() => {});

process.exit(0);

1

{

{
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const wsUrl = new URL("/vl/bot-runtime/ws", botApiBaseUrl.replace(/~http/, "ws"));
wsUrl.searchParams.set("token", botToken);

wsUrl.searchParams.set("session_id", sessionId);
wsUrl.searchParams.set("lease_id", lease.lease_id);

const ws = new WebSocket (wsUrl);
let processing = Promise.resolve();
ws.on("message", (raw) => {
processing = processing.then(async () => {
const event = JSON.parse(raw.toString());
if (event.type === "message.created" &&
levent.payload?.sender_is_virtual &&
event.payload?.sender_id !'== virtualUserId) {
await answer(event.conversation_id, event.event_id);
}
// B npombiWwieHHOW peanu3auun 3anucatb checkpoint B ycToiumMBoe XxpaHunuue.

// 3anucb BbLINOMHAETCSH TOMbKO MOCNe ycrewHoii o6paGoTKU WAW HafeXHO MOoCTaHOBKW B
ouepeab .

lastEventId = event.event_id || lastEventId;
}).catch((error) => {
console.error("agent failed; event checkpoint not advanced", error);
1)
1);

[Tpu moBTOpPHOM IIOAKIIOUEHNUH IIepenaniTe coxpaHeHHbIN lastEventId kak last_event_id, a satem
00s13aTeIbHO ITepeuuTaliTe II0CIeTHYe COOOIIeHNs JOCTYIIHbIX pa3roBopos. [IpuMep He peanusyer IHKI
IIOBTOPHOTO IIOAKIIOUEHNs, UTOOBI He CKPBIBATh OCHOBHOIL IIPOTOKOJI 32 HH(PPACTPYKTYPHBIM KOIOM.

8. PerucTtpamnus HOBOTO THIIa aTeHTa B ON-premise KoHType

HWckpa mocTasiseTcs co CTaHOAPTHBIMHU THITAaMU KOHTPOJLIEPOB areHTa:
+ basic_assistant - cragmaptasii UW-arent Uckper;
« event_organizer - KOHTpoJIEp OpraHU3aTOpPa MEPOIIPUATHI.

JIOTIOTHUTEIILHBII TUII aTeHTa ¢ COOCTBEHHOM pealn3alliell ceiuac pernCTPUPYeTcs TOIBKO B
JIOKAJIbHOM OnN-premise KOHType 3aKa3ulKa. B Tekylllell pealusaliiu 3TO He CaMOCTOATeIbHAasA oIlepanus
aIMHHHUCTpATOpa IPOCTPaHCTBA U He (PpyHKuu mydauysoro UL Perucrparuio BEIIOTHAET KOMAH/A,
KOTOpas aTMUHHUCTPHUPYyeT CepBEepPHBII KOHTYp Mckpbl 1 nmeeT qocTyn K PostgreSQL, kondurypanuu
Gateway U IIOJIb30BaTEILCKOMY CEPBHCY areHTa.

Pasnern 8 pasmesnsieT IBe 30HBI OTBETCTBEHHOCTH:
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YuacTtHUuK YTO BBHIIIOJIHAET

Paspaboruuk cepBuca areHTa Peanusyer cepBepHBIIl cepBlC areHTa, TOUKY
moaroToBku PUT
/v1l/agents/<virtual_user_id>, o6paboTky
API cepBuca areHTa, XpaHeHHE CEKPETOB,
MEeTPHUKU U OU3HeC-JIOTHKY.

On-premise kxoMaHa 3aKa34ynKa PasBeprhIBaeT cepBuC areHTa, PETUCTPUPYET TUIL
KoHTpoJulepa B Mckpe, HacTpauBaeT ceTeBO
noctyn Gateway K TOUKe IIOATOTOBKHU U
IIpoBepsieT TOTOBHOCTD CePBICa A0 CO3AaHUs
areHTa.

AIMUHUCTpPATOpP IPOCTPAHCTBA Ilocne perucrpaniuu THUIIA CO3aeT KOHKPETHOTO
areHTa, BRIOMpaeT BUAUMOCTb, prompt, tools,
ImpaBa ¥ BKIIoUeHHe. Gateway aBTOMaTHYeCKHU
BBIITyCKaeT yueTHbIe JaHHbIe U IIepefaeT Ux B
CepBHC areHTa BO BpeMsd IIOATOTOBKU.

Eciu pa3paboT4uK ITOCTaBIIAET CePBHC areHTa KaK IIPOyKTOBBII KOMIIOHEHT, OH IIepefaeT on-premise
xoMmaHpe: controller_key, suytpennuti URL cepBuca, crincok moanepskuBaeMbIx capabilities, crizcok
tools mo ymoruanuro, rpe6oBanus K cety, healthcheck, mepemennsle okpykeHuUs u IpaBuIa XpaHeHUs
CEKpeTOB.

8.1 Yto HJOJI’KEH IIpeJOCTaBUTDH IIOJIb30BaTEeIbCKII CE€pBUC areuTa

I[Tonp3oBaTenbCcKUIT CEPBHC ar€HTa JOJIKEH 6I>ITL CEPBEPHBIM CEPBHUCOM, JOCTYIITHBIM M3 HpHKJIaI[HOfI
3oHBI Gateway 1o BHyTpeHHeMy aapecy. CepBuUC JOJDKEH Pealn30BaTh TOUKY IIOATOTOBKU areHTa:
PUT /vl1/agents/<virtual_user_id>

Content-Type: application/json

Gateway BBISBIBAaeT 3Ty TOUKY IIPU CO3MAHUU areHTa ¢ COOTBeTCTBYIOIUM controller_key. B reme
3ampoca mepegaeTcss KOHQUTypalus areHra:

{
"virtual_user_id": "©195f7f2-bot-user",

"space_id": "0195f7f2-space",

"display_title_snapshot": "BHewHuii areHTt",
"prompt": "WHCTpyKuma areHta u3 Uckpsbl.",
"skills": [1],

"tools": [],

"mcp_servers": [],

"trigger_mode": "every_message",
"model_tier": "default",

"send_memo_with_messages": true,
"human_in_1loop_enabled": true,

"human_in_loop_message": '"Mepepaw ob6bpaweHne onepatopy.",
"show_work_progress": true,

"show_thinking": false,
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"enabled": true,

"bot_api_base_url": "https://im.company.example",
"bot_token": "<credential_id>.<secret>",
"credential_id": "<credential_id>",
"controller_key": "custom_support_agent",
"config_version": "vi1",

"platform_version": "messenger.v1i"

}

CepBuc areHTa IOJDKeH coxpaHUTh bot_api_base_url, bot_token, virtual_user_id,
credential_id u co6cTBeHHYI0 KOHQUIYPALIUIO B 3alIUIIIEHHOM cepBepHOM XpaHuiuiie. [locie
YCIIEIITHO IIOATOTOBKH OH OTBEYAeT:

{
"accepted": true,
"controller_instance_id": "custom-support-agent-0195f7f2",
"runtime_status": "active",
"status_reason": "active",
"controller_version": "v1"
}
Eciu cepBHC areHTa He IpUHNMAaeT KOH(QUTYypaIHio, OH BO3BPAIIlaeT:
{
"accepted": false,
"runtime_status": "rejected",
"status_reason": "missing required external setting"
}

8.2 Perucrpanus Tuna kouTpoiiepa B PostgreSQL

Perucrpariusi HOBOTO THIIA SIBJSIETCSI KOHTPOJIUPYEMBIM M3MeHeHUeM 6a3bl JaHHBIX JIOKATHHOTO
BHeapeHus. Ee BeimonHseT agmuHucTpaTrop PostgreSQL mu nnaTgopMeHHBIN HHKEHED 3aKa3uuKa B
COTIJIaCOBaHHOE OKHO M3MEHEHUH; aIMUHNUCTPATOP IIPOCTPAHCTBA 3Ty OIEPAI[HIO He BBITOIHsET. [lo
M3MeHEeHUsT KOMaHIa 3aKa3YMnKa CO3/1aeT Pe3ePBHYI0 KOIIHIO 6a3bl JAHHBIX JTUOO IPOBEPEHHYIO TOUKY
BOCCTAHOBJIEHU S, PUKCHUPyeT HOMep U3MeHEeHUs, BIajieblia cepBrca arenra, controller_key, URL
cepBHCa U ILUTaH oTKaTa. [locie kaskgoro o6HoBIeHH VICKpBI 3aITiCch U BBI3OB IIOATOTOBKH areHTa
IIPOBEPSIOTCS IIOBTOPHO.

Ha cepsepe PostgreSQL ocroBHOr0 KoHTypa VcKph! M0o6aBhTE 3amIUCh B TAOIUILY
ai_agent_controllers BHyTpu TpaH3akuuu. 3HaueHHe Key 3aTeM HCIIOIb3yeTcCs Kak
controller_key mpu co3manuu areHTa.

HpI/IMep JJIA IIOJIb30BATEJIBCKOTO ar€HTa IIOAACPIKKIM:

BEGIN;

INSERT INTO ai_agent_controllers (
key,
title,
description,

service_base_url,
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status,

auth_mode,

capabilities_json,

default_prompt,

default_tools_json,

controller_version,

created_at,

updated_at

) VALUES (

'custom_support_agent',

'Monb30BaTeNbCKUA areHT nogaepxkun',

'Monb30BaTeNbCKUA ON-premise cepBuC areHTa NoA4epxXKu',

'http://custom-support-agent.internal:8080"',

'active',

'none’',

{
"prompt": true,
"model_tier": true,
"greeting_message": true,
"human_in_loop": true,
"show_work_progress": true,
"send_memo_with_messages": true

}'::jsonb,

(]
r

"[1'::jsonb,
'vi',
NOW( ),
NOW ()
)
ON CONFLICT (key) DO UPDATE
SET title = EXCLUDED.title,
description = EXCLUDED.description,
service_base_url = EXCLUDED.service_base_url,
status = EXCLUDED.status,
auth_mode = EXCLUDED.auth_mode,
capabilities_json = EXCLUDED.capabilities_json,
default_prompt = EXCLUDED.default_prompt,
EXCLUDED.default_tools_json,
controller_version = EXCLUDED.controller_version,
updated_at = NOW();

default_tools_json

SELECT key, title, service_base_url, status, auth_mode, controller_version
FROM ai_agent_controllers

WHERE key = 'custom_support_agent';



COMMIT;

Ecnu xonTposibHBIN SELECT Bo3BpairiaeT HeBepHBIe 3HaueHUs, BeIToIHUTEe ROLLBACK BMecTo COMMIT.

OTtKart YiKe HpHMeHeHHOﬂ peTrucCTpaliuy BBIIIOJIHACTCA OTAEJIbHBIM COTJIACOBAHHBIM M3MEHECHUEM:

BEGIN;

UPDATE ai_agent_controllers
SET status = 'inactive', updated_at = NOW()

WHERE key = 'custom_support_agent';

-- YpaneHve fponyckKaeTcs TO/IbKO MOC/ie MPOBEPKM, 4YTO areHThl 3TOro Tuna OTCYTCTBYWT.

SELECT user_id, display_title, controller_key

FROM virtual_users

WHERE controller_key = 'custom_support_agent';

COMMIT;

Crauasa mepeBoguTe KOHTposutep B inactive. He ymandiite 3anuce, IMoKa CyIeCTBYIOT BUPTYJIbHBIE

nonb3oBaTenu ¢ aTuM controller_key. Ilocie mepeHoca uian yganeHNUsa TAKUX arTeHTOB
anmuHucTparop PostgreSQL moxxet BoimonauTs DELETE FROM ai_agent_controllers WHERE key
= 'custom_support_agent' B oTmenpHON TpPAaH3AKIINH.

Tlons:

key - cTaGMIPHBIN TeXHUYECKUH MOeHTH(PUKATOP TUIIA areHTa; MEHATh IIOCJIe 3aIyCKa HeJIb3s

6es MHUTPpalrM CyIIECTBYIOINX are¢HTOB.
title - Ha3BaHUe TUIIA aTeHTa AJIA aAMUHHUCTPATUBHBIX CIIMCKOB.

service_base_url - Brayrpennuit URL cepBuca areHTa, Ha KOTOpbIi Gateway OTIIpaBUT
PUT /vl1/agents/<virtual_user_id>.

status - gowken 6bITh active, nHave co3gaHMe areHTa ¢ STUM TUIIOM KOHTpoJuiepa Oymer

OTKJIOHEHO.

auth_mode - cipaBouyHOe I10JI€ IS ITOJIB30BATEIBCKOTO KOHTpoJIepa. Gateway 1.0 He
no0aBIIsIeT YHUBEPCAIBHBIN 3ar0JI0BOK aBTOPH3aLMH IIPHU BbI30BE IIPOU3BOJILHOTO KOHTPOJLIEPA,
Iake eCIM B 3aIIMCH yKa3aHo service_token. [logmucanHpIil cy)XKeGHBIN TOKEH pealu30BaH
TOJIBKO JJIs1 BCTpoeHHoro event_organizer. [lyg moib30BaTeIbCKOTO THIIA yKasbIBaliTe NONe u
paspematite PUT /vl/agents/<virtual_user_id> tonbko ¢ agpecoB Gateway ImocpeacTBoM
BHYTPEHHETO CEIMEHTA CeTH, CeTeBOH HMONUTHKYU M mTLS miau mposepsroiiero 06paTHoro
npokcu. IIyOIMKoBaTh 3Ty TOUKY B ITOJIb30BaTEIbCKYIO MM BHEIIIHIOIO CETh 3aIIPEIeHO.

capabilities_json - mpu3HaKH, KaKle HaCTPOIMKU cepBHCa areHTa IO AepKUBAeT.

default_tools_json - MaccuB KItOUYel HHCTPYMEHTOB, KOTOPbIe JOJDKHBI ObITh BKIIOUEHBI
17151 areHTa 9TOTo THUIIa II0 YMOJIYaHHI0. Y BCTPOEHHBIX basic_assistant u event_organizer

certyac ucrnoiubsyercs [ ].

controller_version - Bepcua KOHTPaKTa CepBHCa areHTa, UCIIOIb3yIiTe V1.

[MompmepxuBaeMble umeHTHUKATOPHI cCapabilities_json B TexyIeil peamusanumu:
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Npentuduxarop

prompt

model_tier

skills

tools

mcp_servers

greeting_message

human_in_Tloop

show_work_progress

show_thinking

send_memo_with_messages

event_workflows

workflow_graph

HasuaueHnue

UI u API moryT nepenaBaTh CUCTEMHYIO
HHCTPYKIIMIO areHTa B moje prompt.

AreHT mogzep;KuBaeT BbI6Op ypoBHa LLM-
mopmenu: default, medium, large.

Ul moskeT Ha3HaA4aTh aredTy HaBbIKU U3
/vl/agent-capabilities

Ul MoskeT Ha3HA4aTb ar€HTy MHCTPYMEHTHI U3
/vl/agent-capabilities

UI moxeT HazHa4yaTh areHTY MCP-cepBepsl
IIPOCTPaHCTBA.

ATeHT TIOAIeP/KUBAET IIPUBETCTBEHHOE
cooO1IeHMe.

AreHT IToAep)KUBAET Iepenauy oOpareHus
0IIepaTopy M COOTBETCTBYIOIIlee COOOIIIeHUE.

AreHT oAiep)KUBAET OTOOPKEHHUE
TI0JIF30BATEINI0 CTATYCOB PaGOTHI.

AreHT moazep)KUBaeT 0ToOpaskeHUe 6II0Ka
Pa3MBIIIIEHUN.

ATeHT IToAiep;KUBaeT Iepeady memo pasroBopa
B CepBHCe areHTa.

CnenmanpHas BO3SMO)XHOCTb KOHTPOJIIEpa
event_organizer: cueHapuu MepOIIPUSTHS.

CnennanpHas BO3MO)XHOCTb KOHTPOJIIEpa
event_organizer: rpad workflow
MEpPOIPUATHA.

Berpoennsriit basic_assistant o6wsBaser prompt, model_tier, skills, tools, mcp_servers,
greeting_message, human_in_1loop, show_work_progress, show_thinking,
send_memo_with_messages. Bcrpoennsiit event_organizer o6wssiser prompt, model_tier,
greeting_message, human_in_Tloop, show_work_progress, send_memo_with_messages,

event_workflows, workflow_graph.

IMompmepsxuBaeMble KItoun HHCTpyMeHTOB A default_tools_json u tool_ids:

Knrou nHCTpYMeEHTA

web-search

yandex-calendar

google-calendar

HasuaueHue

ITouck B MHTEepHETe Uepe3 HaCTPOEHHBIN cepBep
TIOMCKA.

Pa6ora ¢ Yandex Calendar monn3oBarers.

Pa6ora ¢ Google Calendar mop3oBaress.
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Knrou uHCTpYMeHTa HasuaueHnue
apple-calendar Pa6ora ¢ Apple Calendar mosnb3oBaress.

bitrix24-calendar Yrenwue xaneHpaaps Bitrix24 rexyiero
TI0JIH30BATEIS IS STOTO areHTa.

bitrix24-task UYrenue 3agau Bitrix24 Texylero 1mosb3oBares

JJId 3TOTO arcHTa.

bitrix24-funnel YreHue cHOeIOK U JTUI0B Bitrix24 Teky1ero
IIOJIb30BaTeINd [JIS 9TOTO areHTa.

youtrack Pa6ora ¢ sagauamu YouTrack uepes URL u

IIOCTOSSHHBIM TOKEH areHTa.

headhunter-resume-search ITonck pestome B HeadHunter 6e3 oTKpbITHS
KOHTAKTOB U ILJIATHBIX OEeVICTBUIL.

healthy-lifestyle-consultation CrreruanusnpoBaHHast KOHCYJIbTALHS 10
3I0POBOMY 00pasy >KU3HU.

ida-knowledge-base ITouck B HacTpoeHHOI 6a3e 3HaHUI a.

Ecnu controller type me mommepkusaer tools, default_tools_json ocrasmusiite myctbiM. Ecru
UHCTPYMEHT TpebyeT IMOIb30BaTebCKOM aBTOPU3AIUN UJIN CEKPETOB, OMHOTO 3HAUEHUS B
default_tools_json HemocTaTOYHO: AAMUHUCTPATOP MIIM HOJIH30BATEIh JOJDKEH BBIIIOIHUTD

COOTBETCTBYIOIII€E ITOJKITIOUEHNE B Ul
8.3 IIpoBepka perucTpanuu

Tlocme I[068.BJIEHI/IH 3aIlluCH IIPpOBEPBTE, UTO Gateway BUOUT HOBBIM TUII KOHTpOJLIEpa:

GET /v1/agent-controllers

Authorization: Bearer <admin_access_token>

B oTBeTe moykeH OBbITH 3J1€MEHT:

{
"key": "custom_support_agent",
"title": "Monb3oBaTeNbCKWU areHT nognepxkun',
"service_base_url": "http://custom-support-agent.internal:8080",
"status": "active",
"auth_mode": "none",
"controller_version": "v1"
}

3aTeM BBIIIOJTHUTE HpO6HO€ CO3JaHHNE areHTa B TECTOBOM IIPOCTPAHCTBE U IIPOBEPHTE JKYPHAJ CEPBHCA

areHnra: sampoc PUT /vl1/agents/<virtual_user_id> momkern npuiitu ot Gateway 1o
paspelIeHHOMY ceTeBOMY ITyTH, Oe3 yHuBepcaiapHoro Authorization mrd mosb3oBaTebCKOro

KOHTpoJUIepa. YOeXuTech, UTO IIOCTOPOHHUI y3eJI He MOKeT BBI3BATh 3Ty TOUKY. Pe3yisbraTsl mpoBepKu

IIPUJIOKHUTE K 3allCH 00 U3MEHEHUN.
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8.4 Co3zngaHue aredHTa HOBOTO THUIIA

B web UI cospanus arenra nose "Tun MM-ArenTta" mokassiBaeT 3aperucTpupoBaHHble B Gateway THIIBI
KOHTpoJlIepoB u3 /vl/agent-controllers, sanpuMmep basic_assistant u event_organizer.
HoBpIit m01b30BaTEIBCKUI TUI ITOSIBUTCS B 3TOM CITHCKE TOJIBKO ITOCIe perucrpanu 3arncu B
ai_agent_controllers u goikeH co3maBaThes ¢ cooTBeTCTBYIoIUM controller_key. Cam Ul He
pPErucCTpUpyEeT HOBBIM THUIL KOHTPOJUIEPA; pETUCTPALINIO BBITIOJTHAET on-premise AAMHWHHUCTPpAaTHBHAA
KOMaHJIa II0 IIpoIleaype U3 pasmena 8.2.

POST /v1/virtual-users?space_id=<space_id>
Authorization: Bearer <admin_access_token>

Content-Type: application/json

{
"bot_definition_key": "ai-agent",
"controller_key": "custom_support_agent",
"display_title": "BHewHwuii areHT noggepxku",
"visibility_mode": "space_public",
"trigger_mode": "every_message",
"model_tier": "default",
"prompt": "OTBeuali Kak areHT nepsol AWHWUW Noadepxku. Ecnu Bonpoc TpebyeT 4yenoseka,

nepegan o6bpaweHune onepatopy.",
"greeting_message": "3gpaBcTByliTe! {4 NomMory c nepBUYHON KOHCynbTauuen.",
"send_memo_with_messages": true,
"show_work_progress": true,

"show_thinking": false

3

[Tpu ycnemmraom co3panuu Gateway:
1. co3nmaer BI/IpTyaJIbHOI‘O ITI0JIb30BaTEJIA arcHTa,
2. BI)IIIYCKaeT y‘«IeTHble JAaHHBIC areHTa,
3. BwIsbiBaerT PUT <service_base_url>/vl1l/agents/<virtual_user_id>;

4. mepepnaer cepBHCY areHTa bot_api_base_url, bot_token, credential_id u
KOHQUTYPAIUIo;

5. COXpaHAET CTATYyC IIOATOTOBKHM B KAPTOYKE BUPTYAJIbHOTO ITOJIB30BATEJIA.

Ecnu cepBuc areHTa He[JOCTyIleH MU Bo3Bpairaer accepted=false, arent Gymer co3mgaH co cTaTycoM
Hactpouku setup_failed wu provisioning_failed. Ilocie ucripaBieHus cepBuca areHTa
IIOBTOPHTE CO3[IaHHe areHTa MJIM OOHOBHUTE CYIIeCTBYIOIIETO areHTa Yepe3 BHYTPeHHUH
aIMHHUCTPAaTUBHBIN CLIeHAPHUIL.

8.5 Pa6oTa mob30BaTETHCKOTO CEPBUCA aTEHTA

CepBuc areHTa 3aIyllleH A0 co3MaHusA areHTa. [lociie ycIenrHoro oTBeTa Ha 3alIpoC IOATOTOBKM OH
IIePeXOUT K paboueMy IHKIY:

1. moxyuaer lease uepes /vl/bot-runtime/leases;

2. mopkiaouyaercd K /vl/bot-runtime/ws;
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obpabarpiBaeT message.created;

YHUTaeT COO6H_ICHI/IH " mMemo,

OTIIPpAaBJISIET 06bI‘—IHbIe MJIN IIOTOKOBBLIE OTBETHI,

cosgaert tool requests s meHCTBUIL € IOOTBEP)KICHNEM;

IJIs1 aT€HTa KIMEeHTCKON IIOAAEPKKU BbI3bIBAET handoﬁ, €CJIN HYXEH OII€paTop.

8.6 Brizos BbI6paHHbIX HNHCTPYMEHTOB I10JIb30BATEIIbCKUM CEPBHCOM areHTa

Bp160op HHCTpYMeEHTa B KAPTOUKE areHTa paspellaer ero UCI0Ib30BaHe, HO He BBI3bIBA€T BCTPOEHHYIO
peanusanuio Mckpel. B API cepBuca arenTa 1.0 HeT Touku goctyna Buna /tools/<key>/execute.

ITonb3oBaTebCKUIT CEPBIC aTeHTa BBIIIOIHAET MHCTPYMEHT CAMOCTOATENILHO: II0JIy4YaeT OlMcaHue IIpU

TIOATOTOBKE areHTa, CTPOUT CXeMY BbI30Ba I cBoel LLM, mpoBepsieT apryMeHThI U 06paraeTcs K

LIeJIEBOM CUCTEME HAIIPAMYIO.

qT06I)I B KapTOYKE II0JIb30BATEJIBCKOT'O areHTa MOKHO 6I>IJIO BLI6I/IpaTb HHCTPYMEHTHI, €I'0 3aIINCh
ai_agent_controllers.capabilities_json momxHa cogepskats "tools": true.

AQMUHHCTpaTOp IPOCTPAHCTBA BBIOMPAaeT HHCTPYMEHTHI B rtoste IHcTpyMeHTSI. [Toce co3manus mwiu

OOHOBJIEHUA areHTa Gateway mepenaer BbI6paHHI)I€ HMHCTPYMEHTBI B MaCCHBE tools 3alrrpoca:

PUT <service_base_url>/vl/agents/<virtual_user_id>

Content-Type: application/json

{
"virtual_user_id": "©195f7f2-bot-user",
"tools": [
{
"id": "9f609d92-6e5d-4f10-a4dd-d54ad58763e6",
"key": "youtrack",
"title": "YouTrack",
"description": "Pa6oTa c 3agayamu YouTrack.",
"execution_type": "server_youtrack",
"config": {
"base_url": "https://youtrack.company.example",
"token": "<permanent_token>"
}
}
]
}

CocraB 3neMenTa tools:

ITone

id

Kak HCITOIb3yeT ITOTb30BaTENIbCKUIL CepBuUC

aredarTa

CrabuiapbHbBIN UAEHTUPUKATOP 3AITUCH
uHcTpyMeHTa B Vckpe. CoxpaHseTcs BMecTe ¢
KOHQUTypaIuey areHra.
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ITone

key

Kaxk HUCIIONIb3YyET II0JIb30BaTEIbCKUN cepBuUC

areHrTa

WnenTudukarop MHCTpyMeHTa, HaIIpHIMep
youtrack nimu google-calendar. ITo Hemy
CepBUC areHTa BHIOUpaeT COOCTBEHHBIH
06paboTUHK.

title, description MeTtagaHHbIe 014 KypPHAIOB,

aIMUHHUCTPATHBHOTO NHTepderica U OIMUCAHUS
¢ynknuu ma LLM.

execution_type IMomckaska o KIacce BCTPOEHHOTO 00paboTumKa,

HaIlpuMep server_youtrack. 3to He
HUCIIOIHSIEMBIH IIPOTOKOJ U He 3aMeHsIeT
crieruukanuo APl mocraBmuka.

config O6111as1 KOHPUTYpALIUT HHCTPYMEHTA,

O6’beI[I/IHeHHaH C HaCTpOfIKaMI/I 1 yYE€THBIMHI
AaHHBIMMU, IIPUKPEIIJIEHHBIMHI K 3TOMY arcHTY.
COI[GP)KI/IMOC 3aBHCUT OT MHCTPYMEHTA.

Eciu Kk MHCTpYMEHTY IIPUKpeILIeHbI CepBepHble yUeTHbIe faHHble, Gateway pacKpbIBaeT UX IIPU
TIOATOTOBKe areHTa 1 gobasisier B config. Ilosromy Touka PUT /vl/agents/<virtual_user_id>,

6a3a JaHHBIX CepPBUCA areHTa, pe3epBHbIE KOIIMY U JKyPHAJIBI JOJDKHBI 00pabaThIBaThCs KAK KOHTYP

cexperoB. He 3amucsiBaiite monubiii config B skypHain. HasHaualiTe Takue MHCTPYMEHTBI TOIBKO

JIIOBEpEHHOMY II0JIb30BaTeJIbCKOMY KOHTPOJLIEDY.

Gateway He nepemaet JSON Schema aprymMeHTOB yHKIIUH, peallM3allUIo0 BEI30BA MU

HOPMAJIN30BAHHYI0 CXEMY pE€3yJbTaTa. Paspa60Tqm< IIOJIB30BATEJIBCKOTO CEPBHCA ar€HTa OIIPEACIIAET UX

B CBOEM KOJ€ M BEPCHMOHUPYET BMECTE C CEPBUCOM areHTa. PeKOMeHI[yeMbeI ITMKII:

1.

ITpu PUT /v1/agents/<virtual_user_id> coxpaHUTb TOJBKO HHCTPYMEHTHI,
IIPHCYTCTBYIOIIHE B TeKyllleM MaccuBe t001s; yaneHHbIe U3 MacCHBa HHCTPYMEHTHI

OTKIIIOUHMTD.

s xkaxmoro mogaepxuBaemMoro key saperucrpuposats cooctBeHHYI0 JSON Schema
apryMmeHToB LLM 1 06paGoTUMK MCIIOTHEHUSI.

ITpu nonyuenuu message.created nepenars LLM TOJIBKO cXeMBbI HHCTPYMEHTOB, BEIOPAHHBIX

JJIA 9TOT'O areHTa.

ITpoBepuTh UM MHCTPYMEHTa U apryMeHThI He3aBUCHMO oT LLM. 3anpeTuTs HeU3BeCTHBIE
II0JIS, OTPAHUUUTD MIMHY CTPOK, AUAIa30HbI YUCeJ U JOIIYCTUMBIE OIlepallu.

OmpenenuTs IOIB30BaTEN, OT UMEHH KOTOPOT'O BBITIONHSIETCS onlepanus, o sender_id
ucxonHoro coobienusa. He ucronp3oBath Virtual_user_id BmecTo mmoab3oBartes.

ITpoBepuTs HaMUYMeE CEpBEPHON MM IIOIH30BATENbCKOM aBTopHsanuu. Eciau tpebyerca OAuth,
BBIIIOJIHUTH IPOLEAYPY U3 paspena 17.5.

Ecnu meticTBue TpefyeT IOATBEp)KAEHUS UeTIOBEeKa, O 00paIl[eHHs K BHEIITHEN CUCTeMe
BBITIOTHUTH IIpoLenypy tool request 13 pasmena 19 u moskmatses comp leted mocpencrBom

polling.
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8. BrrsBars API mocTaBInuKa HalIpAMYIO U3 CepBHca areHTa ¢ OTpaHUYeHHeM BpeMeHU,
KOHTPOJIHMPYEMbIM YHCIOM IIOBTOPOB M COOCTBEHHBIM KIIOUOM HAEMIIOTEHTHOCTH I
U3MEHSIOIINX OIlepalluii.

9. HopwmanmsoBaTbh OTBeT IIOCTABIIHUKA, YAUIUTb CEKPETHI U JIMIITHIE II€PCOHAIBHBIE TaHHEBIE,
nepenats pe3ynbTaT LLM Kak pe3ysbTaT HHCTPYMEHTA.

10. CopmMupoBaTh IOTB30BATENIBCKUI OTBET M OTIIPAaBUTH ero depe3 API cepsuca arenTa. He
yTBEpKIaTh ycIleX, eciau BHeITHHUI APl BepHyI I oIHOKy MIH pe3yIbTaT IOATBeP KAeHNS He
TIOJTy4YeH.

MunuManabHad CTPYKTYpa JUCIeTYepa HHCTPYMEHTOB:

const handlers = {
youtrack: executeYouTrack,
"ida-knowledge-base": executeIdaKnowledgeBase,

"google-calendar": executeGoogleCalendar,

Ly

async function executeSelectedTool(agent, sourceMessage, call) {
const selected = agent.tools.find((tool) => tool.key === call.name);
if (!selected) throw new Error("tool_not_selected");

const handler = handlers[selected.key];

if ('handler) throw new Error("tool_not_supported_by_agent_service");

const args = validateToolArguments(selected.key, call.arguments);
const context = {

virtualUserId: agent.virtual_user_id,

conversationId: sourceMessage.conversation_id,

requesterUserId: sourceMessage.sender_id,

};

return handler({ context, config: selected.config, args });
}

JlocTyITHOCTD JAaHHBIX IJIA CTAHAAPTHBIX MHCTPYMEHTOB:

HNHCcTpyMeHTHI Yro nonyuaeTt Yro TpebyeTcs pearn3oBaTh
TIOJIB30BATENbCKHUII CepPBUC JOIIOTHUTEIbHO
areHTa

youtrack Omnpenenenue u Bannpanuio omeparuit, HTTP-
IpUKpeIlJIeHHbIE K areHTy kiueHT YouTrack u
URL/TIOCTOSAHHBII TOKEH, €CIH HOpMaJIM3alHI0 pe3yJibTaTa.

aJMHUHUCTPATOP UX HACTPOUIL

ida-knowledge-base, Ompenenenne U JOCTYIIHYIO ITpoTokon BEI30Ba
healthy-lifestyle- KOH(UTYpaIHIo COOTBETCTBYIOILIETO CEPBHUCA U
consultation endpoint/yueTHBIX JaHHBIX. 06paboTKy ero omuboK.



NucTpyMeHTHI

web-search

google-calendar, yandex-
calendar, apple-calendar

bitrix24-calendar,
bitrix24-task, bitrix24-
funnel

headhunter-resume-search

Hasnauenusie MCP-cepBepsl

Yro momyuaer
IONb30BaTEIbCKUI CEPBUC

arelarTra

OmpeneneHne HHCTPYMEHTA;
ero config mo yMoI4aHUIO
ITyCT.

Omnpenenenue BBIGPAaHHOTO
HHCTPYMEHTA.

Omnpenenenre BEIOpAaHHOTO
HHCTPYMEHTA.

OmnpeneneHue BBIOPAaHHOTO
HHCTPYMEHTA.

MaccuB mcp_serversc
agpecoM, KOHPUTyparuen u
IIPUKpPEIJIeHHBIMU YUeTHBIMU
JAHHBIMU.

Yro TpebyeTcs pean3oBaTh

JOIIOTHUTEIJIIbPHO

Agnipec u yueTHbIE JaHHBIE
COOCTBEHHOTO TIOMCKOBOTO
cepBuca, JSON Schema u
BBITIOJIHEHNE ITOUCKA.
Konduryparus BcTpoeHHOTO
assistant aBromarmuecku He
repemaercs.

Co6crBernoe OAuth-
npunokenue, OAuth-ceccun
IIOJIb30BaTeJeH,
XpaHeHUe/00HOBJIEeHIIE TOKEHOB
u xnueHT API xanenpgaps.

Co6cTBeHHOE IIPUIIOKEHUEe
Bitrix24, OAuth u Bb130BBI REST
API. ITogxirroueHms
BCTPOEHHOTO assistant
[I0JIb30BATENBCKOMY CEPBUCY
areHTa He TePeIal0TCs.

Co6crBennoe OAuth-
npunoxenue HeadHunter,
callback, xpaHeHne TOKEHOB 1
peansaIuio IOUCKa pe3loMe.

MCP-xiueHT, IpoBepKy
paspelleHHbIX HHCTPYMEHTOB
cepBepa U OTpaHUYEeHUS
BpeMeHHU. ITO
IIpeATIOUTUTEIBHBIN CII0CO0
IIOBTOPHO HCIIOJIH30BATh
HEe3aBHCHMYIO PealH3aIliio
MHCTPYMEHTA.

tool request u BBIOpaHHBIN MHCTPYMEHT pellIaloT pasdHble 3afaun. BoIOpaHHBIN HHCTPYMEHT

cOoO00IIaeT CepBHUCY areHTa, YTO OH MOYKeT IIPeIVIOKUTh U BRIIIOJHUTE PyHKIHI0. tool request

PuKCcHpyeT oKUAaHNe TOATBEP)KIeHHS YeJIoBeKa; OH He BbI3bIBaeT YouTrack, kamenmaps, Bitrix24 niu

OPYyTOH BCTPOEHHBIN 00paboTunK MICKpHL.

9. MCP-uHCcTpYyMeHTHI I 6a30BOTO U ITOJIH30BATEIHCKOTO aTeHTa

MCP HCIIOIBb3YETCA, KOTHa ar€HTy HY’KHO IIPpEJOCTaBUTh NMHCTPYMEHTDI OTAEJIBHOTO CEPBEPA: IIOMCK BO

BHyTpeHHell 6a3e, ureHue CRM, cosgaHue 3asBOK MM Apyroe obpaleHne K KOPIIOPaTUBHOI cucteMe. B

Uckpe MCP-cepBep peructpupyercs Ha ypoBHe IIPOCTPAHCTBA U 3aTeM Ha3HAYaeTCs] KOHKPETHBIM

areHtaM. Mckpa 1.0 He umnioptupyet uHcTpyMeHTs MCP-cepBepa B katanor agent_tools: equHuiein

HasHaueHwUs sBisgeTcs Beck MCP-cepsep.
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9.1 Ilonnep:xka B Mckpe 1.0

Hanunune mmons MCP-cepBepr B KapTOUYKE ar€eHTa O3Ha4daeT, 4YTOo BI)I6paHHI)IIV/I THUII KOHTPOJIJIEpaA

IIpUHUMaeT KoOHPUrypanuo mcp_servers. OHo He TapaHTUPYET, UTO COOTBETCTBYIOIIIUIT CEPBIC areHTa

peanusyer MCP-kiueHT.

Tum aredra

Basoswiii UH-arenrT,
basic_assistant

Ilonp30BaTeIbCKUIM TUII aT€HTa

OpraHusatop MepoIpuATHS,
event_organizer

PeI‘I/ICTpaI.II/IH " Ha3HaA4YeHUe

MCP-cepBepa

IopnmepskuBaeTcs.
AIMUHHUCTPATOP MOXKET
Ha3HAYUTH CepBep B KAPTOUKe
areHra; Gateway mepenaer
OIIMCaHUe BCTPOCHHOMY
cepBucy assistant.

ITopnep:xuBaeTcs, eciu B
capabilities_json rtuma
ykasaHo "mcp_servers":
true. Gateway nepenaer
BBHIOpAHHBIE CEPBEPHI B 3aIIpOCe
IIOATOTOBKH.

He momnepxuBaercs: THI He
00BABIIAET BO3MOKHOCTD
MCp_Servers, mosToMy IoJje
BBIOOPA HETOCTYITHO.

PakTHUeCKOe BBITIOTHEHUE

MCP-uHCcTpyMEeHTOB

B Bepcuu 1.0 ue

o aep;kuBaercs. BcTpoeHHBIN
CepBHC COXpaHIET OITMCAaHUe
cepBepa U K0OaBIAET €ro
Ha3BaHHE B KOHTEKCT MOMEIIH,
HO He ycraHaBiauBaer MCP-
CEeCCHIO, He BBITIOJHSIET
tools/list u He BBI3BIBaeT
tools/call. Haznauenue
cepBepa Hellb3sl CUMTATh
IIOATBEPKAeHUEM JOCTYITHOCTH
€T'0 UHCTPYMEHTOB.

Peanusyerca
II0JIb30BATEIBCKUM CEPBUCOM
arerTa. OH ITOJKIIIOYAETC K
cepBepy, IIOJIyJaeT CITMCOK
HHCTPYMEHTOB, ITIepeaeT
paspeleHHbIe CXeMbl MOJeIN U
BBITIOJIHSET BHI3OBBI.

He noppepsxuBaeTcs
KOHTPaKTOM 3TOTO THUIIA.

CiencrBue s ITPOMBIIIIEHHOTO ClleHapHs: mpou3BoabHbIH MCP-uacTpyMeHT B Mckpe 1.0

HCIIONB3YeTCs Yepes 3aperuCTPUPOBaHHBIN ITOJIB30BATENILCKUIL THUII areHTa. /11 6a3oBoro areHra

HasHaueHHe MCP-cepBepa ABIIfeTCSA TOJIPKO COXpPAaHEHHON KOHPUTypaluell U He JOJDKHO BKIIOYATHCS B

IIpHeMOYHBIE CIleHapUU KaK paboTarolas HHTeTpaiusl.

9.2 Yto nomxeH npenocraButh MCP-cepsep

MCP-cepBep paspabaTbIBaeT 1 9KCILTyaTHpPyeT KOMaH/a MHTeTpalliy 3aKa3uHKa MU IIOCTABIIUK

BHEIIIHEU CUCTEMBIL. J:[J'IH pa6OTbI C IIOJIb30BATEJIbCKUM CEPBUCOM ar€HTa OH NOJIXKEH ITPENOCTABUTH!:

« cereBoii URL, moCTyIIHBIN U3 KOHTYPa IIOIb30BaTEIbCKOTO CEPBICA areHTa;

+ TpaHcropt u Bepcuto MCP, cormacoBaHHbIe ¢ KITUEHTCKOM OMOIMOTEKOI CepBICa areHTa;

« omepanuio nHunuanusanuu MCP-ceccun;

« tools/list c ycToifuuBBIMH UMeHAMHU HHCTPYMEHTOB, OIIMCAHUAMY U CXeMaMH BXOXHBIX

apryMeHTOB;
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+ tools/call ¢ MmamIMHOYUTaEMBIM Pe3yJIbTaTOM U IIPU3HAKOM OIIMOKY MHCTPYyMEHTa;

+  CepBepHYIO ayTeHTU(UKAIUIO, eCIIN cepBep He ABJAeTCS 00IIeJOCTYIIHBIM BHYTPH JOBEPEHHOTO
KOHTYpa;

« OrpaHHYEHWs BpeMeHH, pazMepa 3alpoca U pe3yJbTarTa, a Tak)Ke OJJHO3HAUHbIe OILIMOKH IS
BPEMEHHOT'O U IIOCTOSIHHOTO OTKa3a;

. HNIOEMIIOTEHTHOCTD MJIN COOCTBEHHBII KIIIOU HNOEMIIOTEHTHOCTH OJIA OHepaI.IPIfI, HN3MEHAIOIIMNX
JaHHBbIE.

Jlng yaaseHHOTo cepBepa uctonab3yite motokoBblti HTTP-rpancriopt MCP uepes HTTPS. stdio He
IIOAXOAUT I peructpanuu 1o noio Server URL, mockonpky Mckpa nepenaer URL, a He KoMaHIy
3aIrycKa JIOKQJIBHOTO IIpolecca. KOHKpeTHYI0 Bepcuio IIpoTOoKoJIa BeIOKpaloT padpaboTunku MCP-
cepBepa U II0JIb30BaTeNIbCKOTO cepBuca areHTa; Gateway VIcKpbI ee He COIJIacOBBIBAET U He IIPOBepsIeT.

OHHC&HI/IC I/IHCTPYMCHTa " €TI0 cXeMa ABJIAITCA HeI[OBepeHHbIMI/I BXOOHBIMU OAHHBIMMU.
ITonb30BaTENBCKUIT CEPBUC aTeHTa TOJDKEH IPUMEHSTh COOCTBEHHBIN CIIMCOK pa3pellleHHbIX HMeH,
OI‘paHI/I‘-II/IBaTI) apI‘YMCHTbI U HE HpeHOCTaBJIHTb MOOeImn I/IHCTPYMCHT TOJIBKO HOTOMY, YTO OH IIOABUIJIICA
B tools/list.

Munumansubiit MCP-cepep na Python mosxer my6iankoBath oquH 6€30IIaCHBIN HHCTPYMEHT YTEHUS
CIenyIIuM 06pasoM:

YcraHOBKA 3aBHCHMOCTH:
python -m pip install "mcp[cli]>=1.4,<2"
darin server. py:

from mcp.server.fastmcp import FastMCP

mcp = FastMCP("Iskra Company Directory")

@mcp.tool(

name="find_employee",

description="HainTn coTpygHMKa NO TOYHOMY KOprnopaTWBHOMY ajpecy no4Thl.",
)
async def find_employee(email: str) -> dict:

normalized = email.strip().lower()

if not normalized.endswith("@company.example"):

raise ValueError("email_not_allowed")
return await directory_api_find_employee(normalized)

if __name__ == "__main__ ":
mcp.run(transport="streamable-http")

Bepcuro 6u6nnoTekn 1 TpaHCIIOpTa PUKCHPYIOT B 3aBUcHMOCTIX MCP-cepBepa. BHemHuiT 06paTHBII
npokcu 3aBepiraeT TLS, orpannunBaeT pasmep 3ampocos u myoaukyet ¢pakrudeckuit URL MCP,
KOTOpBI 3aTeM BBoauTcs B Mckpe. PyHKIIMA HHCTpyMeHTa IIOBTOPHO IIPOBEpseT IIpaBa U apTyMeHTBHI:
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onmcanue 1 JSON Schema momorator Mogenu cOpMHUPOBATH BBI3OB, HO He SBIISIOTCSI MEXaHHU3MOM
6e30I1aCHOCTH.

9.3 Perucrpanus MCP-cepBepa agMUHICTPATOPOM HPOCTPAHCTBA

Perucrpaniuio BBIIOTHSET BIafeNel] UiIU afMUHUCTPATOP IPOCTPAHCTBA IIOCJIE TOTO, KaK KOMaH/Ia
nHTeTpanuu passepHyIa MCP-cepBep 1 mpoBepuia ero U3 CeTeBOro KOHTypa CepBUCa areHTa.

1. OTKpBITH HY)XKHOE IIPOCTPAHCTBO B Web-mHTepdetice McKpeL

2. Ilepertitu Ha Bxiagky MM-AreHTBI.

3. B 6moxe MCP-cepBepsI mpocTpaHcTBa Haxath [Jobasuts MCP.

4. 3amomnuts HazBaHue - MOHATHOE afMUHNCTPATOPAM MM IIOAKIIOUEHH.

5. 3amonauTts Kirrod - ycTOMYHUBBIN TeXHUYECKUU uaeHTHuGUKaTop. EcIm moie ocTaBUTh IyCTHIM,
Gateway copMupyeT K04 13 HazBaHH. [locie Havama sKCIUTyaTalluy KII0U MEHITh He
clemyer.

6. 3amonuuth OmmcaHue - Ha3HaUeHIE ceépBeEpa, JOIIYCTHUMbIC NaHHbIE 1 BJIaA€Iblla MHTETPALIN.

7. B momue Server URL yxaszare monusrit HTTPS URL Toukn MCP, Hanpumep
https://mcp.crm.company.example/mcp.

8. OcraBuTh cTaTyc AKTHBeH U Ha)kaTh Co3maTh.

Texymuit nHTEpderic He IIpoBepseT coequHeHNe, cepTuduKaT, MCP-mHUIIMATN3aUI0 NI CITHCOK
MHCTPYMEHTOB IIpH coxpaHeHnH. Co3IaHue 3alliCcH IOATBEPKAAaeT TOJIbKO COXpaHeHHe KOHPUTYpaluu
B Gateway. [IpoBepKy MOCTYIIHOCTH BBIIOJHAET KOMaHAA MHTETpallM OTAeIbHO I10 Ipouexype 9.8.

Wurepdeiic perucTpanuy He COOEP>KUT IIPOM3BOJIBHBIX I10JIe KOHQUIYPAIIUH U YUETHBIX TaHHBIX. He
IoMelraTe TokeH, maposb uiru kirou API B URL. [{1s o6111eit cepBepHOIT ayTeHTU(PUKALIUY TTepefariTe
CeKpeT II0JIb30BaTeIbCKOMY CEPBUCY areHTa Yepe3 XpaHWMIHIIe CEKPEeTOB eT0 Cpedbl M COIIOCTAaBbTE €T0 C
key miu id MCP-cepBepa. Hactpoiika Bitrix24 aBisieTcs OTOeIbHBIM CIIEIHATHU3UPOBAHHBIM
cieHapueM HHTepderica U He oIlpefesseT o0l KOHTPAKT mpousBoirbHoro MCP-cepsepa.

9.4 Hasnauyenue MCP-cepBepa areHTy

I[O Ha3HaUeHUs II0Jb30BaTeIbCKUI THUII areHTa JOJIKEH OBITH 3aperucTpupoBaH C BOSMOXHOCTBIO:

{

"mcp_servers": true

AQMUHHCTpATOp IIPOCTPAHCTBA BBIIIOIHSAET CIeYIOIIHe NeMCTBUL:
1. Ha Bxianke MVI-AreHTBI OTKPBITH CYILECTBYIOIIEro areHTa WJIN HayaTh CO3[laHlue HOBOIO.
2. BnIOparh IT0IB30BATENBCKUIT TUII aTeHTa, CEPBUC KOTOpOro peannsyer MCP-kiueHT.
3. Packperrs 610k MCP-cepBepsl.
4. OTMETHTH TOJIBKO CepBepPbI, HEOOXOAUMBIE STOMY areHTy.
5. CoxpaHHUTH areHTa.

6. Y6emuThbCs, UTO KAPTOUKA areHTa He 1oKa3biBaeT OmInOKka HACTPOVIKU.
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7. HepenaTb KOMaHIO€ MHTETrpaliumn I/IJICHTI/I(I)I/IKEITOP TECTOBOTO pa3roBOpa M BBITIOJIHUTDH

(YHKIHOHAIBHYIO IIPOBEPKY MHCTPYMEHTA.

ITpu cosmarmu niu n3MeHeHNH areHTa Gateway OTIIpaBiIfeT aKTyaJIbHBIM MacCcUB MCP_servers B PUT

/vl/agents/<virtual_user_id>. CepBuc areHTa JOJLKEH CUHMTATh 3TOT MACCUB IIOJTHBIM CHUMKOM:

YAQINUTD OTKIIOYEHHBIE IIOAKIIOYEHMI, 0OHOBUTH U3MEHEHHBIE U He COXpaHATDb paHEE Ha3HAYEeHHBIN

CEPBEP, KOTOPOTO 0OJIBbIIIE HET B MACCHUBE.

JI7151 ITaHOBOTO OTKIIIOUEHMS CHavajla CHUMUTe HasHaueHre MCP-cepBepa co Bcex areHTOB M COXpaHUTE

KaKOyIo KapTouky. Gateway IepemacT cepBHcaM areHTOB HOBBII CHUMOK 0e3 aToro cepsepa. [Tocie

IIOATBEPKACHUS IIpUMEHEHH I KOHPUTrypanuu rnepesenure sanuck MCP-cepsepa B craTyc BrikinrodeH.

ITpocroe n3MeHeHHe cTaTyca 3allMCU He PacChlUIaeT HOBYIO KOH(PUIYPAIIHIO yKe IIOATOTOBICHHBIM

CepBHCaM areHTOB, II0O9TOMY MEHSTh ITOPSIAOK 9TUX NEMCTBUN HeJb3sl.

9.5 Kourpakr nepegauu MCP-koudurypanuu

ITpumep ¢pparmeHTa 3apoca IOATOTOBKH II0IH30BATEIBCKOTO CEPBHICA areHTa:

{
"virtual_user_id": "©195f7f2-bot-user",
"controller_key": "company_support_agent",
"mcp_servers": [
{
"id": "@195f7f2-mcp-server",
"key": "company-crm",
"title": "KopnopaTtuBHas CRM",
"description": "UTeHume KapTO4KW KAMEHTa U co3faHue obpaweHus.",
"server_url": "https://mcp.crm.company.example/mcp",
"config": {}
}
]
}
ITomne O6s13aTeNbHOE UCIIOIF30BaHIE CEPBHCOM
areHra
id CrabubHblit uneHTH@UKATOp 3anuck B Mckpe.
Hcnonp3yercd Kak OCHOBHOMH KJIIOU COXpaHEHHOM
KOHQUTYpaITHH.
key TexaUYeCcKNH HACHTU(PUKATOP HHTETPAIUH.

title, description

server_url

MoskeT HUCIIOIb30BaThCs JJIA BbI60pa JIOKAJIbHOIT
IIOJIMTHUKU 1 CEKPETA, HO HE 3aME€HAET id.

AIMUHUCTpaTUBHBIE MeTafaHHble. He
HCIIONIB3YIOTCS KaK OCHOBAHMWE IS BBIAAUM IIPaB.

Anpec nogxiaroueHus. [lepen coenuHeHNEM
cepBuc nposepsaer cxemy HTTPS u
paspelleHHBIN JOMEH MIH CeTeBOI MHUaIla30H.

29



ITone

config

O6s3aTenbHOE UCIIONb30BaHIE CEPBUCOM

areHrTa

Henpospaunas mia Gateway KoOHPUTypanus
cepBepa U, TP HAUIMYNH IIPUKPEIUIEHHBIX
YJeTHBIX JAHHBIX, PACKPBIThIC 3HAUEHHUS CEKpeTa.
ITosHBIN 00BEKT HeJIb3s1 3aIIUChIBATh B JKypHAIL.

Gateway He mepenaer pesyabrar tools/list, Bei6panasie umena MCP-uHCTpyMeEHTOB, cxeMy

TIOATBEP)KAEHUS QEUCTBUN MU roTOBBIN KitneHT MCP. 9Ty aj1eMeHTHI TpHHAIeKaT

II0JIB30BATEJIBCKOMY CEPBUCY areHTa.

Touku Management API mia perucrpanuu cepsepa JOCTYIIHBI BIafelblly MIN aflMUHHUCTPAaTOPY

IIPOCTPAHCTBa:

Touxka moctyna MeTtof

/vl/agent-capabilities? GET
space_id=<space_id>

/vl/spaces/<space_id>/ POST
agent-mcp-servers

/vl/spaces/<space_id>/ PATCH
agent-mcp-servers/
<server_id>

MuHuMaIbHOE TEJI0 CO3OaHMA:

Hasunauenue

mosryyuTh BuguMbie MCP-

cepBephI B MacCUBe
mcp_servers

co3mats MCP-cepBep
IIPOCTPAHCTBA

U3MEHHUTH Ha3BaHNe, KoY,
onucanue, URL, config uiau
cTaTyc

{
"key": "company-crm",
"title": "KopnopatmsHasa CRM",
"description": "WHcTpymeHTbl CRM gns areHTa noggepxku.'",
"server_url": "https://mcp.crm.company.example/mcp",
"status": "active"

}

API npuanMaeT Heo0sA3aTeIbHBIN 00BeKT CONT1Q, XOTS TeKyIIUi aAMUIHUCTPATUBHBIN HHTEepQeTiC ero

He pefaKTupyeT. 3HaueHus config xpanarca B Gateway u IepefaroTcs cepBUCY areHTa. IlocTosHHbIe

CEeKpeThI CIIeAyeT XpPaHUTh B 3aIUINEeHHOM XPaHIIHIIE IT0JIb30BaTeILCKOTO CepBHCa, a He B config.

ITporpamMHyI0 HacTpoHKy uepe3 Management API mpumeHsiiTe TOIBKO B COINIACOBAHHOM

aBTOMAaTHM3all1H on-premise BHEAPCHNA; 06BI‘-IHYIO PETHUCTPpALMIO BBIIIOIHAET aAMUHUCTPATOP II0

mpouenype 9.3.

9.6 Brimonmnenne MCP-uHCTpyMeHTAa IOIb30BATEIHCKIM CEPBHCOM areHTa

HJIH Ka’)KOOTO Ha3HAYE€HHOTO C€EPBEPaA CEPBUC ar€HTa BBIIIOIHICT CJICIIYIOH_II/II;I ITMKJI:

1. Iosyuurs HOBYIO KoHUTypanuio uepe3 PUT /vl/agents/<virtual_user_id> u aromapHo

COXpaHUTHh CHUMOK.
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2. Ilpomepurtb server_ur l 1o CONUCKY paspellleHHbIX a[peCOB U ITOJTYUHUTh CEPBEPHBII CEKPET U3
cobcTBeHHOTO XpaHuiauina 1o id uinu key.

3. YcranoBurs MCP-ceccuio 1 3aBepIINTD COTJIACOBAHHUE BEPCHH IIPOTOKOJIA.

4. BrisBath tools/list, o6paboraTh HOCTPAHMUUYHYIO BBIJAUy U OCTABUTH TOJIBKO MHCTPYMEHTHI U3
JIOKJIBHOT'O CITMCKA pa3pelleHuH 3TOTO areHTa.

5. HepenaTb sI3BPIKOBOI MOJIeIM MM€eHa, OMMCAHNA U CXeMBI TOJIBKO pa3pemI€HHbIX MHCTPYMEHTOB.

6. Ilocie BbIOOpa MOMIEIIBIO IIPOBEPUTH UM MHCTPYMEHTA M apIYMEHTHI IT0 CXeMe He3aBUCHMO OT
MOJIEJH.

7. [na 4TeHUs OIpeNeIUTh II0JIb30BaTeNs U 00JacTh JaHHbBIX 110 sender_id, conversation_id u
TIOJIUTHKe UHTerparuu. [[ig u3aMeHeHHUs JaHHBIX 10 BbI3oBa MCP BBITIOTHUTH TOATBEP:KAEHUE
1o mpouexype tool request 13 pasmena 19.

8. BrizBars tools/call c orpanuueHNEM BpeMeHU U pasMepoOM pe3yJsbTaTa. ABTOMATHUYECKHU
IIOBTOPSITH TOJIBKO Oe30ITacHbIe OllepaIiiy YTeHUs JTNO0 M3MEHSOIHE OIlepaIlHy C
IIOATBEPKAEHHON MIEeMIIOTEHTHOCTHIO.

9. HpOBepI/ITb OH_II/I6KY HMHCTPYMEHTA, YAAIUTD CEKPETHI 1 INITHNE IIEPCOHATIPHBIE JAaHHBIC 13
pe3yibTaTta, 3aT€EM II€pegaTb HOpMaHPIEEOBaHHBIIZ pe3yabTaT MOJEIIHN.

10. OrmpaBurth otBeT uepes API cepBrca areHTa 1 3aIIucaTh TEXHHYECKHUI KypHAJI 6e3
COIEP>KUMOTO CEKPETOB.

WnmrocTpaTuBHBIN parMeHT KiueHTa Ha Node.js ¢ opunuansHoit 6ubnuorexoit MCP:

import { Client, StreamableHTTPClientTransport } from
"@modelcontextprotocol/client";

async function connectMcp(server, bearerToken) {

const authProvider = bearerToken

? { token: async () => bearerToken }

undefined;

const transport = new StreamableHTTPClientTransport(

new URL(server.server_url),

{ authProvider },
)i
const client = new Client({ name: "iskra-agent-service", version: "1.0.0" });
await client.connect(transport);

return client;

async function callAllowedMcpTool(client, allowedNames, call) {
const tools = [];
let cursor;
do {
const page = await client.listTools({ cursor });
tools.push(...page.tools);

cursor = page.nextCursor;
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} while (cursor);

const tool = tools.find((item) => item.name === call.name);

if (!'tool || 'allowedNames.has(tool.name)) throw new
Error("mcp_tool_not_allowed");

validateAgainstJsonSchema(tool.inputSchema, call.arguments);

const result = await client.callTool({ name: tool.name, arguments:
call.arguments });

if (result.isError) throw new Error("mcp_tool _failed");

return sanitizeToolResult(result.content);
}

Bepcuto 6ubanoreku MCP ¢ukcupyiite B parine 3aBUCUMOCTEN CEPBUCA aTeHTa U IIPOBEPSITE IPUMeEP
mpoTtus 3T0M Bepcun: API 6ubianorexku He sIBIseTCS YacThio KOHTpaKTa VcKkpel. B mpoMbIIieHHOM
peanu3auy cCoefuHeHHUE CIeyeT IIePenCIIoNb30BaTh, KOPPEKTHO 3aKphIBAaTh IIPX OOHOBICHUHU
KOH(QUTYpaIiy ¥ OTPaHUUYHUBATh YKCIO OMHOBPEMEHHBIX BBISOBOB KaKJOTO CepBepa.

9.7 AyTeHTHUUKAIINS IIOIB30BaTENS U cepBepa

Hy>xHo pasiuuarh ABa ypOBHS aBTOPU3ALUN:

« Cepsuc areara - MCP-cepBep. 310 cepBepHas ayTeHTHUPUKAIN TogkIoueHus:: mTLS,
nocrossHHBIN TokeH nianu OAuth knuenra. Ee HacTpauBaer koMaHa HHTerpanuy. TeKyIIui
o6t uuTepdeiic MCP B Mckpe He 3ampalruBaeTr Takoi ceKper.

« Ilomwp3oBaTens - BHenIHAd cucTeMa. OHa HY’)KHA, €CJTM HHCTPYMEHT BBIIIOJHAET AeHCTBUE OT
uMeHHU aBTOpa coobieHus. Ilonbp3oBaTenbckuii cepuc arenra csassiBaer OAuth-ceccuro ¢
sender_id u BEITONHAET ITOTOK M3 pa3fena 17.5. TokeH IM0Ib30BaTeNd XPAHUTCA CEPBUCOM
areHTa uiau goBepeHHBIM MCP-cepBepoM, HO He IepefaeTcs MOMENHN U He pasMelllaeTcs B
COOOIIIEeHNH.

Ecmu OAuth peannsosan camum MCP-cepBepoMm, cepBUC areHTa OJDKeH o6paborars TpeGoBaHme
aBTOPH3AIMH KaK He3aBEPIIEHHBIH BBI3OB: CO3JAaTh OMHOPA30BYIO CECCHIO, OTIIPABUTH ITI0Ib30BATEIIIO
KapTOUKy aBTOpH3auuu, foxaarscs callback, moBropHo nmpoBeputs aBTOpa M pasroBop, 3ateM
noBTroputh tools/call. Hasnauenue MCP-cepBepa areHTy camo 1o cebe He aBTOPU3yeT

IIOJIb30BaTeJIEN.

HJIFI o61.ue151 HHTETpaliniy HECKOJBKUX ar€¢HTOB HCHOHLSyﬂTe OTAEJbHBIE CEPBEPHDBIEC YUETHDBIE JaHHDBIE
WU 00J1aCTh IIpaB Ha KaKOOTO areHTa, Korga 3TO IIOAACPKUBAET BHEITHAA CHCTEMA. He HpI/IMeHﬂIu/ITe
(0310485 HeOI‘paHH‘IeHHbIﬂ TOKEH IJIsI BCEX ITPOCTPAHCTB 1 ar€HTOB.

9.8 IIpoBepKka U AUATHOCTHKA

Hepen Hepe,uat{eﬂ ar€HTa IIOJb30BaTEIIAM KOMaHAa MHTETPAIU BBIIIOJIHAET IIPOBEPKY M3 TOTO JKE
CETEBOTI'0 KOHTYDpa, rae pa60TaeT TI0JIb30BATEJIbCKU CEPBHC ar€HTa:

1. DNS-uwms pasperaercs, ceprudukar qoseped, HTTPS-coequHenue ycraHaBiuBaercs 6e3 ob6xoma
rposepku TLS.

2. MCP-ununmanusamnus 3aBepIIaeTcs ¢ COINIACOBAaHHON BepCcHeH IIPOTOKOJIA.
3. tools/1list BosBpalnaer oxugaeMble UMeHa U CXeMbl; HEOKUJaHHbIe MHCTPYMEHTBI

OT(I)I/IJIprOBaHI)I JIOKAJIbHBIM CIIMCKOM paspemeHI/Iﬂ.
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10.

Besomacus1it TecToBeit tools/call Bo3BpalmaeT OKUAAaeMBIN Pe3yIbTaT.
BpI30B HEM3BECTHOTO HHCTPYMEHTA U HEBEPHbIE apTyMEHTBI OTKIIOHAIOTCH.
Bp130B 6e3 yueTHBIX JaHHBIX MM C HeJOCTaTOYHBIMU IIpaBaMu oTKIoHseTcs MCP-cepBepom.

HSMGHHIOU.[&H OII€palyid HE BBIIIOIHACTCA A0 IIOATBEPKACHN A IT0OJIb30BATEJIAA 1 HE IIY6JII/IPYETCH
IIpu CETEBOM IIOBTOPE.

TaﬂM-aYT, HEOOCTYITHOCTDb CEPBEPA U oIrmoKa HMHCTPYMEHTA IIPUBOJAT K HECTHOMY COO6U.[€HI/IIO
IIOJIB30BATEIIIO, d HE K YTBEP)KACHIIO 00 ycIiiexe.

Iocite cHATHSA Ha3HAYEHUs U IIOJYyYEHHs HOBOI'O CHUMKA KOHPUTYpPALIMH CEpPBUC areHTa
IIpeKpalraeT IIpeaIaraTh ¥ BbI3bIBATh MHCTPYMEHTHI 3TOTO CEpBepa; 3aTeM afMHUHUCTPATOP

IIepeBOIUT 3aITHCh cepBepa B cTaTyc BrIKiIrodeH.

Kypnans! cogepskar virtual _user_id, conversation_id, mcp_server_id, umsa
I/IHCTPYMCHTa, JJIUTEJIBbHOCTD U HUTOTOBBIN CTaTYC, HO H€ TOKEHDBDI, naponn, IIOJIHBbIE apI‘YMeHTbI C
IIepCOHAIBHBIMU JaHHBIMU U HeOOPaOOTaHHBIN pe3yJIbTaT.

Gateway Mckpsl He IpeocTaBiIsAeT OTAENbHYIO TOUKY IpoBepku MCP-cepBepa 1 He KypHaJIUpPyeT

¢daxrtuueckue tools/call, BeIIOTHAEMBIE II0JIB30BATEIBLCKUM cepBHCcOM. KOHTpOIs mocTynHOCTH U

TeXHUYECKHUI Ky PHaJI BEI30BOB SIBJISIOTCS 005S3aHHOCTHIO KOMAH/IbI, 9KCILIYaTHPYIOIei

TI0JI30BATEILCKUH cepBUC areHTa 1 MCP-cepsep.

10. Management API: cnpaBouHoO s IaT@opMeHHOI HHTeTrpariuu

OcHOBHOM IIYTh CO3aHMs ar€HTa AJIs1 3aKa3UMKa - pydHast HaCTpOI;IKa B aAMHUHHUCTPAaTUBHOM

uHTepetice Mckpsol, onnucanHas B pasgene 4. Toukn qocTyna HIDKe HY)KHBI [JIA IIIaTGOPMEHHON

HMHTETrpannu, aBTOMaTPI3HpOBaHHOI>1 IIOATOTOBKU MJIM BHYTPEHHHNX aAMHWHUCTPATHUBHBIX CIEHAPUEB,

€CJIN OHU pa3peIIeHbl TIOJTUTHUKOM BHEOPEHMI.

Touxka moctyna MeTtof Hasunauenue

/v1/bots GET CIIHCOK 3aperUCTPUPOBAHHBIX
OIMCaHUIT 6OTOB

/vl/agent-controllers GET IMOCTYITHBIE THUIIBI
KOHTPOJIJIEPOB CEPBUCA areHTa

/vl/agent-capabilities? GET BO3MO)XHOCTH areHTa B

space_id=<space_id> IIPOCTPAHCTBE

/vl/virtual-users? GET cucok virtual users

space_id=<space_id>

/vl/virtual-users? POST co3pats virtual user

space_id=<space_id>

/vl/virtual-users/ PATCH O0OGHOBUTD HACTPOMKHU virtual

<user_id> user

/v1l/virtual-users/ POST

<user_id>/credentials/
rotate

BBIJJaTh HOBYIO BEPCUIO bot
credential
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Touxka moctyna MeTtoq Hasznaauenue

/vil/virtual-users/ POST IpeJIOKUTDL 3HAUEHUS 110
suggestions?

yMoOJTUYaHUIo s virtual user
space_id=<space_id>

/vl/agent-skills/ POST MPEJIOKUTH 3HAUEHUS TI0
suggestions?

ymouanwuio mis skills/tools
space_id=<space_id>

PexxumMbl BHUONMOCTII

Hcnionp3yiiTe OMHO U3 3HAUEHUI:
+ private - areHT BUMEH TOJBKO SBHO pa3pelIeHHBIM II0JIb30BATENSAM U IIOJUTHKAM ILTAT(QOPMBI.
« space_public - areHT BUieH BHYTpPH IIPOCTPAHCTBA.
+ global_public - arenT BugeH mraropMeHHO, €CIIH 9TO pa3pelleHo IIOJIUTUKOI McKpbL

[l cepBHCHBIX areHTOB OOBIYHO JOCTaTOUHO Space_public. [lns skcriepuMeHTaTbHBIX HIIH
BHYTPeHHHUX aTeHTOB UCIIOIb3YHTe private.

Poranusa credential
Credential umMeeT BepCHOHUPOBAHHBII KU3HEHHBIH [IUKII:
e« 1issued;
« delivered;
« acknowledged;
« active;
« revoked;
« failed.

ITocie poranuu cTapblil CEKpeT HOJUKEH ObITh YIANIEeH U3 cepBuca areHTa. He jorupytire
credential_id.secret mexukom. B morax momycTuMBI TOIBKO mocaeqHue 4-6 cuMBooB credential id
WJIN OTHOEJNBbHBIN correlation id.

11. Assistant Control API

Assistant control plane ucnons3syercs BcrpoenasiM M-arentTom Mckpbl. BHenHui cepBuc arenra
MOYKET He HCII0Ib30BaTh 3TOT API, eciu XpaHHUT CHCTEMHYI0 HHCTPYKIIUIO, HHCTPYMEHTHI U
koH(purypanuio y cebs. Ho popmar moseseH kak crmpaBoyHas MOJEIb.

Touxka mocryna MeTtoq Hasnaauenue
/vl/agents/ GET IIOJIYYHUTh KOHPUTYPAIHIO
<virtual_user_id> areHTa

/vl/agents/ PUT CO3aTh MIN OOHOBUTH
<virtual_user_id> KOH(UTYPALIHIO
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Touxka moctyna MeTtoq Hasznaauenue

/v1/agents/ pasHble TOJIOCOBBIE CIEHAPUH areHTa
<virtual_user_id>/voice-

turns...

ITpuMmep KOHPUTYpaALIHH:

{
"virtual_user_id": "©195f7f2-bot-user",
"space_id": "0195f7f2-space",
"display_title_snapshot": "AI-kKoHcynbTaHT",
"prompt": "Tbl KOHCYAbTaHT NEpPBOW NUNHUK.",
"tools": [
{
"id": "@195f7f2-tool",
"key": "youtrack",
"title": "YouTrack",
"execution_type": "server_youtrack",
"config": {}
}
1
"mcp_servers": [
{
"id": "@195f7f2-mcp",
"key": "company-crm",
"title": "KopnopaTtusHasa CRM",
"server_url": "https://mcp.crm.company.example/mcp",
"config": {}
}
1
"trigger_mode": "every_message",
"enabled": true,
"bot_api_base_url": "https://im.iskra-messenger.ru",
"bot_token": '"<credential_id>.<secret>",
"credential_id": "<credential_id>",
"last_controller_status": "active"
}
ITpaBumna:

+ display_title_snapshot - caumox umenu us VcKpbl, He NICTOYHUK HCTUHBI.
+ prompt, tools, mcp_servers, trigger_mode, enabled - moBeneHMe cepBuca areHTA.
. bot_token XPaHUTCA KaK CEKPET M HE JOJUKEH YXOAUTDH B KIINMEHTCKOE ITPUIIOKEHUE.

+ Eciau enabled=false, cepBuc areHTa HOKeH oCTaHOBUTH Websocket u ormycrurs lease.



12. O61uit kouTpakt API cepBuca arenTa

Bce Touku mocrymna API cepBuca areHTa Haxonarca nox /vl/bot-runtime. CepBuc areHTa BbI3BIBAET

HX TOJIBKO C CEPBEPHBIMU YUETHBIMU JaHHBIMU BHUPTYAJIbHOTO IIOJIB30BATEIIA.

O6s3aTeIbHbIE 3aTOJIOBKI:

3aronoBoOK

Authorization

X-Bot-Session-ID

X-Bot-Lease-ID

Content-Type

dopma ormrubxu:

{

Korpa nyxen

Bcernma

Bcerpa nina HTTP-3ampocos
cepBuCa areHTa

Ins GET /conversations,
YTEHUS U 3aIIUCU
messages/memo, 3arpy3Ku
attachments, Bcex stream-
onepanwuii, handoff u tool
requests

HJIH 3aIIpOCOB C TEJIOM

"code": "bot_lease_unavailable",

"message": "bot lease unavailable"

}

3HaueHUeE

Bearer
<credential_id>.<secret>

CrabnibHbIN HOeHTHGUKATOD
TeKYII[eTo IIpolfecca cepBHUca
areHra. [Ipu nepesamnycke
co3aBariTe HOBBII.

Lease, momy4eHHBIN yepes3
/vl/bot-runtime/leases
3arosoBok He Tpebyercs s
IIOJTy4eHHs, IIPOJIEHUS U

ocBoboxmenus lease. Texytruit
POST
/conversations/<id>/even

ts raxke He mpoBepser lease.

application/json

KOIILI OI_I_II/I60K, KOTOpbIE€ CEPBUC areHTa JOJDKEH O6pa6aTbIBaTb KaK 9aCTb HOpMaJIbPHOI'O KOHTPAKTa:

HTTP

400

401

code

invalid_virtual_user,
invalid_agent_tool_reque
st,
invalid_service_request

invalid_bot_credential

Yto o3HauaeT AN cepBUCca

areHra

Payload nnu crienapuit
HEKOPPEeKT€eH; HCIIPABUTh
3aI1poc, He IIOBTOPATD 6e3
M3MeHeHUSI.

Credential HemeicTBUTEIEH MU
OTO3BaH; OCTAHOBUTH CEPBUC
areHTa M 3alPOCUTH POTAITUIO
credential.
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HTTP

403

404

409

429

5XxX

code Uro o3HayaeT A cepBuUca
areHra

forbidden uau moMeHHBIN Y virtual user met mocryma

3amper 00'BEKTY; IIepeIuTaTh
KOH(QUTYpAIHIO U IIpaBa
areHTa.

not_found, OO6beKT HETOCTYIIEH WU yKe

message_stream_not_found, ypmaneH; He CYUTATD YCIEIIHBIM
agent_tool request_not_f  primomHeHHEM.

ound

bot_lease_unavailable Lease IOTEPsH, 3aHAT APYTUM
session MIIM MCTeK; OCTAHOBUTb
TEKYIIYI0 00paboTKy U
reacquire mrocie backoff.

rate limit YMeHBIIINUTE 4acTOTy 3aIIpOCOB
u npuMeHuth backoff.

internal_error [IOBTOPATDH TOJBKO

HUJeMIIOTEHTHBIE Ollepaliy
WJIN OTIepaIliU ¢ COOCTBEHHOM
OenyIIMKauell cepBuca
areHra.

HpaBI/ma HNIOEMIIOTEHTHOCTH:

GET MOKHO IOBTOPSITH IIOCJIE CETEBBIX OLIMOOK.
PATCH /leases/<lease_id> M0)XHO OBTOPATH, IIOKA Session u lease cOBITAAOT.

POST /conversations/<id>/messages nmoaaepskuBaeT client_request_id. g kaxmgoit
soruyeckoit ornpasku cospasaiite UUID, coxpaH4giiTe ero 10 3alpoca ¥ IOBTOPAITE 3aIIpoc
IIOCJIE CeTeBO OIIMOKH C TeM ke 3HaueHHeM. Gateway BO3BpalllaeT y)Ke CO3TaHHOe cooOIIeHue,
€CJIM 3aIIpOC C TAaKUM HAEHTH(PUKATOPOM paHee ObLI IIPUHSAT.

POST /streams/<id> cosmaeT I10JIb30BaTENBCKN BUIUMBIHN Pe3yJIbTAT; IIOCIIE CETEBOTO
TaliMayTa CepBUC aTeHTa HOJDKEeH CHayaa IIepeunTaTh COOOIeHHs, YTOObI He OTIIPAaBUTh Ay 0IIb.
OtpenbHOM TOUKHM uTeHH:A cocToAHNA stream B API cepsuca arenra 1.0 Her.

PATCH /streams/<id> goGaBisieT ¢pparMeHT; CEPBUC are€HTa AOJDKEH XPAHUTD yiKe
OTIIPaBJIECHHBIN TEKCT MM CTPOUTH stream Tax, YTOOBI IIOBTOP He CO3[aBajl HEBEPHBIH OTBET.

POST /tool-requests cosmaeT HOBBIN request; He ITOBTOpsAITe 6e3 COOCTBEHHOM
OenyILIMKAIUY 110 GM3Hec-KIouy B request_pay load.

Tounsle orpanndeHus, ycranosieHHble API cepBuca arenra 1.0:

O6BexT OrpaHuueHue

Lease

Cpox geitctBus 30 ceKyHI; peKOMeHIyeMBbIi
UHTEepBaJ NpoaaeHusa 10 ceKyH.
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O6BeKT

Ucropus coobieHU

IToBTOopHas mocraBka WebSocket

3ampoc HHCTpyMeHTa

3aBepllIeHHBIH stream

OTBeT ImOJIb30BATEIbCKOTO KOHTpOJUIEpa IIpU

IIOATOTOBKE areHTa

OrpaHuueHue

limit or 1 go 100, o ymoruasuio 50;
IIOCTPAaHUYHOE YTEeHHUEe OTCYTCTBYET.

He 6ostee 500 coxpaHeHHBIX COOBITHIH IIOCIIE
last_event_id; mpu3HaK HEIIOJIHOTHI
OTCYTCTBYET.

OsxupmaHue pesysnbTrata 2 MUHYTBI; IIOCTIE
3aBeplIeHHUs 00BEKT XpaHUTCA ellle 10 MUHYT.

Cocrosnue xpaHutcs 24 vaca. OmuOoUHBIN UIN
OTMEHEeHHBIN stream xpaHurca 7 cyrok. Endpoint
uTeHus stream OTCyTCTBYeT.

Gateway uuraer He 6osiee 1 Mub oTBeTa.

API cepBuca arenTa 1.0 He yCTaHABIMBAET OTHEJIbHBIN IIyOIUYHBIIN TUMUT AIUHBI body,
memo . markdown, delta unu request_payload Ha ypoBHe o6paborunka. PakTHUeCKHU Ipene

HTTP-rena MoxeT 3a1aBaThbCsi 0GPATHBIM ITPOKCH JIOKATHHOTO BHeApeHMs. Pa3paboTunK coracyer aTor

Ipenelt ¢ IaTOpMeHHOI KOMaHIOM 3aKa3unKa, OTPAHNYINBaeT COOCTBEHHBIE 3aIIPOChI U 06pabaTeIBaeT

413, gaxxe ecru Takoit oTBeT popmupyet He Gateway.

13. API cepBuca arenTa: moaeisb lease

Ilepen uTeHMEeM COOBITHII U 3aIIHCHIO COOOIIIEHHII CEPBHC areHTa IoryJaer lease. Lease HyskeH, 4TOOBI

(0310785 virtual user He oTBeUaJl U3 HECKOJIBKUX WOI'keI'-HpOLIeCCOB OTHOBPEMEHHO.

Touka gocTyma MerTon
/v1l/bot-runtime/leases POST

/v1l/bot-runtime/leases/ PATCH
<lease_id>

/v1l/bot-runtime/leases/ DELETE
<lease_id>

ITosryuenue lease:

POST /v1/bot-runtime/leases
Authorization: Bearer <bot_token>
X-Bot-Session-ID: agent-worker-1
Content-Type: application/json
{

"lease_id": "agent-worker-1-lease"

}

OrTBerT:

Hasnauenue
IIOJTyJuTh lease

IIpOJIHUTH lease

OTITYCTUTD lease
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"user_id": "@195f7f2-bot-user",
"lease_id": "agent-worker-1-lease",
"session_id": "agent-worker-1",
"expires_at": "2026-04-20T12:00:302",
"heartbeat_at": "2026-04-20T12:00:00Z",
"created_at": "2026-04-20T12:00:002"

}

Cxema BotConsumerLease:

ITomne Tun
user_id string
lease_id string
session_id string
expires_at RFC3339 datetime
heartbeat_at RFC3339 datetime
created_at RFC3339 datetime

IIponnenue lease:

PATCH /vi1/bot-runtime/leases/<lease_id>
Authorization: Bearer <bot_token>
X-Bot-Session-ID: agent-worker-1

Vcnemrasiii orBet: 204 No Content.

OcBo6oxneHue lease:

DELETE /v1/bot-runtime/leases/<lease_id>
Authorization: Bearer <bot_token>
X-Bot-Session-ID: agent-worker-1

Vememusiii oteet: 204 No Content.

IIpakTuka:

HasxaueHnue
Virtual user arenra.

Unentugukarop lease,
3aJaHHBIN CEPBHUCOM areHTa
IIpU TIOJIyueHuH lease.

3uauenue X-Bot-Session-1ID,
KOTOpOMY IIpHMHAJIeXUT lease.

MoMeHT ucreuenus lease. B
TEeKyIllel peaIn3alliy HOBBIN
lease BbIgaercsd Ha 30 CEKYH.

[TocenHee ycrenHoe
IIOJIyUeHNe WU [IPOJJIEHHE
lease.

MoMeHT co3aHud TEKYIIeTro
lease.

. HpOJIJIeBafITC lease Kakabie 10 CEKYHM MJIM Yalle, Y€M HACTYIIAa€T IIOJIOBMHA MHTEPBaJIa OO

expires_at;
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pu 409 ocTaHOBUTE 06pabOTKY TEKYIIIUX COOBITUIL: IPYTO Session BiajeeT lease MM TEKYIIIUIT

lease ucrexk;

mocite oTepu lease He 3aBepImatiTe cTaphIif stream U He OTIIpaBJIAiTe COOOIIEHNE, ITOKA He
IIOJIy4YnTe HOBBIM lease;

npu shutdown BrI3bIBaiiTe DELETE;

€CJIM CepBHC aTeHTa IIepe3allyCTIIICs, TeHepUPYIiTe HOBBIHM X-Bot-Session-ID u HOBBIHI
lease_id.

14. API cepBuca areHTa: pasroBOpbl U KOHTEKCT

ITocie lease cepBuC areHTa MOXKET YHTATh JOCTYIIHBIE conversation-u ¥ HCTOPHIO.

Touxka moctyna MeTtoq Hasznaauenue
/v1l/bot-runtime/ GET CITUCOK PasTrOBOPOB, Ile
conversations y4acTByeT aTeHT
/vl/bot-runtime/ GET TIocJieJHIE COOOIeHUd
conversations/

<conversation_id>/
messages?1limit=20

/v1l/bot-runtime/ GET markdown-meMo pasroBopa
conversations/

<conversation_id>/memo

/v1l/bot-runtime/ PUT rmocraBUThH 3amMeHy markdown-
conversations/ MeMO B OUepe/ib; epeaTh

<conversation_id>/memo

markdown, base_revision u
client_request_id

/v1l/bot-runtime/ GET IIOJIYYUTH BIOKEHUE,

attachments/ IOOCTYITHOE areHTy
<attachment_id>

Bce niaTh onepamuii yTeHUs B 3TOM TabuIe Tpe6y10T X-Bot-Lease-1ID u coBnamaromiero X-Bot -
Session-ID.

OTBeT CIIMCKA COOOIIEeHMIL:

{

"messages": [

{

"id": "0195f7f2-message-example",
"conversation_id": "©195f7f2-conversation-example",
"sender_id": "©195f7f2-user-example",
"sender_is_virtual": false,

"body": "3gpaBCTBYWTE, HYyXeH pacyeT cTouMMmoCcTu.",
"parts": [],

"attachments": [],
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"mentions": [],
"reply_message": null,
"created_at": "2026-04-20T12:00:002"
}
1

"next_cursor": {
"before_id": "0©195f7f2-message-example",
"before_created_at": "2026-04-20T12:00:00Z"
+

"oldest_unread_message_id": ""

}

KnroueBrbie momnsa COO6I_I_[€HI/IH2

ITone Tun Haznauenue

id string NneHTHPUKATOP COOOIIIEHS.

conversation_id string PasroBop, B KOTOPOM HAXOIUTCS
cooO01IeHNIe.

sender_id string IMosp3oBaTens wru virtual user,

KOTOPBII OTIIPABIUII COOOIIICHHe.

sender_is_virtual boolean true, eciu OTIIpaBUTEND
sBisiercs virtual user. CepBuc
areHTa 00BIYHO UTHOPUPYET
TaKue CoOOIeHu .

body string BUOuMBIIT TeKCT COOOIIeHUS.

parts array Structured content parts: text,
tool_card, status, thinking
U gpyrue OymyIiiue THIIBL.

attachments array MeTagaHHbIE BIIOYKEHUII.
Copep:XxuMoe CKaunBaeTCs

oTHenpHO yepes /vl/bot-
runtime/attachments/<att

achment_id>.

mentions array YnoMuHaHud mmojgb3oBaTeiel u
virtual users.

reply_message object/null Coo01ienue, Ha KOTOpoe GbLI
reply, ecIu OHO JOCTYITHO
areHTy.

created_at RFC3339 datetime Bpems cosmanus coobiieHus.

ITomrmas cxema Message, Bkitouas content_kind, manHsle oTIIpaBuUTENIS, OTBET U IIEPECHUIKY, PeaKIIUH,
cocTosgHNe pacn(ppoBKY, JaHHBIE IMIIOPTA U OCTaBKH, IpuBeneHa B docs/api/iskra-bot-
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runtime-openapi.yaml. CepBuc areHTa JOJDKEH CYUTATH IIOJIS C OmMitempty HeoOs3aTeIbHBIMU U He
IIpearnoJaraTh, YTO MaCCUBBI BCETA IIPUCYTCTBYIOT.

CxeMBbI BIOKEHHBIX 00'BEKTOB:

O6BeKT ITong TexyIiieil Bepcuu

parts[] type (obs3aTensbHO), text, data. MssecTHbIe
KJIMeHTaM TUIIBI BKirouaroT text, tool_card,
status, thinking; Hen3BeCTHBIIT THII HYKHO
6e30I1acHO IIPOITyCTUTD MU 00paboTaTh Kak
IaHHBIE.

attachments[] Bo BxogsIeM cooOIEHII id, kind, filename, mime_type, size_bytes,
url, meobsasarenpHbni thumbnail_ur 1.
CopmepxuMoe ciefyer Ioixydarh yepes Touka
yreHus coobirenuit API cepsuca arenra 1o id, a
He II0 KJIMeHTCKoMy ur L.

mentions| ] user_id, label, start, end; B orBeTax Takxe
MOTYT IIPUCYTCTBOBaTh message_id,
conversation_id, created_at, read_at.
start u end 3agaroT rpaHULBI YIOMUHAHYS B
TeKCTe COOOIIeHNS.

reply_message IMonHbI 060BEKT MESSage, eciii UCXOTHOE
coo0111eH1e JOCTYITHO areHTy; HHaJe I10JIe
OTCYTCTBYET.

GET /vi1/bot-runtime/conversations Bosspaiaer o6bext { "conversations": [...] }.
IMosnnas cxema anemeHTa ConversationSummary npuseneHa B OpenAPL [[ng MapiipyTU3alliu CepBUC
areHTa [OJDKEH MCIIONb30BaTh Kak MUHUMYM 1d, type, status, space_id, role, peer_is_virtual,
has_external_members, external_provider u service_state; oro6pakaemsie title, subtitle,
aBaTaphl U IPeBBI0 He ABJIAITCI YCTONYMBBIMH UACHTHU(PUKATOPAMIU.

ITapamerp limit mpuHMMaeT 11e10e ynciao oT 1 1o 100; 3HaueHNe IO yMoIdaHuIo - 50. Eciiu mepenano
He4HCI0BOe 3HaueHue, O, OTpHUIlaTeIbHOE YHCIIO MIIM Yucio 6omnpire 100, Gateway 1.0 He Bo3BpaImaer

OLIMOKY U UCTIONb3YeT 50.

Orpannuenue Bepcuu 1.0: OTBET MOXKeT cofepkaTh next_cursor, Ho Touka ureHus coobuenuit API
cepBuca areHTa He mpuHuMaet before_id unu before_created_at. [loxyuuts cienytoinyio, 6osee
CTapyio CTPaHUIy Uepes 3Ty TOUKY AOCTyIla Helb3d. [ KOHTeKCTa UCIIONb3yHTe IIocaeaHUe
coobuienus (pekomenayercs Limit=20) u memo. ITocire AINUTENTBHOTO IPOCTOS CEPBUC areHTa MOYKET
CBEPUTH TOJIBKO ITocaenHre 100 cooOIieHuT KayKOOTO JOCTYIIHOTO Ppa3roBOpa; CIleHapUU, KOTOPBIM
TpebyeTcs TapaHTHPOBaHHAs TIOJTHAS UCTOPHUs, JOJDKHBI XPAHUTh COOCTBEHHOE COCTOSIHUE MU TIOIyYaTh
HCTOPHIO Uepe3 OTHENTbHO COTJIACOBAHHBIN MHTETPAIIMOHHBIN HHTEep(eTIC.

Memo yno6HO HCIIOIb30BaTh KaK KOMIIAKTHYIO ITaMATh pasrosopa. Eciru memo erre He cospaHo, Mckpa
ncronb3yer 6azoByio markdown-cTpykTypy:

{

"markdown": "# ®akTb\n\n# MpuHaTole peweHna\n\n# MnaH\n\n# MNone3sHoe\n"
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CraHpmapTHBIe pasgesIbl memo:

« # ®aKTbl - ycToiiunBbIe AaKTHI U3 Pa3roBOpa: OrpaHUYEHN, IIPEIIIOYTEeHH A, HCXONHbIE TaHHBIE,
Ba)KHBIE ITapaMeTphl KIUEHTa MU 3aJavu.

o # [pUHATbHIE pEeWeHUs - SBHO COTVIACOBAHHBIE PEIeHNs, BbIOpaHHbIE BAPUAHTHI U
3aMKCHPOBaHHBIEC JOTOBOPEHHOCTH.

« # [NaH - CIMCOK CIEeQYIOIIUX AeNCTBUN. DTOT pasmel JoKeH ObITh odopmireH kKak markdown-
checklist.

« # MonesHoe - cripaBOYHBIE 3aMETKH, BBIAEP/KKH, CCBIIIKH, KOJOBbIe (DparMeHThI, TaOIUIIbI MU
Ipyrue MaTepHaibl, KOTOpbIE IIOJIe3HO COXPAHUTH IS JaJbHENIIell paboThI.

Pasmen # MNnaH DoybKeH comepykaTh TOJBKO 3amaun B opmare checklist:

# MNnaH

- [ ] YTO4HUTL permoH n obbem nonb3oBaTenei
- [ 1 NogrotoBuTb pacyeT CTOMMOCTM

- [x] OTnpaBuTb nNepBUYHOE MNpeanoXeHue

IIpaBuna gua # MnaH:
«  OTKpBITas 33flaya IIHIIETCI Kak - [ ] <gelicTBue>;
e BBIIOJHEHHAad 3aJlaua ITHIIeTcd Kak - [X] <geicTBue>;

«  (OpMyITHpOBKA JOJKHA HAUMHATECA C AeHcTBUA: "YTouHHUTE", "IIpoBeputs”, "[logroroBuTs’,
"UcnpaBurts", "CorsacoBaTs";

+ He xpaHuTe B # [1NaH akTel, pacCyKIEHUSA UIU OTKPBIThIE BOIIPOCHI 6e3 AelCTBHS;

¢ eCJIM CepBUC areHTa MOJyYaeT OOBIYHBII CIIMCOK WJIM HyMEePOBAHHBIN CIIUCOK B pasjeiie #
NnaH, Vckpa nopmanusyer ero B checklist mpu cepepHoit 06paGoTke memo.

Ecnu cTaHmapTHBIX pasgesioB HeJOCTaTOYHO, CEPBHC areHTa MOKeT OOABIATh II0JIb30BaTeIbCKHe top-
level pasgensr markdown:

# PaKTbl

- KNneHT ucnonb3yeT NoKalbHOE BHeApPeHue.

# WHTerpauua c CRM

## Bitrix24

MopTan moAaknuaeTcs 4vepe3 cepsepHoe OAuth-npunoxeHue.

# MpUHATHE pelweHus

- Wcnonb3oBaTb OTAENBHOrO areHTa MepBOi IVHUK.

# MnaH

43



- [ ] NoaroToBUTb TecTOBHI CUeHapwuit

# Mone3Hoe

Ilonp30BaTenbCcKHE pa3aeiibpl JOJDKHBI MMETD 3ar0JIOBOK IIEPBOTO YPOBHA # <HasBaHue pasaena>.

I/ICKpa COXpaHAET TaKHE€ pa3aeJbl IIPM HOpMaIN3allluM memo. He HepeHMeHOBbIBafITe CTaHAApPTHBIE

pa3aedipl, €CJIM XOTUTE COXPAaHUTh COBMECTHMOCTD C Ul u aBTOMaTHUYECKUM HO6aBJ’IeHI/IeM (i)aKTOB,

pGMEHHﬁ, IINTaHa 1 ITOJIE3HBIX 3aMETOK.

INognep:xuBaeMoe popMaTHpPOBAHHE MEMO:

Popmar

3aroyiIoBKu

A63a11p1

Brigenenue

Hurater

Crucku

Checklist

Tabmuisl

Konmosrle 6i10ku

Mermaid-guarpaMmbl

CchLIKI

Kak rmucars

#, ##, no #HH#HHAHH

OOBIYHBII TEKCT C ITyCTOH
CTPOKOH MeKAy OI0KaMHU

*EKNUPHBIA* *, _ XXKUPHbIA__,
*KYPCUB*, _KYpPCUB_,  KOJ

<

> TEeKCT

- MYHKT, * MYHKT, 1. MNYHKT

- [ 1 3apauva, - [x] 3apauva

Markdown-Tabnuna ¢
pasmenuTeaem - - -

Bitox u3 Tpex o6paTHBIX
arrocTpodoB C S3BIKOM,
Harmpumep json

Biok u3 Tpex o6paTHBIX
arocTpooB ¢ s3pIKoM mermaid

[TekcT] (https://
example.com)

Kak oro6paxaercs

Pasnesns! u moxgpasmesnsl memo.
Cranpaprasle top-level
pasmesnl JOJDKHBI OBITH #
®aKThl, # MPUHATLIE peleHns,
# MnaH, # MNones3Hoe.

TexkcToBbIe OJIOKM MeEmo.

Inline-opmaTupoBanue B web
U MOOMIJIBHOM IIPOCMOTpE
memo.

IMuraTHbI OJIOK.

MapxupoBaHHBIe MU
HyMepOBaHHBbIe CIIHCKHU.

WNnTepakTuBHBIE 3a1aUU B
pasmeine # [lNaH; moab3oBaTelb
MOJKET 3aKphIBaTh U
II€peOTKPHhIBaTh IyHKTHI.

Tabauiia ¢ TOPU30HTATIBHOM
IPOKPYTKOM IIpU
HeOOXOIMMOCTH.

MoHOIIMPHUHHBIN 6JIOK KOJa.

[uarpamMMa B IpocMOTpe
memo, €CJIM TUII AuarpaMMbl

IO IeP>KUBAETCA.

KimkabenpHas cchbLIKA.

s pasgena # MNone3Hoe yoqoOHO MCIIOIB30BATh BIO)KEHHBIE OJI0KU ## <Ha3BaHue 6noka>: Ul

ITOKa3bIBA€T UX KaK OTHEJIbHBIE ITOJIE3HBIE 3aMETKU BHYTPU pa3aeiia.
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Pexomenpmaru:

«  He OTIIPABJIAITE BeCh MIMHHBIN uar B LLM, ecitu octaTouHo mociaegHuX COOOIEHU I U memo;

. OOHOBJIANITE Memo Iocie BaKHBIX pemeHI/Iﬂ;

. J;[O6aBJI$II>'IT€ HOBBI€ ITYHKTBI B Ha49aJIO COOTBETCTBYIOIIIET'O0 CTAaHAAPTHOTO pa3aea, UTOOBI CBEKUI

KOHTEKCT ObLI BBILIIE CTaporo;

. HE COXpaHHfITe IIEpCOHAJIbHBIE NAaHHbIE BO BHEIIIHEM CEPBUCE ar€HTa oe3 OTOEJIIBbHOTO

OCHOBAHUS;

. BJIOKEHUS CKaQUMBAITE TOJIHKO KOorga OHM HeﬁCTBHTeHBHO HYJXHBI [JIs1 OTBETA.

15. API cepBuca areHTa: OTIIpaBKa COOOIIIEeHUIT

IIpocToii oTBerT:

POST /v1/bot-runtime/conversations/<conversation_id>/messages
Authorization: Bearer <bot_token>
X-Bot-Session-ID: agent-worker-1
X-Bot-Lease-ID: agent-worker-1-lease

Content-Type: application/json

{
"body": "MpuHaTo. MpoBepi uHbdopmauuid N BEPHYCb C OTBeETOM.",
"client_request_id": "8d24bcec-0b11-4df4-b510-dca3e7598104"

}

Teio 3ampoca:

ITomne Tun 006s13aTENHPHOCTD
body string Ha, ectut parts mycroit
parts array Her
client_request_id  string HacrosTenpHO

pEeKOMEHayeTCs

Hasnauenue

TexkcT coolieHns B
Markdown.

Structured content
parts. diist 06BIYHBIX
OTBETOB HCIIOJIb3YUTE
body; mns auth-card u
pacirupersoro Ul
HCIIONTB3YHTe stream
completion ¢ parts.

YcerortuuBbIn
UAeHTUPUKATOP OTHOM
JIOTUYECKOM OTIIPABKU.
IIpu moBTOpE mOCIIE
CeTeBON OLIUOKU
repenaBamTe TO Ke
3HaueHue. /{11 HOBOTO
OTBeTa Co3JIaBaliTe
HOBO€E 3HAUeHIIE.
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ITone Tun 00653aTeNBbHOCTD Ha3zunauenue

mentions array Her VooMuHaHUA
TIOJIb30BaTeeli/areHTo
B, €CJIU COOOIIleHHuEe
IOJIKHO SIBHO
YIOMAHYTH y4aCTHHKA.

API cepsuca arerTa 1.0 He IIpefoCTaBIIgeT IIPOLIEAYPY 3arPy3KU UCXOMAIINX BIOKEHUI U He BbITAeT
CEepBUCY areHTa MAECHTH(PUKATOP IIOATOTOBIEHHOTO BIOKEHHU. [I09TOMY BHEIIIHEMY CepBHCY areHTa
Henb3s popMupoBats attachments camocrostensHo. [loe mpucyTcTByeT BO BHYTpeHHEIN MOAETH
OTIIPaBKH, HO He BXOAHT B IO AepKMBaeMbIil BHEIIHUH ciieHapuii. [lis mepenaun darina tTpebyercs
OTHEJIbHO COTJIACOBAaHHBIN CEPBEPHBIN MHTEIPALIMOHHBIN MEXaHM3M; 10 €T0 IIOABICHUS OTIIPABIIANTE
CCBLIKY C IIPOBEPEHHBIMH IIPaBaMH JOCTYIIA HJIM TEKCTOBOE COOOIIIeHNE.

g mentions mepepasaiite user_id, label, start, end. Cmerrienns gOJKHBI COOTBETCTBOBATD
TIO3UIIMH TeKcTa yrioMuHaHus B body; He cosmaBatite ymoMUHaHIE TOIBKO BU3YAIbHBIM @MEHEM Ge3
obbexkTa mentions.

YcmenHbIl OTBET Bo3Bpallaer co3gantoe coobienue Vckprr. CepBuC areHTa JOJDKEH COXpAHUTD id
COO0O0IIIeHN S, €CITU UCIIOIb3yeT COOCTBEHHYIO AeAYILTUKAIIMIO MU CBI3BIBAET OTBET C BHEIITHUM
OEeNCTBUEM.

dopmaTupoBaHUE COOOIIIEHUIT

IMoste body comepskut tekct coobienus B Markdown. Web-kiuenT Uckpsr otobpaskaer GitHub Flavored
Markdown, MOOGUIBPHBIN KIHEHT HOgAep)KHUBaeT 6asoBoe inline-popmaTupoBanue cOOOIIIeHNUI 1
OT/eJIbHBIN IIPOCMOTpP memo ¢ paciuupeHHbIM Markdown.

IMogpmep:xuBaeMble BADUAHTHI AJIsT COOOIIIEHUI areHTa:

®opmar CuHrakcuc IIpnmeuanue
A63a11p! U IIepeHOCHI CTPOK ITycTas cTpoka Mexay [l7151 06BIYHOTO TEKCTA OTBETA.
ab3aamu
Kupneriit **TeKCT** mIm ___TeKCT__ Inline-BrImesTeHue.
Kypcus *TEeKCT* mm _TeKCT_ He ucnionpsyiite _ BHYTpH
TEeXHUUECKUX

HOeHTUPHUKATOPOB KaK

¢opMmarupoBaHuUe.
3auyepKHYTHII TeKCT ~~TEeKCT~~ Inline-Brimenenue.
Inline-xon * value ° s ximoueit, URL-pparmenTos,

UAeHTUPHUKATOPOB U KOPOTKUX

KOMAHJI.
CchLUTKH [TekcT] (https:// [onep/KUBarOTCA BHEIITHHIE
example.com) wru bare http/https ccpuikm.

https://example.com
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Popmar CuHrakcuc

3aroIoBKu #, ##, 00 #HHHHH

Crucku - MYHKT,* OYHKT,1. MNYHKT
IuraTsr > TeKCT

Tabmuusl Markdown-ra6auia

Konmossle 6i10ku Birok u3 Tpex o6paTHBIX
arrocTpooB C A3BIKOM,

HaIpumMep json

Mermaid-guarpamMmmbr Biiok u3 Tpex o6paTHBIX

aroctpogoB ¢ sI3pIKOM mermaid

st Tabauniy ucmoab3yiite o6prunyio Markdown-rabiuiry:

| NapameTp | 3HayeHue |
R
| Cratyc | active |

| Mogenb | default |

IIpnmeuanue

Hcnonbsynite yMepeHHO; A1
KOpPOTKHUX OTBETOB JIy4Ille
OOBIUHBIN TEKCT.

IMonnepsxuBaroTcsa
MapKHPOBaHHBIE U
HyMepOBaHHbIE CIIUCKHU.

Ucnionp3yroTcs Takxe A
CCBUIOK Ha MCXOTHBIE
COOOIIIeHUS.

Web-KIueHT MoKa3bIBaeT
TabaUIly B IPOKPYUYUBAEMOM
KOHTEMHEpE.

g JSON, SQL, YAML, noros u
IIPUMEPOB Kofa.

Web-kianeHnT peHgepur
nogaepskuBaemMbie Mermaid-
OUarpaMMBL.

s guarpaMm ucmonb3yiite Tobko fenced block ¢ sispikom mermaid. Ilpumep comepskumoro 6oka:

flowchart TD
A[CoobueHne nonb3oBaTtensa] --> B[CepBuc areHTa]
B --> C[OTBeT B UcKpy]

IMognmep:xuBaemsle Tubl Mermaid-guarpamm: flowchart, graph, sequenceDiagram, classDiagram,

stateDiagram, stateDiagram-v2, erDiagram, journey, gantt pie, quadrantChart,
requirementDiagram, gitGraph, mindmap, timeline, sankey-beta, xychart-beta, xychart,

C4Context, C4Container, C4Component, C4Dynamic, C4Deployment, block-beta, architecture-
beta, kanban, packet-beta, radar-beta, treemap-beta, venn, info, zenuml, wardley, ishikawa.

He ucnonbsyiite PlantUML, ASCII-art nnu Hemoaaep;KuBaeMble IICEBIOTUIIBI BPOE
componentDiagram. Eciu HykHa Tabruna, ucnoab3yire Markdown-rabauiy, a He Mermaid.

s LLM-0oTBeTOB JIy4llle HCII0JIb30BaTh IIOTOKOBBIM OTBET: IIOIb30BaTeIb Cpa3y BUAUT, YTO areHT
paboraer, a PUHANBHBIN Pe3yJIbTAT CTAHOBUTCS OOBIUHBIM COOOIIIEHUEM.
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16. API cepBuica areHTa: IOTOKOBBIE€ OTBETHI

Touka mocryma

/vil/bot-runtime/
conversations/
<conversation_id>/
streams

/v1l/bot-runtime/
streams/<stream_id>

/vl/bot-runtime/
streams/<stream_id>

/v1l/bot-runtime/

MerTtop,

POST

PATCH

POST

DELETE

Hasxauenue

HavaTh MOTOKOBBIM OTBET

n06aBUTH parMeHT TeKCTa

3aBEPIIUTDH TOTOKOBBII OTBET U
co31aTh Coo0IIeHue

TIOMETHUTDH ITIOTOKOBBIM OTBET KakK

streams/<stream_id> OIIMGOUHBI
Hauaio:
{
"body": ""
}
YcnemHbIN 0TBET Bo3BpaliaeT MessageStream:
{
"stream_id": "0195f7f2-stream-example",
"conversation_id": "©195f7f2-conversation-example",
"sender_user_id": "0195f7f2-bot-user",
"state": "started",
"accumulated_content":
"parts": [],
"created_at": "2026-04-20T12:00:00Z",
"updated_at": "2026-04-20T12:00:002"
}
Hob6asnenue ¢pparmeHTa:
{
"delta": "Cobupaiw KOHTeKCT...",
"part_type": "text"
}
3asepirenue:
{
"body": "4 npoBepun uHdopmauuw. A9 Bawero cny4vas nogorgeTr Tapud Business, HO

HYXHO YTOYHUTb KO/JMYeCcTBO onepaTopos."

}

Ecnu cepBuc arenTa ncronbsyer structured parts, 3aBepliieHHe JOJDKHO IIepeaTh IOTHBIN PUHATBHBIN

MaccuB parts, moromy uTo PpuHATBHOE coobIeHue co3gaerca u3 complete payload:
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"parts": [
{
"type": "text",
"text": "4 nposBepun umHdopmauuw. AnA Bawero csydas nogongeTt Tapud Business."
}
]
}
Ormubka:

DELETE /v1/bot-runtime/streams/<stream_id>

/Ku3HeHHBIN UK stream:

CocrosiHUE Kak nmogsnsgercsa

started POST
/conversations/<id>/stre
ams

delta PATCH

/streams/<stream_id>

completed POST
/streams/<stream_id>

failed DELETE
/streams/<stream_id> uiu
BHYTPEHHsIs OIIIHOKa

cancelled Handoff niau BHyTpeHHMI
CLieHAPUIT OTMEeHBI

ITpaBuma:

. COOEPKUMOE IIOTOKOBOTO OTBETA TOJIBKO I_I06aBJIHeTCH;

Yto BHOHUT ITIOJIB30BATEIIb

Hauasicst mOTOKOBBINM OTBET
areHra.

Ilosnp30BaTesIb BUOUT
n00aBIEHHBIN TEKCT UIIN
KapTOUKY.

Stream mpeBpaiaercs B
00bpruHOEe coobIreHue McKphL

IIoTOKOBBIN OTBET IIOMEUAETCS
KaK HE SaBep]lIeHHbeI.

Stream cKpbIBaeTcs MU
oTMeHseTcs 6e3 PMHAIBHOTO
TEKCTa.

+  YIOMMWHAHUA IIPOBEPAIOTCS IIPH 3aBepLIEHNH, a He Ha KAKIOM parMeHTe;

. SaBeplﬂeHHbIﬂ IIOTOKOBBII OTBET CTAHOBUTCA OOBIUHBIM COO6U_[€HI/IGM I/ICKpr;

« mociye completed, failed uiau cancelled cepBuc areHTa He AOJIKEH IIpoaorkate PATCH Toro

ke stream_id;

« mozne attachments B 3ammpoce 3aBepieHus stream TeXxHUUeCcKHU IpuUcyTcTByeT B JSON-Momenu,

HO Gateway 1.0 OTKJIOHSIET HEIIyCTOM MAaCCHUB; HcXoAsaInue BiokeHus uyepes API cepBuca areHTa

He O IeP/KUBAIOTCS;

+ 1pu omubke LLM/provider BrispiBariTe DELETE, a 3aTeM ITpy HeOOXOAHMMOCTH OTIIPaBbTE

KOPOTKOe 00BIYHOE cOO00IIeHe ¢ N3BUHEHUEM; [AJIsl aTeHTa KINEeHTCKOI ITOANePIKKI MOXXHO

IepegaTh oOpallleH1e OIIepaTopy.
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17. OAuth-aBTopu3anus MoIb30BaTENIS B UaTE

Ecnu Aar€HTy HY’X€H OOCTYII K BHEIIIHEM CHCTeMe OT MUMEeHH IT0JIb30BaTeJIs, He IIPOCHUTE IT0JIb30BATEIIA

BCTaBJIATH token, code miu cookie B uat. IIpaBHIIBHBIN CIleHApUII - ITIOKA3aTh B YaTe KHOIIKY

aBTOpu3aruu, oTKpsITh OAuth-cTpaHuIly MOCTABIIMKA M COXPAHUTD IIOJTy4YeHHBIe token Ha cepBepHOM

CTOpPOHE.

B Texyieit peanusanuu VcKkpbl BCTPOEHHBIH assistant McIoab3yeT 3TOT MeXaHHU3M IJIA:

IIpoBaiinep

Bitrix24

Google Calendar

Yandex Calendar

Apple Calendar

HeadHunter

17.1 IloTok aBTOpHU3aIUU

T'ne HCIIONBb3YyeTC s

bitrix24-calendar,
bitrix24-task, bitrix24-
funnel

google-calendar

yandex-calendar

apple-calendar uepes
CalDAV-aBropusanuio

headhunter-resume-search

YTo BUOUT ITONIB30BATEND

Kaprouxka "Hy>XHO IIOIKIIOUUTD
Bitrix24" ¢ xkHomKoO
IOAKITIOUeHH.

KapTqua ITIOOKIIIOUECHIMA
KaJleHaaps.

KapTqua ITIOOKIIIOUEHMA
KajyieHaaps.

dopma mogKII0OUEHU
KaJIeHIaps B OKHe
aBTOPHM3ALNH.

Kaprouka "HyXHO IIOAKIIOUUTH
HeadHunter" ¢ kHOIKOI1
ITOJKJIIOUEHUS.

1. Ilomxp3oBaTenb IIPOCHUT areHTa BBIIIOJTHUTD nercTBue, KOTOpo€ Tpe6yeT BHEIIIHEM yquHoﬁ

3aliucu.

2. CepBI/IC areHTa IIpOBEPAET, €CTH JIN Y IIOJIb30BATEJId aKTUBHOE ITIOAKIIOUYEHNE JI HYKHOTO

IIpoBauaepa.

Ecnu nopximoyeHns Het nian token ycrapeir, cepBrc areHTa co3faeT KOpoTKokuByInyio OAuth-
CECCHIO Ha CBOEM CepBepe.

CepBuc areHTa OTIIpaBJIsAeT B IIOTOKOBBIN oTBeT uacTh tool_card c kind=auth_required u
auth_url.

KnnenT Mckpsl MoKa3bIBaeT KapTOUKY C KHOIIKOM.
ITosp3oBaTenb HasKkUMaeT KHOIIKY U mpoxoaut OAuth y BHemHero mposaiigepa.
Callback BHemHero mposarizepa IpUXOJUT Ha CepBep CepBHca areHTa MIIH assistant.

Cepsep cepBrca areHTa o6MeHnBaet authorization code Ha token, coxpanser token B ceppepHOM
XpaHMJIHUIIE CEKPETOB U CBSI3BIBAET IIOAKIIOUEHIE C II0JIb30BaTeJIeM U arTeHTOM.

IMocrte ycrmenrHoM aBTOPU3AIMY aT€HT TIPOIOJDKAET CIIEHAPU: TTOBTOPSIET TIPOBEPKY
IONK/IIOYEHM U BBIIIOJIHAET MCXOOHBIN tool call.
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17.2 ®opmar auth-card B coobiienuu areHra

Auth-card mepenmaercs kak yacTb moTOKOBOTO OTBeTa. Web-kiuent Mckphl pacrio3Haer
part_type=tool_card u moxa3pIBaeT KapTOUKy HAeHCTBHUS.

[Ipumep mobaBiieHUs KAPTOUKU B stream:

PATCH /v1/bot-runtime/streams/<stream_id>
Authorization: Bearer <bot_token>
X-Bot-Session-ID: agent-worker-1
X-Bot-Lease-ID: agent-worker-1-lease
Content-Type: application/json
{

"delta": "",

"part_type": "tool_card",

"part_data": {

"kind": "auth_required",

"provider": "bitrix24",

"title": "HyxHO nogkunMTb Bitrix24",

"message": "UTo6bl areHT mor paboTtaTb C BawuMm Bitrix24, aBTopu3yihTe Bitrix24 ans

3TOoro aredTta.'",

"auth_url": "https://im.iskra-messenger.ru/v1/bitrix-auth?
session=<session_id>&token=<session_token>",

"action_label": "NMogknwunTb Bitrix24"

}

IMocie oTIIpaBKU KapTOYKHU CEPBUC areHTa OOBIUHO H00aBIsET KOPOTKUIT TEKCTOBBIN (PparMeHT U
3aBepIIaer stream:

{
"body": "UTOGH NPOAO/IXUTbL, MNOAKMOUUTEe Bitrix24.",
"parts": [
{
"type": "tool_card",
"data": {
"kind": "auth_required",
"provider": "bitrix24",
"title": "HyxHO nogknlunMTb Bitrix24",
"message": "UTo06b areHT mMor paboTtaTb C Bawum Bitrix24, aBTopu3lyinTe Bitrix24

Ana aToro aredta.",

"auth_url": "https://im.iskra-messenger.ru/v1/bitrix-auth?
session=<session_id>&token=<session_token>",

"action_label": "NMogknwunTb Bitrix24"

lltypell : lltext",

"text": "YTobbl NpofOMKMTL, MogKMwunTe Bitrix24."
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}

Ilons xapTouKuU:

ITone
kind

provider

title

message

auth_url

action_label

Marpuua noggepyxku auth-card:

Bo3MmoxHOCTH

OTtobpakenue tool_card c
kind=auth_required B web-kiuenre
OrtkpserTue auth_ur 1 u3 xaprouku

ABTOMaTHYecKoe 3aKpbITHe OKHa mmocie callback

ABTOMATHYECKU TIOBTOP ITOCIETHETO
COOOIIeH A II0JIL30BaTENA

ITpoussonbHbIt OAuth-nipoBarizep BHeIIIHETO
cepBHca areHTta 6e3 fopaboTku Mckpsr

17.3 Callback u ipogomkeHue nuamora

Hasnauenue
st OAuth ucmonssyiite auth_required.

TexHuYecKUIl UOeHTU(PUKATOP IIpoBalimepa:
Hampumep bitrix24, google-calendar,
yandex-calendar, apple-calendar,
headhunter-resume-search.

3aroJIoBOK KapTO4YKH B 4UaTe.

KopoTkoe o6psicHeHHe, 3aueM HY)KHA
aBTOpH3AIIHAL.

CepsepHas ccpuika Ha Hauano OAuth-ceccumn.
Ccpuika qomKHa 6BITh OTHOPA30BOM MU
KOPOTKOXHUBYIIEH.

Texcr KHOIIKH.

Texymuii cTaTyc

IlognepxuBaerca nid COOOILIIeHNI U stream parts.

[MommepxuBaeTcsi: web-KIMeHT OTKpBhIBAE€T popup
uinu iframe fallback.

IMognmep:xuBaetcs Toabko mys callback-cobpITuii,
M3BECTHBIX KIUEHTY.

IMoppmepsxuBaeTcs Toabko 114 calendar-auth-
complete, bitrix-auth-complete,
headhunter-auth-complete.

Kaprouka u KHOIIKa ITOIepKUBAIOTCS,
aBTOMAaTHUYeCKOe BO30OHOBIEHNE QUAJIOTa He
TrapaHTUPYeTCs.

[st BcTpoeHHBIX MHTerpanuit assistant callback y»xe peamusosan B Vckpe:

HNurerpanusa

Bitrix24

Hauamno asropusanumu

/vl/bitrix-auth

Callback

/vl/bitrix-auth/callback
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HNHuTerparus Hauano aBTropusanuu Callback

Google/Yandex/Apple Calendar /vl/calendar-auth/ /vl/calendar-auth/
<provider> <provider>/callback mna
OAuth-tiposatinepos; CalDAV-
IpoBaMephl OTIIPABIAIOT
¢opmMy Ha TOT Ke IIyTh
aBTOPU3AIUN.

HeadHunter /v1l/headhunter-auth /v1l/headhunter-auth/
callback

IMocxe ycmenrnoro callback BcTpoeHHBIIT Web-KIHMeHT 3aKphIBaeT OKHO aBTOPU3ALUU U IIOBTOPHO
OTIIpaBIIsET ITOCIIe/IHee COOOIIeH e TI0Ib30BaTeN 1. ITO II03BOJISET areHTy CHOBa 06paboTaTh TOT ke
3aIIpoC, YBUIETD y)Ke aKTUBHOE IIOAKIIOUeHUEe U BRIITOIHUTS tool call.

HJIH IIOJIB30BATEJIBCKOT'O CEPBIICA AT'€HTA B on-premise KOHTYP€ €CTh ABa IIOAAEPKMBA€MbIX BapHaHTA:

1. Cepsuc arenra mokassiBaer auth-card co csoeit auth_ur 1, seimomnssier OAuth callback Ha cBoeit
cTopoHe, coxpanser token y cebst u ocie callback mpocut mop30Barens BepHyTHCS B UaT U
IIOBTOPUTH 3aIIPOC.

2. CepsuC areHTa HUHTETPUPYETCS C CepBePHOM UacThio VICKpBI KaK KACTOMHBII areHTCKUMN
KOHTpOJUIEp M peaiu3yeT TOT )Ke IIPOAYKTOBBIN cuieHapuii: cepBepHas OAuth-ceccus, callback,
XpaHeHHe IIOAKIIOUEeHHU, 3aTeM IIPOJOoJDKEHHe UCXOQHOT0 3aIIpoca.

He paccuursiBaiite, uto mpoussBoibHbIi BHerHNH OAuth callback aBromarnuecky Bo306HOBUT qMAJIOT
B web-KiIneHTe 6e3 OpaGOTKHU cepBepHOM MHTErpallui. ABTOMAaTHUYeCKOe 3aKphITHE OKHA U IIOBTOP
IIOCJIeTHETO COOOIIeH s celfuac peaJIn30BaHbI AJI BCTPOSHHBIX TUIIOB 3aBepIIeHNs aBTOPU3AIUL:
calendar-auth-complete, bitrix-auth-complete, headhunter-auth-complete.

17.4 IIpaBuna 6e301macHOCTH

« He ormpasusiire access token, refresh token, authorization code, client secret mnu cookie B
coobureHusx Vckpsl.

« auth_url gomkeH ykasbpIBaTh Ha CepBep CepBHCa areHTa WM assistant, a He mpsMo Ha
¢uHanpHEI token endpoint.

«  OAuth session momkHa UMeTh cayuaiiHble Session_id u session_token, cpok ku3HH He
60see 15 MUHYT U IIPOBEPKY COOTBETCTBUS IIOJIb30BATEIS.

+ Token xpaHHTCS TOJIBKO Ha cepBepe cepBHCa areHTa MK assistant B 3arm@poBaHHOM BUJE.

+ TlogxmroueHUE TODKHO OBITH IIPHUBA3AHO K IOJIb30BaTeNIo VICKpsI, IpoBalifepy, BHEIIHEMY
account id ¥ KOHKpeTHOMY areHTy MM Habopy tools.

. Ilonp3oBaTenb HOJIKEH NMETH BO3MOXHOCTD ITOCMOTPETH 1 OTO3BATh OAuth-l'[OI[KJIIO"ICHI/Ie B
mpoduie, eCTu MOAKIIOYeHNe XpaHuTcs B Vckpe.
17.5 OAuth gns nHCTPpYMEHTA ITOJIb30BaTEIHCKOTO CEPBHCA aT€HTA

ITorp30BaTENBCKUIT CEPBUC areHTa MOKET aBTOPH30BaTh II0JIb30BaTess U BeI3BaTh OAuth-nHCTpyMeHT
camocrosarenapHo. OH He mosydaer 1 He ucroissyer OAuth-mogkimroueHus, co3maHHble BCTPOSHHBIM
cepBucoM assistant. Beibop uncrpymenra google-calendar, bitrix24-task nwiu headhunter -
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resume-search rakxke He mepegaer cepBucy arenra client_id, client_secret, redirect URI miuu

Kox BeimostHeHus API mocrasimimka.

KOMaHI[a, IKCILIyaTHPYIOIIast IOJb30BaATEIbCKUIA CEPBHC ar€HTa, 10 BKINYECHNA HHCTPYMEHTA

HaCTpauBaer:

ITapameTp I'me xpanurTca

client_id, client_secret B cepBepHOM XpaHMIIHUIIE CEKPETOB CEPBUCE
areHTa; He B KAPTOUKe areHTa U He B COOOIIeHNH.

Authorization endpoint, token endpoint B xondurypauuu aganrepa KOHKPETHOTO
IIpoBauaepa.

Redirect URI HTTPS-anpec callback mopsoBarensckoro
CepBHCa areHTa, 3aperUCTPUPOBAHHBIN y
IpoBaumepa.

Scopes MuHuMaIPHBIN HabOp IIpaB At
ITO[IeP)KUBaeMbIX OIlepaIlUil HHCTPYMEHTA.

Kitrou mugpoBaHus TOKEHOB B xpaHuInIIe CEKpETOB CEPBICE areHTa,

OT[EJIbHO OT 0a3bl IIOMKIIOUEHNI.

HpI/I 3aIlIpoce€ NHCTPYMEHTA CEPBUC ar€HTa BBIIIOJTHIAET CIIEAYIOIYIO IIDOTEAYPY:

1.

Ws ucxoguoro message.created nmomyuuts sender_id, conversation_id, event_id u
uneHTH¢UKaTOp areHra virtual_user_id.

B co6crBeHHOM 6a3e HAMTU aKTUBHOE TTOAKIIOUEHHE TI0 COCTABHOMY Kitouy virtual_user_id
+ sender_id + provider. IIpoBeputs scopes u CpOK qeHcTBUs access token; mpu
HeoOx0omUMOCTH 00HOBUTH token cepBepHbIM refresh-sampocom.

Ecnu nmopxmoyeHus Het, co3narh ogHopasoByo OAuth-ceccuto. CoxpanuTs ciyuaiiasii state,
Xelll OHOPa30Boro session token, virtual user_id, sender_id, conversation_id,
tool_key, mpoBepeHHBIe apryMeHTBI OKUAIOIIET0 BBI30BA U CPOK JAeICTBUSA He Goiee 15
MmunyT. 1 nposarinepos ¢ PKCE coxpanuts code_verifier u nmepegats code_challenge.

Cdopmuposars auth_url Ha cepBepe cepBuca areHTa. CChIIKa U3 UaTa CHayaja OTKPBIBAET
CepBHC areHTa, KOTOPBII IIPOBepsieT OTHOPA30BYI0 CECCHUIO U IIepeHaIIpaBiIgeT I0Ib30BaTe I Ha
authorization endpoint mocrasiuka.

Otnpasurs tool_card c kind=auth_required mo ¢opmary pasgena 17.2 1 3aBepIIUTb
TeKyIIHII stream 6e3 3asgBiIeHN 00 yCIIEIITHOM BBIIIOTHEHUN HHCTPYMEHTA.

B callback mpoBeputs state, cpok Kku3Hu ceccuu, 0MHOPa30BocTh, redirect URI u PKCE.
O6MmensaTs authorization code Ha TOKeHBI TOJIBKO C CEpBepa CEPBHCA aTeHTA.

3amngdposars access/refresh token u coxpaHUTH ITOAKIIOUEHHE C IIPUBSI3KOI K
virtual_ user_id, sender_id, provider, BHemtaemy account id u scopes. Ilomeruts OAuth-

CeCCHIO MCIIOJIb30BaHHOI].

ITocraBuUTh IpogOIKEHNE OKUAAOIIETO BBI30Ba BO BHYTPEHHIOK YCTOMUUBYIO ouepedb cepBuca
arerTta. Callback-miporiecc He MODKeH IMCAThH B UAT HAIIPSIMYIO, €CTIN OH He BiIafgeeT
mericTByOmUM lease areHTa.
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9. AxTuBHBII worker ¢ lease mOBTOpHO ITpoBepsieT MOAKIIOUEHNE, BBIIIOJIHAET COXPAHEHHBIN BHI30B
MHCTPYMEHTA U OTIIpaBJIAeT pe3yJbTaT B MCXOMHBIN conversation_id. Ecau aBToMaTHuecKoe
IIPOAOJDKEHNE B CEPBHCE areHTa He pealln30BaHo, KapTO4YKa JOJDKHA IMOIPOCUTD II0JIb30BaTeNsA
BEPHYTbHCS B YaT U IIOBTOPUTH 3aIIpOC.

[Tpnmep samucu oxxkupamnoreir OAuth-ceccun Bo BHyTpeHHeM XpaHUIIHUIIE CEPBHUCA areHTa:

{
"state_hash": "<sha256(state)>",
"virtual_user_id": "©195f7f2-bot-user",

"requester_user_id": "0195f7f2-user-example",
"conversation_id": "©195f7f2-conversation-example",
"tool_key": "google-calendar",

"pending_arguments": {
"operation": "list_events",
"time_min": "2026-07-15T00:00:00+03:00",
"time_max": "2026-07-16T00:00:00+03:00"

3
"expires_at": "2026-07-15T12:15:00Z2",

"used": false

}

ITocxe callback cepsuc arenra Br3biBaet API mpoBaiinepa Hanpsamyo. OH He BeI3bIBaeT endpoint
BCTPOEHHOTO MHCTpyMeHTa VICKpbI, moToMy 4To o61rero endpoint BBIIIOIHEHNS CTaHJAPTHBIX
HHCTPYMeHTOB B Bepcuu 1.0 HeT. Ecitu 3akasyuKy TpebyeTcs equHas pealnsaldsd HHCTPyMEeHTa I
HECKOJIbKHUX I10JIb30BaTeIbCKUX TUIIOB areHTOB, IIOCTaBbTe €€ Kak oTAeabHbI MCP-cepBep 1 Ha3HaubTe
aroT MCP-cepBep cooTBeTCcTBYyIOIIUM areHTaM. BcrpoeHnHsbIil basic_assistant B Bepcuu 1.0
npou3sBosbHble MCP-UHCTpYMeHTHI He BBIIOJIH:ET; OTpaHUYeHNe OIIMCaHo B pa3geie 9.1.

18. WebSocket API cepBuca arerTa

Touxka mocryna:

GET /vi/bot-runtime/ws
ITpumep:

wss://im.iskra-messenger.ru/v1l/bot-runtime/ws?token=<bot_token>&session_id=agent-
worker-1&lease_id=agent-worker-1-lease&last_event_id=<event_id>

Bakuble TUIIBI CO6BITI/II>1:
« message.created;
« message.updated;
 message.stream.started;
« message.stream.delta;
« message.stream.completed;
. message.stream.failed;

« conversation.created;
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« conversation.updated;
« conversation.read_updated;

« typing.updated;

. COOBITHS 3BOHKOB U KOH(iJGpCHHHfI, €CJIN aTr€HT YYaCTBYET B TaKUX CIIE€HAPUIX.

FapaHTI/II/I JOCTaBKM:

CsoiicTBO

Ilopsamox

IToBTOpHAsA qocTaBKa

IIpommycku

Punprparus

Lease

Koutpakr

CepBuc areHTa qoJDKeH 06pabaThIBaTh COOBITUS B
TIOPsIZIKe TIOTy4YeHus BHYTpu ogHoro WebSocket-
coequHeHUs. AGCOTIOTHBIN TIIO0IBHBIN TOPSIOK
MeX[y reconnect He rapaHTHpYeTCS;
HCIIoNb3yHTe Occurred_at u mepeunThIBaHME
REST-koHTeKCTa IpU pa3phIBax.

Co6bITHE MOKET IIPUITH TIOBTOPHO IIOCTIE
reconnect wiu cereBoti omubku. CepBrc areHra
00s13aH meqyIUTHIHPOBaTh o event_id.

[ToBTOpHAs mocTaBKa sBiseTcs best effort.
Gateway uuraer He 6osiee 500 coOBITHIT TTOCTIE
last_event_id. Ecau kypcop oTCyTCTBYeT MU
COOBITHII 6OJIBIIIE TUMHUTA, IIPOTOKONT 1.0 He
coo6IIIaeT cepBUCY areHTa o HerorHore. [Tocie
Ka)K[IOTO reconnect cepBHcC areHTa 00g3aH
CBepHUTH cocTosiHUe yepe3 REST.

Gateway OTIIpaBJISET TOIBKO COOBITHS,
mocTymHbIe virtual user areHra, HO cepBUC areHTa
BCE PAaBHO JIOJDKEH QUIBTPOBATh COOCTBEHHBIE
coo0LIIeHNa U HeXelarelbHble virtual-user
COOOILIeHNS.

WebSocket momkeH OTKpBIBATHCS €
nericteyromuM lease_id. ITocie motepu lease
CEpBUC areHTa 3aKPhIBAET COEAUHEHNE U
IIoJIyJaeT HOBBIM lease.

last_event_id mepenaercs kak mmocieqHuil ycreurao obpaboranusiit event_id. Coxpansiite ero

TOJIBKO IIOCJIE YCIIELTHOTO 3aBePIIeHUs 00paboTUrKa COOBITHUS NI TIOCIIEe HAIEKHOM 3aIIUCU COOBITUS B

cOOCTBEHHYIO ycToMunBYyI0 ouepenb. [locie reconnect Gateway mbITaeTcst JOCTaBUTH 10 500 cOOBITHIH,

KOTOpBIe IIPOM30IILIH II0CIe 3Toro coObITHA. Gateway 1.0 He OoTIIpaBiIeT IIPU3HAK CUrSOr_missing,

truncated wmru nHOM cTaTyc mOTHOTHL [I03TOMY cepBHC areHTa He HOJLKEH cuMTarTh last_event_id

3aMEHOIN YTEHUS UCTOPUU: II0CJIe KAKIOTO pasphlBa IIEPEUHTAITe CIIMCOK Pa3TOBOPOB, MEMmo U

rocieqHUe coobIeHus. 3-3a oTCyTCTBHUSA IIOCTPAaHUYHOTO UTEHH TaKas cBepKa uepe3 API orpanuuena

nocaegHUMHU 100 coobILIeHuAMN pasrosopa.

Cxema xouBepta WebSocket:
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ITone

type

event_id

conversation_id

occurred_at

payload

Tun

string

string

string

RFC3339 datetime

object

00653aTeNBbHOCTD

Ha

J1st coxpaHeHHBIX
COOBITUI

71 coOBITIIT
pasroBopa

Ha

3aBUCUT OT THUIIA

Ha3zunauenue

Tum cobbrtTus.
HeussectHoeE
3HaUeHUe HY)KHO
3aITMCaTh B )KYPHAI U
IIPOITYCTUTb.

Wnentuduxarop
JeIyIUTHKAIIY 1
Kypcop best-effort
replay. Hexkotopsle
oIlepaTHBHBIE COOBITHSA
MOTYT He HMeTh
YCTOMYHUBOTO
HOeHTUQHUKATOPA.

Pasrosop, k KoTopoMy
OTHOCHUTCSI COOBITHE.

Bpems ¢popmupoBanus
coobiTusi Gateway.

[ia message. *
HCIIOIB3YETCST OOBEKT
Message miau
MessageStream; musa
conversation.* -
00'bEKT
pasroBopa/U3MeHeHUSs;
CepBUC areHTa qOJDKeH
UTHOPUPOBATH
HEU3BECTHBIE TIOJIS.

Mamwunnsle cxembl RealtimeEvent, Message u MessageStream Haxogarcsa B OpenAPI-dartire.

WebSocket ucrionnayer e ke JSON-cxeMbl, XOTs caM ITePeX0 IIPOTOKOJIA OIIMCHIBAETCS 3TUM PA3HENIOM,
a He HTTP-onepanuest OpenAPL

[Ipumep message.created:

{

"event_id": "0195f7f2-event-example",

"type": "message.created",

"conversation_id":

"occurred_at":

"payload": {

"id": "0195f7f2-message-example",
"conversation_id":
"0195f7f2-user-example",

"sender_id":

"sender_is_virtual": false,

"0195f7f2-conversation-example",
"2026-04-20T12:00:00Z2",

"@195f7f2-conversation-example",

"body": "3apaBCTBYWTE, HYyXeH pacyeT cToumocTu.",
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"created_at": "2026-04-20T12:00:00Z"

}

IIpenorBparrieHne MUKIOB:
+ urHOpHpYyITe coObITHA, TOe Sender_id pasen virtual_user_id areHra;
« 110 YMOJIYAaHMIO UTHOpPUPYHTe sender_is_virtual=true;
«  He 3amyckaiiTe bot-to-bot aBToqUAaNTOrM 6€3 OTHENHHON ITOTUTUKHY.
IloBTOpHAsA mOCTaBKa:

«  coxpansiite event_id TonbKoO IIocie yCIenHo 06paboTKY UIH HANEKHOM OCTAHOBKU
COOBITHS B OUepeNb;

« IIpH IepeloAKIIOUeHNH IepefaBalite last_event_id;
+  IIOCJIe K&KAOI0 IepeloKII0UeHNs IepeYUThIBANTe PA3TOBOPHL, Memo U II0CIeTHNe COOOIIeHNs
uepe3 REST He3aBUCHMO OT KOJTMYECTBA ITIOBTOPHO ITOJIYUE€HHBIX COOBITHUIA.

19. Tool requests u peiicTBUS ¢ MOATBEPKAEHUEM

Tool request HYJKEH, KOrja areHT XO4€T BbIIIOJTHHUTD JleflCTBPIe, KOTOpoO€ Tpe6yeT IIOATBEPKACHIA
YeJIOBEKa MJIM BHEIIHETO 06pa60Tqm<a.

Touxka moctyna MeTtoq Hasznauenue
/vl/bot-runtime/ POST coamars tool request
conversations/

<conversation_id>/tool-

requests

/vl/bot-runtime/tool- GET IIPOBEPUTH COCTOSTHHIE tool
requests/<request_id> request
/vl/agent-tool- POST 3aBepIIUTD request

requests/<request_id> [IOJIb30BATENBCKUIM TLITH

aIMUHHUCTpaTUBHBIM API

Cospmars request:

{
"tool_key": "create_invoice",
"request_payload": {
"customer_id": "cust-123",
"amount": 15000,
"currency": "RUB"
}
}

3aBepmuTs request:

58



POST /vl1/agent-tool-requests/<request_id>
Authorization: Bearer <user_access_token>

Content-Type: application/json

{
"result_payload": {
"invoice_id": "inv-456"
}
}
Eciu meiicTBHe OTKIOHEHO MJIH 3aBePIIMIOCH OIINOKOM, ImepegamnTe error_message:
{
"error_message": "Monb3oBaTefnb OTK/AOHWA co3gaHue cyeTa."
}
OTBer co3maHus WM IIpoBepKH tool request:
{
"request_id": "@195f7f2-request-example",
"conversation_id": "©195f7f2-conversation-example",
"virtual_user_id": "0195f7f2-bot-user",
"tool_key": "create_invoice",
"status": "pending",
"request_payload": {
"customer_id": "cust-123",
"amount": 15000,
"currency": "RUB"
+
"expires_at": "2026-04-20T12:02:00Z2",
"created_at": "2026-04-20T12:00:00Z",
"updated_at": "2026-04-20T12:00:00Z2"
}

JKusseHnHBI TUKT tool request:

Craryc Kaxk mosiBisercs
pending Iocme POST /tool-requests
completed ITosrb30BaTesb MITH 06pabOTUHK

3aBepIINI request ¢
result_payload Ges
error_message

Yto goJpKeH AelaTh CepBUC

are”Hra

HepI/IOIII/ILIeCKI/I YHUTATh
/vl/bot-runtime/tool-

requests/<request_id> mo
HTOTOBOTO COCTOSIHUA NN
HUCTEUEHUA CpOKa.

ITpounrars result_payload u
IIPOJIOJDKUTH PA3TOBOP.
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Craryc Kak mmoasngercsa YTo moimKeH genaTh cepBIUC

areHrTra

failed 3aBepirenue ¢ error_message CooOIIUTh ITOIb30BATENIO, UTO
IeYICTBIIE He BBIIIOJIHEHO, U He
YTBEP)KAATh yCIIeX.

B texymeit peasmnsanuu HoBbIi tool request nmeer TTL 2 munyTs!. ITocie 3aBepiieHns request
XpaHUTCA elrfe 10 MUHYT, 4TOOBI CEPBHUC areHTa yCIlesl IIPOYUTATh Pe3yJIbTar.

Gateway 1.0 ormpasisier cobpitrie agent.tool. requested yyacTHuKaM pasroBopa, KpOMe CaMOTro
areHTa. 3aBeplileHue request 0OHOBIIsSIET XpaHUIHNIIE, HO coObITHe agent.tool.completed arenty He
OTIIpaBIIsIeTCs. YHUBepCcAIbHAas KapTOUKa MOATBEP)KAEHU B KIHEHTe JJI IIpou3BojibHOTO tool_key
KOHTpPAKTOM He rapaHTHpyercs. CiefoBaTeIbHO, CEPBUC areHTa 00s3aH MoIy4arsh pedyisTar polling-
3aIIpocaMH; O’KUAaHUe COOBITHS 3aBepIICHNS IIPUBEeNeT K 3aBUCAHUIO CIIEHAPHSL.

ITpaBa 3aBepmenus: POST /vl/agent-tool-requests/<request_id> BrI3bIBaeTCa OT HMEHHU
TI0JTH30BATEIIsI, KOTOPBII SBJISETCS] YUaCTHHUKOM conversation. CepBuc areHTa He JOJDKEH 3aBepIIIaTh
request 3a mmoxp3oBaTels depes bot credential.

PexomMmenpmarmu:

« umcnooixb3yiite tool requests mirst twrarexeit, usmenenuss CRM, 3anucu B KaleHOaph, OTIPABKU
BHEIITHUX IIMCEeM U OPyTUX AeMCTBUIU C IIOCIeCTBUAMU;

»  IIOKa3bIBaliTe II0JIb30BATEI0 IIOHATHOE OIIMCAaHNE NeMCTBHA 10 IOATBEPKIEHMU;
+  cepBHuC areHTa HoJUKeH polling-sammpocamMy IpoBepuUTH UTOT request U IPOJXOIIKUTD Pa3roBOP;

e  He BBLIIOJIHANUTE irreversible action Tonbko Ha ocHoBaHUM TeKcTa LLM.

20. Handoff orrtepaTopy

Handoff cetiuac mpegHasHaueH AJI aTeHTOB KJIMEHTCKOM MOAAEPsKKH (customer support agents),
KOTOpbIe pab0oTAIOT ¢ KIITMEeHTCKHMHU O0pallleHUAMU U IlepeJaloT oOpallleHue COTPYTHUKY MU
omeparopy noaaepkku. Mcmnomnsayiite handoff, ectu support-areHT He yBepeH, He UMeeT IIpaBa
BBITIOJIHUTD JeMCTBHUE MM KIHEHT IIPOCUT YeJIoBeKa.

Jl1st BUpTYyaJIbHBIX ITOJIb30BaTeNell B TpynoBbix yatax handoff ceituac He ucmomnssyercs. B texymeit
peanu3annu mepenaya IPyIIroBoro yara ot virtual user KOHKpPETHOMY COTPYIHUKY He TOIOEPKUBAETCS,
II03TOMY CEPBHUC areHTa TaKOTO areHTa JOJDKEH OTBEUYaTh B paMKax CBOMX IIpaB, IIOIIPOCUTDL YYaCTHHUKA
SBHO TIPUBJIEYb HYKHOTO COTPYNHUKA UM OCTAHOBUTDH aBTOMaTnueckuit otet. [logmepyxka handoff mms
FPYHHOBBIX CHeHapI/IeB HHaHI/IpyeTCH B GYJIYH_[I/IX Bepcm[x I/ICKpI)I.

POST /v1/bot-runtime/conversations/<conversation_id>/handoff

Authorization: Bearer <bot_token>

X-Bot-Session-ID: agent-worker-1

X-Bot-Lease-ID: agent-worker-1-lease

ITepex handoff B customer support crieHapuu moJIE3HO:
« OOHOBHUTH MEmMO C KPATKO¥ CBOIKOIL;

. OTIIPAaBUTDb KIMEHTY KOPOTKO€E COO6H.I€HI/IC, 4qTo O6paH_[€HI/Ie IIEpEeJaHoO OIIEPATOpPYy;
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. HE IIpOa0JIKAaTh OTBEUYATh B 3TOM conversation, IIOKa CEPBUC areHTa HE IIOJIYUYUT HOBYIO SIBHYIO
IIOJIUTHUKY.

21. PexomMeHyeMBII IIUKII paOOTHI cepBHICAa aTeHTAa

IIceBmoxonm;:

load agent config

create session_id

acquire lease

start lease renewal loop

connect websocket with last_event_id

for each event:
if event.type != message.created:
commit event_id after successful skip
continue
if event.sender_is_virtual or event.sender_id == virtual_user_id:
commit event_id after successful skip
continue
messages = GET /conversations/{id}/messages?1limit=20
memo = GET /conversations/{id}/memo
stream = POST /conversations/{id}/streams
try:
for delta in llm(prompt, memo, messages):
PATCH /streams/{stream_id}
POST /streams/{stream_id}
update memo if needed
except recoverable_error:
DELETE /streams/{stream_id}
maybe send short failure message
except needs_human_for_support_agent:
DELETE /streams/{stream_id}
update memo
POST /conversations/{id}/handoff
after successful processing or durable enqueue:

commit event_id

22. Omubkwu, retry u COBMeCTUMOCTD

Pexomennyemas o6paborka:

Kon Yro menaTh cepBUC aTeHTA
400 ucnpasuth payload, He moBTOpATH Ge3
U3MeHeHUs]
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Kon

401

403

404

409

429

5xXx

Yto A€JIaTh CEPBUC ar€eHTa

bot token HeBepHBIIT MM OTO3BaH; OCTAHOBUTH
CEpBUC areHTa U 3alPOCUTH rotation

HeT [{OCTyIIa MIIX lease He IIOAXOMNT; IIEpEUNTATD
config/lease

conversation/request/stream HeIOCTyIIeH aTreHTY

koHIuKT lease wru cocrosuus; backoff u
reacquire

yBakath rate limit/cooldown

retry ¢ exponential backoff u jitter

MuHuMaIbHBIN HaOOp MAIIMHHBIX KOXOB OIINO0K, KOTOpbIE CEPBHC areHTa HOJDKEH pas3inyarh:

‘code’

invalid_bot_credential

bot_lease_unavailable

message_stream_not_found

agent_tool_request_not_found

invalid_agent_tool_request

Omu6ku o omepanusiMm API cepBuca arenra 1.0:

Onepanus Ycenex

POST /leases 201

O6paboTka

OCTaHOBUTb CEpPBHC areHTa, He IIbITaThCs
0eCKOHEYHO IIepPeIoAKIIUaThCs, 3al[POCUTD
poraruio credential.

OCTaHOBUTD TEKYIIYI0 00pabOTKy, 3aKPBITh
WebSocket, moxyunrts HOBBIIT lease mocie backoff.

He npopmomxkats stream; rmepeunTtars conversation
U IIpU He0OXOOUMOCTH HauyaTh HOBBIH OTBET.

Cuurars request HeTOCTYIIHBIM MJIM UCTEKIIIUM;
He BBIIIOJIHATH OeFCTBIE TIOBTOPHO 6e3 HOBOTO
request.

UcnipaButh payload uiam ocTaHOBUTH CIIeHAPUI C
IIOHATHBIM COOOIIIeHHEM II0IH30BATENIO.

OxupaeMsble OLINOKU

KOHTpaKTa

400 invalid_json, 400
invalid_lease_id, 401
invalid_bot_credential,
409
bot_lease_unavailable
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Onepanus

PATCH, DELETE /leases/<id>

GET /conversations

GET
/conversations/<id>/mess
ages

POST
/conversations/<id>/mess
ages

GET
/conversations/<id>/memo

PUT
/conversations/<id>/memo

GET /attachments/<id>

POST
/conversations/<id>/stre
ams

Ycenex

204

200

200

201

200

202

OBOMYHBIN OTBET

201

O>xupgaeMsple OIIUOKI

KOHTpaKTa

401
invalid_bot_credential,
404 not_found mis mycroro
MmapipyrTa, 409
bot_lease_unavailable, 405
method_not_allowed

401

invalid_bot_credential,
409

bot_lease_unavailable, 405
method_not_allowed

401
invalid_bot_credential,
403 forbidden, 404
not_found, 409
bot_lease_unavailable

400 invalid_json, nomeHHas
ommbka 400, 403 forbidden

404 not_found, 409
bot_lease_unavailable

403 forbidden, 404

not_found, 409
bot_lease_unavailable

400 invalid_json, 400
client_request_id_requir
ed, 428
memo_revision_required,
403 forbidden, 404

not_found, 409
bot_lease_unavailable

401
invalid_bot_credential,

404 not_found, 409
bot_lease_unavailable

400 invalid_json, 403

forbidden, 404 not_found,
409
bot_lease_unavailable

63



Onepanus Ycenex O>xupgaeMsple OIIUOKI

KOHTpaKTa

PATCH, POST /streams/<id> 200 400 invalid_json, 400 mpu
HCXOIOIIeM BIOKeHUU, 403
forbidden, 404

message_stream_not_found,
409
bot_lease_unavailable

DELETE /streams/<id> 204 403 forbidden, 404

message_stream_not_found
409
bot_lease_unavailable

POST 201 400 invalid_json, 400
/conversations/<id>/tool invalid_agent_tool_reque
-requests st, 403 forbidden, 404

not_found, 409
bot_lease_unavailable

GET /tool-requests/<id> 200 403 forbidden, 404
agent_tool_request_not_f
ound, 409
bot_lease_unavailable

POST 200 400
/conversations/<id>/hand invalid_service_request
off 403 forbidden, 404

not_found, 409
bot_lease_unavailable

Bo Bcex omepanuax Bo3MoXHbI 405 method_not_allowed, uadpacTpykrypHbIit 500
internal_error u oTBeT orpaHUYUTeNd YacTOTHI 429. [loste message nmpenHasHaueHO AJIA
IUATHOCTUKY U MOKET MEHATHCS; IIporpaMMHasi JJOTHKa JoJDKHA onupathess Ha HTTP-craryc u code.

Coxpamnsiire forward compatibility:
e HEW3BeCTHbIE event types JIOTUPyIiTEe U IPOIYCKANTE;
+  HeHU3BeCTHbIe I10J1 B payload He JOKHBI TOMATh CepPBUC areHTa;
+ Hosble visibility/trigger values o6pa6areiBarite kak unsupported, Ho 6e301acHo;

« He pmenarite 6eckoHeUHbIe retry loops mo ogHOMY COO0OIIIEHUIO.

23. bezonacHoOCTb
+ Bot token xpanure Tonpko Ha backend-cropone.
+ He mepenasatite bot token 8 web/mobile kruenrT.

« He sanuceiBatite B )KypHaIIbI ITOIHBIN bot_token, prompt ¢ cekperamu, OAuth tokens u
payload BHeITHMX HHCTPYMEHTOB.
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24.

st tool requests poBepsitiTe IIpaBa ueIoBeKa, KOTOPHIN OATBEP)KIAET HEHCTBUE.

st OAuth He mprHUMariTe token uepes TEKCT YaTa; MCIIOIb3YITE TOJIBKO CEPBEPHYIO
authorization-ccpuiky u callback.

Bremrane MCP/tool endpoints qoyKHBI UMeTh COOCTBEHHYIO ayTeHTH(PHUKALIHIO.
OrpaHuuuBaiiTe pasMep KOHTEKCTa, BIOKeHUI U tool payload.

Ilng private agents HCIIONIB3yITe CIIMCOK Pa3pellleHHbIX IIOIb30BaTeNell U HACTPOMKH
BUIUMOCTH, 2 He TOJIBKO CKPBITHE B MHTepderice.

Yek-IHCT TOTOBHOCTHU areHTa

AreHT co30aH aIMHHUCTPATOPOM B IIPAaBUJIBHOM IIPOCTPAHCTBE.
BUAMMOCTb COOTBETCTBYeT Ha3HAUEHHIO areHTa.

Bot credential coxpaHeH B cepBepHOM XpaHUIUIIE CEKPETOB.
Credential rotation mporecTupoBaH.

CepBuC areHTa IIOJIy4aeT U IIpoAJIeBaeT lease.

WebSocket reconnect rmepemaer last_event_id, a mocite K&KoTo pa3pbiBa CEPBUC areHTa
CBepsieT pasroBOPHI, memo U mocienHue coobirenns yepes REST.

CepBuC areHTa HTHOPHUPYET CBOU COOOIIIeHNs U ApyTHe virtual-user cooOueHus.
OTBeTsI OTIIpaBIAIOTCS Yepes stream endpoints.

OAuth-ciienapuu ucoonbayior auth-card, cepsepusiii callback 1 cepBepHoe xpanenue token;
token He IormagaT B COOOIIEHNS U JKyPHAIbL.

Cepsuc areHra pasnuuaer invalid_bot_credential, bot_lease_unavailable,
message_stream_not_found, agent_tool_request_not_found.

CepBuc areHTa HMeeT AeJyILUIMKAIMIo 10 event_id u He oTmpasiser Ky0ib IIOCIe CETeBOTO
TaliMayTa.

event_id ¢ukcupyeTcs TOJIBKO IIOCIE YCIIeITHOI 00paboTKN MIIM HAae>KHOM ITOCTAHOBKH
COOBITHSA B OUepemb.

OtmpaBka cooOILIeHHUs UCIIOIB3YET yCTONYMBBIN C lient_request_id, kotopsrit coxpansercs
IO ITOJTy4YeHHUs OTBeTa.

Omm6xu LLM/provider sakpsiBaioT stream kaxk failed.
Memo 06HOBIIsIETCS ITOCTIE Ba)KHBIX PELIeHUIL.
Tool requests HCITOIB3YIOTCA A AEHCTBUI C IIOCTEACTBUAMHU.

Pesynprat tool request unraercs polling-sampocamu; cepBHC areHTa He O)KHIAeT COObITHE
3aBepIIIeHN .

ITorp30BaTEIBCKUI CEPBUC areHTa paspellaeT TOJIbKO HHCTPYMEHTHI U3 aKTyaJIbHOT'O MacCHBa
tools u umeer co6CTBEHHBbIE CXeMBbI apTYMEHTOB U 00pa0OTUNKY IJIsl KaKOTO
noxmepxuBaemoro key.
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« Ilosmp3oBaTerbCKUM CEPBUC areHTa IIPUMEHIET MacCHB MCP_SEervers Kak IIOJIHBIN CHUMOK,
nposepseT URL mo crimcKy paspellleHHI U He COXpaHAeT CHATble Ha3HaUeHHU .

+  MCP-knueHT 06pabarbiBaeT HHUIIHATU3AINIO, IOCTpaHUYHbIN tools/list, tools/call,
OLIMOKY MHCTPYMEHTA U 3aKPBITHE CECCUU; MOIEIH HOCTYIIHBI TOJIBKO SIBHO pa3pelleHHbIe
UMeHa.

« IIpuemounas mpoBepka MCP mpoBomuTcs Ha ITOIb30BaTEILCKOM TUIIE areHTa; Ha3HAUeHUe
MCP-cepBepa 6a3oBoMy basic_assistant He cuurTaercs IpOBEPKO BHIIOIHEHUS
UHCTpyMeHTa B Bepcuu 1.0.

o [usa OAuth-uHCTPYMEHTOB ITOIH30BATENIbCKUIL CepBUC areHTa nMeeT cobctBenHoe OAuth-
IIpUJIOKeHUe, CBA3bIBaeT ITOAKIOUeHHe ¢ Sender_id u He paccYHUTHIBaeT Ha TOKEHBI
BCTPOEHHOTO assistant.

« Callback OAuth ue niuirer 8 API cepBuica areHTa 6e3 mericTByoIero lease; mpomomkeHue
IepefaeTcsi aKTUBHOMY worker uepes yCTOMUHBYIO OUuepenb WIH II0Ib30BaTeNb IIOBTOPSIET
3a1poc.

o Jlmsa customer support arenra handoff oriepatopy pa6oraer; mis group-chat virtual users handoff
He HCITOJIb3YeTCs.

« JKypHuans! cepBrca areHra He cofep)xar token, mepcoHasbHbIe TaHHbIE 63 HEOOXOOUMOCTH U
raw tool secrets.

« Ecrp alert na morepio lease, uacteie 5xX, uactsle failed streams u poct handoff rate mis customer
support areHTOB.

25. ITakeT KOHTpPaKTa U IpHeMOUYHas IIpOBepKa

B IIOCTAaBKYy NOKYMEHTAIIUM JIs1 paspa60TqI/II<a BXOOAT:

AptedakTt Hasnauenue
docs/api/iskra-bot-runtime- Mamunanao-yuraemoe onucanue HTTP-myreit,
openapi.yaml 3aroJIOBKOB, T€JI 3aIIpOCOB, OTBETOB 11 OCHOBHBIX

JSON-cxem API cepBuca arenra 1.0.

docs/api/confo rmance/README . md HOleIOK JIOKAJIbHOM IIPOBEPKU CXEMBI U
00s13aTeNbHbIE IPOBEPKU COBMECTUMOCTHU
CEpBHCa areHra.

docs/api/conformance/examples/ DrasoHHbIe IPUMePHI lease, crrucKa cOOOIIEHUIA,
coberTusg WebSocket, coobmienus ¢
client_request_id u tool request.

o mogKIoUeHUs K IIPOMBIIIIIEHHOMY IIPOCTPAHCTBY paspabOTUUK BBHIIOIHSIET IPUEMOUHYIO IIPOBEPKY
Ha TeCTOBOM areHTe: II0JIy4yaeT U IIpojIeBaeT lease, unTaeT KOHTEKCT ¢ lease-3arooBkoM, oOpabaTsIBaeT
TIOBTOpPHOE cOOBITHE 6e3 AyOJIs, TIOBTOPSIET OTIIPABKY ¢ TeM ke client_request_id,
BOCCTaHABJIMBaeTcs mocie paspbiBa WebSocket, 3aBepimraer 1 aBapuIiHO 3aKpbIBaeT stream, omparinBaeT
tool request 0 UTOrOBOTO COCTOSHHUS U IIOATBEPKIAET, UYTO TOKEHBI He IIOMTafaloT B Ky PHAIIBI.
PesynbTaTsl MpOBEpKYU IIepearOTCs BIAeNbIy JJOKAJIBHOTO BHeAPeHU FICKphI BMecTe ¢ Bepcuei
cepBuca areHrta u OpenAPI-koHTpakTa.
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