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1. HazHaueHne mOKyMeHTa

JlOKyMeHT ycTaHaBIMBAaeT IIOAAEP/KUBAeMYI0 IIPOMBIIIIJIEHHYIO apXUTEKTypy VICKpBI Kak
KOPIIOpPaTHBHOI ILTaT(OpMBI, YCTaHABIMBAaeMOU B HHPPACTPYKType 3akazunka. OH IpegHasHAUEH IS
apXUTEKTOPOB, ciIy k6 uHpopManuonHoit 6esomacuoctu, DevOps/SRE-komaHL, BIagenbiies
9KCIUTyaTalluH M TeXHUUECKUX PyKOBOIUTENEH IIPOeKTa BHEAPEHMU.

Crerudukanus QUKCUPYET:
¢ 13 KaKuX KOHTYpOB cocTouT Vckpa;
e KaKue KOMIIOHEHTHI SIBJISIIOTCST 00513aTeIbHBIMU, a KaKe ITOAKIIOUA0TCs 110 CLIeHAPUIO;

e TIJe IPOXOAUT I'PaHHUIA NOBEPUSA MEXIAY KIHEHTaMHU, cepBepHBIM KoHTypoM, U, menua u
BHENIHUMU KaHaJIaMU;

+  Kakue maHHBIe XpaHsaTcsa B PostgreSQL, Redis/NATS u 06beKTHOM XpaHUIIHIIIE;

«  Kak Macurabupyrorcs Gateway, KOHTYp pealbHOro BpeMeHu, -areHThI, Meua U IIPOLeCChI
¢doHOBOIT 06pabOTKH;

+  Kakue TpeGOBaHUs MIPEIBIBISIIOTCS K CETH, XPAaHUIUIIY, CEKpeTaM, MOHUTOPHUHTY, pe3ePBHOMY
KonupoBaHuio U DR;

. TAE IIPOXOOAHUT I'PaHUIa OTBETCTBEHHOCTHU MEKAY IIOCTABIMNKOM U KOMaHIIOﬁ IKCILTyaTalTu
3aKa34HMKa.

HOKYMCHT HE ABJIAECTCA I/IHCTPYKLII/ICIU/I II0 KOHerTHOﬂ HJ’IaT(I)OpMe OpPKeCTpalluM 1 HE IIOAMEHIET
PETIIaMEHT aAMHUHUCTPATOPA. CHCLII/I(I)I/IKaL[I/IH 3agacT o0s3aTeIbHbIe APXUTEKTYPHBIE I'PAaHUIBI,
3aBUCHMOCTH M 3KCIUTyaTallMOHHBIE Tp66OBaHI/IH, KOTOpBbIE€ NJOJIKHBI OBITH pe€ann30oBaHbl B BI)I6paHHOM
CTaHAApTE 3KCILTyaTalluM 3aKa34YMKa.

1.1 Craryc Tpe6oBaHUI

B noKyMeHTe HCIIOIB3YIOTCS TPHU yPOBHS TpeOOBAHUIL:

Craryc 3HaudeHHe

O6s3aTenbHO TpeboBaHMEe BXOOUT B IOAEPKUBACMYIO
IIPOMBIIIJIEHHYIO apXUTEKTYPY VICKpBI U JOIKHO
BBIITOTHATHCS AJI KOPIIOPATHBHOT'O JIOKAJIBHOTO
BHEJpEHUS

OmnIiMoHAIBHBIN MOXYIIb KoMIIOHEeHT uiIn MHTerpaIus BKIIOYAETCI TOIbKO
IIPY HAJIMYHY COOTBETCTBYIOIIETO
(PyHKIIMOHATIBHOTO CIleHapHs, HO II0CIIe
BKJIIOUEHUS BBITIOTHAET TPeOOBAHUS ITOM
crienu UKy

IIpoduie BHegpeHU O6s13aTebHBIN IPOEKTHBIN apTedakT [l
WHCTAULIIWY 3aKa3uyukKa. B HeM PUKCHPYIOTCA
BbIOpaHHBIE MOAYJIU VICKPBI, TOIIOJIOTHS, 30HBI
orBeTcTBeHHOCTH, TUuMUTHI, SLO, RPO/RTO,
CPOKH XpaHeHHs, ITapaMeTpPhl Pe3epBHOTO

KOITMPOBAHMUS, MAaCIITAOMPOBAHUS U MHTETPAIINN



2. O630p

Uckpa - KOMMyHHUKallHOHHAs IIaTdgopMa st KOMaHL, 00pallleHui, BHEITHNX KaHATIO0B, 3BOHKOB 1 UU-

accucreHTOB. [loib30BaTEIh pa60TaeT B Be6, HAECKTOII MM MOOMIBHOM IIPUJIOKEHU U, KITUEHT MOJKET

HaITMCaTh M3 BHEITHETO KaHaJIa, OII€paTOp BUOUT O6an_IeHI/Ie B €AMHOM I/IHTep(beIV/ICG, a U-areut

MOJKET IIPUHATD IIEPBYIO JIUHUIO, CO6paTI) KOHTEKCT U II€EPENATH PAa3roBOP UEJIOBEKY.

ApxUTeKTypa IIOCTpOeHa BOKPYT IEHTPAIIBHOTO cepBepHOro KoHTypa Gateway. Gateway XpaHUT U

IIpOBepsieT OCHOBHOEe OM3HeC-COCTOsSIHIE: IT0Ih30BaTeNIel, IIPOCTPAHCTBa, IIPaBa, JUAJIOTH, COOOIIIeHNUS,

ouepenu, MM-areHTOB, HOCTaBKY U CJIy>Ke6HbIe coOBITHS. B TekyIIeit peanusaiuy OTAeIbHBIE Ky PHAIIbI

coOpITHII BemyTcs B moacuctemax Webchat n Event-organizer; equubIii miiaTgopMeHHBIH 5Ky pHAI

ayauTa He BXOJUT B 6a30BOe OMHCAHNeE TEKYIIel peaan3anui. PecypcoeMKre UM UHTETpallHOHHbIE

3aJa4yl BbIHECEHBI B OTAEJIIbHBIE KOHTYPbI:

« knueHTcKU cioit: Web, Desktop, Mobile, Webchat;

+ Gateway 1 OCHOBHOI1 JOMEH: aBTOPU3aLIHs, CECCUH, YCTPOICTBA, IIpaBa, COOOIIeHUS, OUepenH,

nocraBka, API, coObITHS peasbHOIO BpeMeHU;

« koHTyp MIM-arenToB: Assistant, cpefja BEIIIOTHEHHUs areHTa, HHTerpanuu ¢ LLM, nHCTpyMeHTHI,

Iepefava oIepaTopy;

+ KOHTYP JaHHBIX U coObITHIL: PostgreSQL, Redis, NATS, 06beKTHOE XpaHUITHIITE;

« Menua-koHTYP: LiveKit, Beirpyska/3amnucse, SIP/Kamailio mpu ncnonbsoBanuu TenedoHuy;

« kanHaisl u bridge-cepBucsr: Telegram, MAX, Webchat, Tereorns u npyrue BHelIHUe

KOHHEKTOPBI;

+  OIEepalMOHHBII KOHTYP: IIPOBEPKH pabOTOCIIOCOOHOCTH, METPUKH, ’KYPHAIIBL, TPACCHPOBKA,

OTUYETHOCTH 00 OI_HI/I6KaX, pEe3€PBHOE KOIIMPOBAHUE 1 BOCCTAHOBJICHIE.

KittoueBoit apxuTeKTypHbI puHIUIL: Gateway sBiIseTcs yIpaBiIsfOIIIM KOHTYpoOM O13Hec-

pellieHNi1, a CIIeATN3MPOBAHHBIE CEPBHCHI VICIIONHSIIOT CBOIO YaCTh PabOTHI, He 06X0d MOIelb

IIpaB, COCTOSSHUA 1 PE€ATIN30BaHHBIC JXYPHAJIbI COOBITHIT IIOACHUCTEM.

3. llesreBast mOKaIbHas TOIIOJIOTHS

HOJIJICP)KI/IBaeMaH ITPOMBIIIJIEHHAA TOIIOJIOTHA I/ICKpI)I COCTOUT U3 CIEAYIOITUX CETEBLIX 30H.

Konxkpernsie numena VLAN, moaceTeil u 6a1aHCHPOBIIUKOB 3aJAIOTCS CTAHAAPTAMHU 3aKa3uHUKa;

apXUTEKTypHbIE TPAHUIIBI MEXAY 30HAMU SIBJISIOTCS 00s13aTeIbHBIMH.

3oHa

Ilonp30oBaTenbcKas 30Ha

[Ty6nuunas/DMZ-30Ha

KoMmmmoHeHTHI

Web, Desktop, Mobile xaueHTbI

HTTPS BxomHOI KOHTYp, TOUKA
moctyna Webchat, Touku
DOCTyIa BeOXYKOB, IIyOIMuHast
touka gocryma LiveKit, SIP edge
IUT1 OIIIIHOHAIBHOTO MOIYJISI
TexeoHUU

HasuaueHue

HocTym cOTpyAHUKOB U
omeparopos k Hckpe

[Ipuem BHelIHero TpaduKa,
3aBepienue TLS, mybrukarus
OT'PaHHYEHHOT0 Habopa TOUeK
JOCTyIIa



3oHa KomMmItoHeHTHI Hasunauenue

IMpuxknansas 30Ha Gateway, Assistant, Event- Busnec-noruka, API, coOprTusa
organizer, Webchat service, peanbHOrO Bpemenu, 1N,
bridge-cepBucsl, foHOBBIE ¢oHOBBIE 3aayun
06paboTunKHu

30Ha JaHHBIX PostgreSQL, Redis, NATS, XpaHeHHE COCTOIHUS,
00BEKTHOE XPAHIITHIIE oueperner, COOBITHH, BIOKEHUHI

U 3amuceit

Menua-3o0Ha y3usl LiveKit, poHOBBIE Aynuo/Buneo, sanucu, SIP-
o6paboTuuku BbITpy3kH, LiveKit crenapun
SIP/Kamailio

OmnepanuoHHasa 30Ha MOHUTOPHHT, KyPHaJIbI, Ha6irromaeMocCThb, UAarHOCTHKA,
OTIOBeIIleHHsl, XPaHUIHUIIE OIIepallMOHHBIN KOHTPOJIb U

PEe3ePBHBIX KOITUI, OTYETHOCTh  BOCCTAHOBJIEHUE
00 ormmubKax

ITy6a1yHO KOCTYIIHBI TOJIBKO T€ TOUKH JOCTYIIA, KOTOpBIe HYKHBI II0JIb30BaTeNIIM, BHEIITHUM KaHaJIaM U
Menua-KiueHTaM. baspl JaHHBIX, ouepeny, BHYTPpeHHUE CepBUCHI U cayskeOHble APl He myOIuKyoTCS

HapyxKy.

4. O6uiag cxeMma

Nckpa: apxutekTypa UHTErpauum u UCNosiHeHUs

Gateway XpaHUT OCHOBHOE cocTosHWE cooblueHWid; W, Meana, pacnosHaBaHWe peun W BHELUHWE KaHanbl paboTaloT Kak
cneynanunsnpoBaHHbie KOHTYpbI.

KnueHTe! KaHanb!

HTTPS
Web / Desktop — Gateway (GO) —  Telegram / MAX
Mobile iOS / Android My6rvunbiit API, WebSocket, APl areHTos 1 6uaHec-cocTosHme. PBX/ SIP-npoBaitnep
Bebyat SMS / Push-cobbiTia

OCHOBHbIE JOMEHBI

ABTopusaums / npodhuny Coobwenns MpocTpaHcTea / o4epean
3BoHKM | Bunnuur/ OTA

WN AreHTbl

BupTyankHsie nonk3osatent Y4eTHele AaHHbIe GoToB API cpeai 6otos
ApeHabl 06paboTkn WS peankHoro speMeHn MoToku coobiieHmi

Gateway xpaHWT NpaBa, UCTOpMIO, I0CTaBKy W ayauT, apeHaa obpaboTku 3akpennaeT
0[1HOTO AKTMBHOIO NOTpPeGUTEnNA

TOKeHbI / COGBITHA

APl 60T0B REST + WSS SQL / kaw / wiHa
WcnonHeHue areHTa [aHHEIEe U o4epegu MeHMa-KOHTyp
Cepeuc Assistant — PostgreSQL Redis NATS JetStream —p  Komnuartoi LiveKit
Cepeep areHta Bbirpy3ka / 3anucb
LLM / uHCTpyMeHTs / MCP Minlo / S3 OTA-apredhakTel MeTpukm / /healthz LiveKit SIP
PelueHus v nepegaqa YCTOiUMBOE COCTOAHME A1 AMAIIOroB, YUETHbIX 8HHbIX, TOTOKOB 1 380y Kamailio-wnios



Pucynoxk 1. Apxurekrypa ucronHeHnus VIcKpbl: KineHTsI obpatiaiorcs k Gateway, Gateway yrpasiser

OCHOBHBIMU JOMEHaAMM U II€EPENAET CIIENUATIN3NPOBAHHDBIE 3aJa4Yll CEPBHCAM I/II/I, Menua,

pacrio3HaBaHMA pE€UYM, XpPaHUINIA 1M BHEIITHUX PIHTeI‘paL[I/Iﬂ.

Ha cxeme Ba)kHO He Ha3BaHUe Ka’KOoro IIporecca, a rpaHruIa OTBETCTBEHHOCTHU!:

+  Kuments! obparmarorcs x Mckpe mo samquiniennomy HTTPS/WebSocket coegunenmuio.

+ Gateway sBisieTcs IIeHTPAIBbHOI TOYKOM GM3HeC-JIOTHKY, IIPaB, CECCHIL, YCTPOIICTB U COCTOSTHUS.

+ MU ArenTsl paboTaroT KaK OTAeIbHAsK IIOBEPXHOCTD: Y aTr€HTa €CTh BUPTYAJIbHBIH I10JIb30BaTeb,

y4eTHbIe JaHHbIE, COOBITHUS, IIOTOKOBBIE OTBETHI U apeHaa 06paboTKU OQHOTO aKTUBHOTO

HCIIOJITHUTEJIA.

« JlaHHBIe U OUepeaN COXPAHAIT COCTOAHNE U IIOANEPKUBAIOT POHOBBIE ITPOLIECCHI.

+ Menua-KoHTYp 00CITy)KHBaeT 3BOHKH, KOH(pepeHiun, 3anucu u SIP-cuenapumn.

L Kanaer IIOAKIIIOYAT BHEIITHME MCTOUYHHUKI 06paIl[eHPII>‘I U COOBITHIL.

5. KommmoHeHTHAas MoOenb

5.1 O6s3aTebHbIE IIPUKITATHBIE KOMITOHEHTHI

KommoHeHT

Gateway

Web

Webchat service

Assistant

Event-organizer

Pomns B cucTeme

leHTpanbHBII cepBEPHBIN
koMmoHeHT: API, aBTopu3sanus,
ceccuH, yCTPOMCTBa, IIPaBa,
IIPOCTPAHCTBA, TUAJIOTH,
COOOIIIeHM, OUepeH, JOCTABKa,
COOBITUSA peasIbHOTO BpeMeH!,
BBIJlauya Mera-TOKEHOB

[Tonp3oBaTeIbCKUIL BEO-
uHTepderic u caoit 06paTHOTO
mpokcu st Be6/API
MapLIpyTOB

CepBepHBIT KOMITIOHEHT
cuenapueB Webchat u
IyOIUIHBIX BUIKETOB

CepBuc IM1-0TBETOB, CBOZIOK U
areHTOB, MHTETPaLys C
mmocrasinukaMu LLM u
yIIpaBJIeHUEM areHTaMU

ATeHTCKHe U KaJIeHAapHbIe
clieHapnH, paboTaloIue yepes
API cpene! BbIIOJIHEHNS GOTOB

MacmirabupoBanue

HeckosbKo 9K3eMILISIPOB 32
6aJIAHCUPOBIIIUKOM IIPU 00IIIeM
CJI0€ COCTOSHUSA

Heckombko IK3EMIUIAPOB, 6es
JIOKQJIBHOTO COCTOAHMA

Heckosbko 9K3eMILISIPOB IpU
00111ett eIyIINKAIUY U
001IIeM CJI0€ COCTOSHUA

Heckospko poHOBBIX
06paboOTUHKOB,
MacuiTabupoBaHue o
ouepensaM U JIUMHUTAM
ITOCTaBIIIKOB

MacmtabupoBaHue Kak
CEepPBUCHBII KOHTYP WU
(OHOBBII 00pabOTUHK



KomiioHeHT

Transcription ¢oHOBBIN
06paboTuuK

Sticker normalizer

Pomns B cucTeme

Pacmudposka ayauo u
IIOATOTOBKA JAHHBIX JJIS1 CBOOK

Hopmanusanus
Me[ra/CTUKepOB

5.2 KOMIIOHEeHTHI BHEIIIHUX KAaHAJIOB

KommioHeHT

Telegram bridge

MAX bridge

[Ty6myHas Touka gOCTyIIa
Webchat

SIP/Kamailio

Pomns

[Tpuem/oTIIpaBKa COOBITHIA
Telegram uepes Gateway

[Tpuem/oTIIpaBKa COOBITHIL
MAX uepes Gateway

O6paH1€HI/Iﬂ IIoCceTUTeJeN caliTa

[TopxmroueHue TeaeOHHBIX
cueHapues u PBX

5.3 3aBUCHUMOCTH C COCTOIHHEM

3aBHCUMOCTD

PostgreSQL

Hasuauenue

W cTOUYHUK MCTUHBL:
TIOJIb30BAaTENH, CECCUH,
YCTPOMCTBA, IPOCTPAHCTBA,
mpaBa, UAJIOTH, COOOIIEHUS,
ouepeny, KoHpuryparnuu N,
IOCTaBKa, apeHIbl 00paboTKH,
JKypHAJIbI COOBITHI
Webchat/Event-organizer

MacmrabupoBaHue

[Ty 06paboTYnKOB

Iy o6paboTunKoB

Oco6rie TpeGoBaHUS

IIpoBepka BeOXyKa U ceKpeTa
MCTOUHUKA, €Ny TLTUKALUS
BHEIITHUX UOEHTUPUKATOPOB
COOBITUH

ITIpoBepka UCTOUHUKA,
HUAEeMIIOTeHTHOCTDb, KOHTPOJIb
JUMUTOB YaCTOTHI 3aIIPOCOB

CeccronHas 3a1UTa,
CORS/paspertieHHbIe
MCTOUYHUKH, 3all[JATa OT
IIOBTOPOB

TCP/UDP goctynHOCTS,
NAT/ny6nuyHbINi KOHTAKT,
OTHeJbHAs JUAarHOCTUKA

ITpomsIreHHOE TpeGoBaHME

Hanexxnoe xpanunuiie,
pesepBHOe
KOIIMpOBaHIe/BOCCTAaHOBJIEHNE,
MOHHUTOPHHT, ITYJI COeTNHEHUTI,
KOHTPOJIHpPyeMble MUTPAIUU



3aBHCUMOCTD

Redis

NATS

O6wexTHOe xpaHuute / S3 /
MinlO

LiveKit

HazHuauenue

BpeMenHoOe cocTossHHE Cpenbl
BBITIOJIHEHM S, IIDUCYTCTBUE,
OoTpaHUYeHUe YacCTOTBI

3aIIPOCOB, CIy)KeOHbIE KILIHU

Co6BITHS peaJbHOTO BpeMEHH,
odepeqy, pacIIpocTpaHeHne
COOBITHIL U CLIeHapUHU
norpebuTeneit

Biroskenns, mengua-gaiisl,
3amucy, apredaxrol, OTA-
¢atirel ¥ aiiIbl 3arpysKu

Menua-KOHTyp: KOMHATHI
3BOHKOB, ayAH0/BUJEO,
CHUTHAJIM3aIlH4, TIepeaava
Menua

5.4 MaTpurna KoMIoHeHTOB VICKpBI

IIpombinieHHOE TpeGoBaHIE

HPOMI)IH_UIeHHaH HMHCTAJJIAIO A
OOJDKHA 06ecIieunBaTh
KOHTPOJUPYEMYIO HOCTYITHOCTh
Redis; mapamerpsr
OTKa30yCTOMYUBOCTH, ITAMATHU U
BBITECCHEHMA JAaHHBIX
¢uxcupyorcs B mpoduie
BHEJIpEHHUS

MOHUTODPHUHT 3aJ€P>KKH,
COCTOSHUSA IOTpeOUTeNeH,
CpOKa XpaHeHUs, yCTOMYHNBOCTH
K pecTapTam

O6muit pecypc oI Bcex
9K3eMILIAPOB, IOJIUTHKA
KU3HEHHOTO IUKJIA, pe3epBHOE
KOITMpPOBaHUE MW PEILTNKAIIHS

[Ty6amuHBIle TOYKH JOCTYIIA,
UDP/TCP mapmpyrusanmus,
MOHHTOPHHT IIOTEeph IIaKETOB,
3aJeP)KKU U OUTperiTa

Web / o6paTtusrit ipokcu. Bxomsiuit unrepderic: HTTPS 443 ns Web, API, mapipyros Webchat u

OAuth o6parusix Bp130B0OB. 3aBucumoctu: Gateway, Assistant, my6nuunsrit mapupyT LiveKit.

CocrosiHue: 6e3 JIOKaJIbHOTO cocTossHUA. OTKa3: II0JIb30BaTeIN He OTKpbIBaloT Web/API uepes oty Touky

BXOMA.

Gateway. Bxopsamuii nntepderic: HTTP 18 080 BHyTpu KOHTYpa; cHapy»ku yepe3 HTTPS BxogHOM

koHTYp. 3aBucumoctu: PostgreSQL, Redis, NATS, o6bpexkrHOe xpanmnuire, LiveKit, Assistant, poroBsie

obpaborunkw, bridge-cepsucer. CocrosiHue: 6€3 JIOKAIHHOTO COCTOSTHUS; OM3HEC-COCTOSTHUE XPAHUTCS B

PostgreSQL. Orkas: Hemocrymusl APL, aBTopusanus, cecCuu, coOOIeHMsI, COOBITHUS PEATFHOTO BPEMEHH,

BbIfadya Meqra-TOKEHOB 1 JOCTaBKa.

Webchat service. Bxopsuit unrepgeric: HTTP 18 082 BuyTpu koHTypa. 3aBucumoctu: Gateway,

PostgreSQL, LiveKit. CocTosiHue: 6e3 oKaxpHOro cocTosHU; ceccnu Webchat xpausarcs B PostgreSQL u

samuinanTrcs cekperamu Webchat. Orkas: mocerurenu caiita He co3nmarot obparienus yepe3 Webchat.

Assistant. Bxogsimuit nuntepderic: HTTP 8081 BHyTpu KOHTYpa; MapIIpyTsl o6paTHbIX BbI30BoB OAuth

IyOIUKYIOTCS Yepe3 o6paTHbIN Ipokeu. 3aBucumocty: PostgreSQL, mocrasiuku LLM, API cpensr

BBIIIOJIHEHU OOTOB Gateway. CocTosiHHE: €3 JIOKAIHLHOTO COCTOAHMA, HaCTpOIv/IKI/I ar€HTOB M COCTOAHME

IOTOKOB IIpoxonaT uepes Gateway/PostgreSQL. Otkas: He paboTaror 1111-0TBeThI, CBOOKH, OpPKECTPALIHS

uHCcTpyMeHTOB ¥ OAuth arenToB.

Event-organizer. Bxomsamuit unrepgeric: HTTP 18 084 BuHyTpu KoHTypa. 3aBucumoctu: API cpenbr

BoIntoTHeHUst 60T0B Gateway, Assistant, PostgreSQL. CocrosiHne: 6e3 TOKaIbHOTO COCTOSIHISI, CEPBHCHBIM



KOHTYp M (POHOBBII 00paboTuuk. OTKas3: OCTaHABIMBAIOTCS COOBITHITHBIE U KaJleHJapHbIe CIleHapUu
areHTOB.

Telegram bridge. Bxomsuit unrepderic: HTTP 18 110 BHyTpu KOHTYpa; BeOXyK IIyOIUKyeTCs uepes
HTTPS Bxonnot KoHTyp. 3aBucuMocTH: Gateway, Telegram APIL CocrosHue: 6e3 JIOKaIbHOTO
cocrosiHus; idempotency Bemercs uepes Gateway/BJl. Otkas: Telegram-o6paliieHus He IPUHUMAIOTCS
WJTH He TOCTaBIIAIOTCS.

MAX bridge. Bxogsamuit natepgeric: HTTP 18 120 BHyTpu KOHTYpa; BeOxyk myoOiaukyercs uepes HTTPS
BXOMHOU KOHTYD. 3aBucumoctu: Gateway, MAX Platform API Cocrosirue: 6€3 JIOKaIbHOTO COCTOSTHUS;
idempotency Benercs uepe3 Gateway/Bl. Orka3: MAX-o6paiiieHus: He IPUHUMAIOTCS WU He
TTOCTABIIAIOTCH.

Transcription ¢onoBbIi1 06paboTunk. Bxomamuit naTepderic: HTTP 8091 API mposepku
paboTocrocobHocTH/cepBUCHBIH API BHYTpH KOHTYpa. 3aBUCHMOCTH: 00'beKTHOE XPAaHUIHIIE,
Gateway/PostgreSQL, mocTaBInUK paclio3HaBaHHsA pedu IIpH BKiIoueHuH. CocrossHue: ouepens/B/l.
OrTkas: He CO3[AIOTCS TPAHCKPHUIIIIUH 1 3aBUCAIIIHE CBOIKH.

Sticker normalizer. Bxogsamuit naTepderic: HTTP 8092 API mpoBepku
paboTococobHocT/cepBucHBIi API BHYTpu KoHTypa. 3aBucuMmocT: Gateway, 00beKTHOe XpaHHUIIHIIE.
Cocrosrue: ouepens/Bl. Orkas: Menua/cTHKepHI OCTAIOTCSI 6€3 HOPMaTH3AIlH .

LiveKit. Bxomsiuit unrepgeric: HTTP/WS 7880, TCP 7881, UDP nuanason menua. 3aBUCUMOCTH:
Redis, 00bekTHOE XpaHUITHIIE Yepe3 BBITPY3KY, Bebxyk Gateway. Cocrosinue: menqua-ceccun. Otkas:
coob1reHus paboTaoT; 3BOHKHU, KOMHATHI, 3artucu 1 SIP-Menua HETOCTYITHBL

LiveKit Boirpyska. Bxopgsiuit uarepderic: BHyTpeHHUI POHOBBIN 00paborunk. 3aBucumoctu: LiveKit,
o6pekTHOe xpanuiuiie. CocrosHue: cocrosHue 3aganusi. OTka3: He CO3AIOTCs 3aIIICH 3BOHKOB U
9KCIIOPT Mefua.

PostgreSQL. Bxogamuit natepdeiic: TCP 5432 BHyTpH 30HBI JaHHBIX. 3aBUCHMOCTH: IIOCTOSHHOE
XpaHMJINIIE, THCTPYMEHTHI pe3epBHOro KonupoBaHusa. CocTossHIe: HCTOYHNUK UCTHHBI McKper. OTKas:
IIPOAYKT OCTaHABIMBAETCA MJIS OII€PALTUIL, TPEOYIOIITUX COCTOTHUS.

Redis. Bxomsamuit narepderic: TCP 6379 BHyTpH 30HBI JAHHBIX/CpeAbl BBIIOTHEHU. 3aBUCHMOCTH:
IIOJTMTHKA IIaMATH U O0TKazoycToiunBocTu. CoCTOsIHME: BpeMeHHOe COCTOSIHIE CPeIbl BBITTOTHEHNU .
OrTkas: gerpafupyoT IPUCYTCTBUE, OTPaHUUYEHHE YaCTOTHI 3aIIPOCOB, KOOPAMHAIINA MeHa U KI3IIIH.

NATS. Bxogsamuii natepderic: TCP 4222; moHuTOpHHT 8222, 3aBUCUMOCTH: XpPaHUJIHIIE/ TTOTUTHKA
JetStream mpu Braroueruu. Cocrosinue: cinoit coObiTnil. OTKa3: JerpagupyOT pacIpocTpaHeHe
COOBITUH PeaTbHOTO BPEMEHH, OUepeq U JOCTABKA IOTPEeOUTENAM.

O61BexkTHOE XpaHMIHIle. Bxomsmuit unrepderic: S3 API 9000; korcons 9001 mipu yGIuKaumu
OITepAI[MOHHOTO JOCTYIIa. 3aBUCHMOCTH: IIOCTOSTHHOE 00beKTHOe XpaHuiruiie. COCTOSHUe: BIOKeHN,
3anucy, apredakrtel. OTkas: BIoxeHus, 3anucu, uMmnopt, OTA-darins! u daiiyibl 3arpy3Ku HETOCTYITHBI.

Prometheus/Grafana/GlitchTip. Bxomsamuit uaTepderic: omepariuoHHbIE TOUKU HOCTYIIA.
3aBucumoctu: Bce cepBuckl /healthz u merpuku. CocrosiHue: qanHbie HabaogaemocTu. OTKas:
TepsieTcss HabII0qaeMOoCTh ¥ OTYETHOCTD 00 ommOKax, Ho He OM3Hec-maHHbIe VICKpBL.
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5.5 ITopTOBO-IIPOTOKOJIPHAA MAaTPHUIIA

[Ty6nuaHbIe IOPTHI MOTYT OBITH IIePeOIyOINKOBAHBI Yepe3 BXOTHON KOHTYP, 6aJJaHCHPOBIIIHK

Harpys3kKu njin KOpHOpaTI/IBHI)IIV/I O6paTHI)IIV/I ITPOKCH. BHYTpeHHI/Ie IIOPTHI HUIKE SABIIAIOTCA CEPBHMCHBIMU

II0pTaMu I/ICKpr, HCIIONIb3YEMBIMU B TUIIOBOU cXeMe BHEOPEHUI.

NcTouHUK

Web, Desktop, Mobile
KJIMEHTBI

Web, Desktop, Mobile
KJIMEHTHI

BpaysepHbIit BUIKET
Webchat

HOCTaBU_[I/IKI/I BHEIITHMX
KaHaJIOB

OG6paTHBIN IPOKCH

OG6paTHBIN IPOKCH

OO6paTHBIH ITPOKCU

Gateway

Gateway / Assistant /
¢oHOBBIE 0OPAGOTUHKH

Hasuauenue

ITy6muyHbBII BXOTHOI
KOHTY]

PeanpHOe BpeMs
Gateway

ITy6uyHbBIN BXOTHOI
KOHTYP

BxomgHOI KOHTYD
BeOxyKoB bridge-
CEepBHCOB

Gateway

Assistant

LiveKit

PostgreSQL

Redis

IIporokon / mopt

HTTPS 443

WSS 443

HTTPS 443

HTTPS 443

HTTP 18080

HTTP 8081

HTTP/WebSocket 7880
mau HTTPS 443 uepes
moMeH LiveKit

TCP 5432

TCP 6379

Hcnonp3oBaHue B

Hckpe

Be6-untepdeiic, REST
API, 3arpy3ku u
¢arpl 3arpy3Ku

CoOBITHS pealbHOTO
BpeMEeHH,
IPUCYTCTBHUE,
OGHOBJIEHHS JOCTaBKU

Co3smanue o6pareHunit
IIoceTUTeJIe caKTa

Cob6bITrst BEOXyKOB
Telegram/MAX

/v1/*, /api/*, /ws,
/embed, /healthz

MapirpyTsl 06paTHBIX
Bb130BOB OAuth: Bitrix,
HeadHunter,
KaJleHJapHble
MHTErpaliu

Curnanmsanusa Megua

[Tosb30BaTENIN, CECCUH,
YCTPOJICTBA,
IIPOCTPAHCTBA, IIpaBa,
JOUAJIOTH, COOOIIeHN ,
apeHbI 06paboTKHU

IIpucyTcTBHE, TUMUTHI
YaCTOTHI 3aIIPOCOB,
cirykeOHbIe KIIIIH,
KOOpAMHAINA Megua
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NcTouHuk

Gateway / cepBuCHI

MonuropuHr

Gateway

Gateway

Gateway

Gateway

Gateway

Gateway

Assistant / Event-
organizer

Telegram bridge

MAX bridge

Telegram bridge

MAX bridge

Kinnentsr

Hasxauenue

NATS

NATS monitor

O6BexTHOE
XpaHWINIIe

Assistant

Event-organizer

Webchat service

Transcription ¢poHOBBIN
06paboTUHK

Sticker normalizer

API cpenpl
BBITIOJIHEHMA OOTOB
Gateway

Gateway

Gateway

Telegram API

MAX Platform API

LiveKit media

IIporokon / mopt

TCP 4222

HTTP 8222

S3 API 9000 mau S3
TOUKa TOCTyIa
3aKasumkKa

HTTP 8081

HTTP 18084

HTTP 18082

HTTP 8091

HTTP 8092

HTTP 18080

HTTP 18080

HTTP 18080

HTTPS 443 outbound

HTTPS 443 outbound

UDP 62 000-62 050; TCP
7881 fallback

Ncnonn3oBaHue B

Hckpe

Pactipoctpanenue
COOBITUI PeaTbHOTO
BpeMeHH, COOBITHS
(POHOBBIX
06paGoTUUKOB,
JOCTaBKa
IOTPeOUTENAM

PaGoTocioco0HOCTD 1
MmouuTOpuHT NATS

Brnoxenus, sanucu,
HMIIOPT, apTedaKThI

Brizossr U, cBOmOK U
CepBHCa aTeHTOB

Opxkecrparus co6bITHI
areHTOB

YBenomiaenuga
MOCTABKHM U CECCUU
Webchat

3amanug
paciu@poBKHU ayAuo

3amanus
HOpMaJIM3aLIUNU
CTHKEpPOB U Meaua

Coo00111eHUS areHTOoB,
COCTOSIHHE ITOTOKOB,
3aIIpOChl Ha EWCTBHA,
Iepemayda OIepaTopy

Bxopsas/ucxopgsamias
mocraBka Telegram

Bxopsinas/ucxomsmnas
nocraBka MAX

API mocrasiiuka u
darianr

API nmocrasiuka

Ilepenmaua aynuo/Buneo
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HcTrounuk Hasznauenue IIporokon / mopt Hcnonbzosanue B

Hckpe
LiveKit Gateway HTTP 18080 O6paTHbIe BBI3OBBI
BeOXYKOB Meaua-
KOMHAT
SIP/PBX Mopyns SIP/Kamailio SIP UDP/TCP 5060/5062 TenedonHbIE
I10 IPOPHITIO CIleHapHuHu
BHEJpeHNA
Prometheus / blackbox ~ CepBucsr HTTP /healthz na ITpoBepku
18080, 18082, 8081, IOCTYITHOCTU
18084, 18110, 18120,
8091, 8092
OnepainnoHHBIE Grafana HTTPS 443 unu ITanenu MOHUTOPHHTA
IIOJIb30BaTEIU BHyTpeHHUN 3000 U OIIOBEICHUA

6. OcHOBHBIE ITOTH30BATENHCKIIE cneHapum

Enunoe paboyee MecTO KOMaH/IbI

CorpymHuK MOKeT OTKpbITE VIcKkpy B Opaysepe, Desktop-npunokennu nnu Ha tenedoHe. Bee KTueHTHI
paboTarT ¢ OMHUM CepBEPHBIM COCTOSHUEM: CIIMCOK JUAJIOTOB, OUepeau oOpalieHN i, COOOIIeHUS,
3BOHKHU U YBEeJOMJIECHUS CHHXPOHU3UPYIOTCS Uepe3 API 1 coObITHS pealbHOTO BpeMeHH!.

Oo6patieHus U3 pa3HBIX KAHAJIOB

Knuenr mosxet mpuiitu u3 Webchat, Telegram, MAX, nmy6anuHoro mpoduis win TeseOHHOTO KaHana.
Buemnuit kaHan nepenaet cobbitTue B Mckpy, Gateway cBSI3bIBaeT ero ¢ IPOCTPAHCTBOM, OUEPenbio U
OUAJIOTOM, a OIlepaTop BUAUT oOpallleHue B IPUBBIYHOM CIIHCKe Pa3TOBOPOB.

NHN-arear

NU-arenT npencrasiied B Mckpe Kak BUPTYaIbHBIN yYaCTHHK, B TOM YHCJIe KaK BUPTyalbHbBIM
omepatopa. OH IIOJydaeT TOJBKO pa3peleHHbIN KOHTEKCT, OTBEYAET ITOTOKOBBIM COOOII[eHUEM, CO3AET
3aIIpOC Ha [EeUCTBUE IS AeCTBUI C TIOATBEPKIAEHUEM U IIepefaeT oOpaleHue OIepaTopy, eCiau
ClieHapHu¥ BBIXOAUT 3a IIpeJesibl aBTOMaTH3alHH.

3BOHKHU U KOH(epeHIIU U

3BOHKU U KOH(epeHI[UU yIIpaBasioTcs n3 VICKpbI, HO MeIUanoToK o6ciyxuBaeT oTaenbHbIin LiveKit-
koHTYp. Gateway BbIaeT ImpaBa U TOKEHBI, a MeIUa-KOHTYP OTBEUYAeT 3a KOMHATHI, ayq10/BHU/IE0, 3aIIUCh
u SIP-cB3b.

7. KnueHTCcKUi1 c10¥ ¥ Ty OIIMIHBIE TOYKH JOCTYIIa

I/ICKpa IIOAAEPKUBAET HECKOJIBKO ITOJIB30BATEIIbCKUX HOBerHOCTefI.
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IToBepxHOCTB

Web

Desktop

Mobile

Webchat

s koro

aIMHUHICTPATOPBHI, OIIepaTOPHI,
PYKOBOIUTENH

OIlepaTophbl U COTPYAHUKU
HOAePKKHU

COTPYAHHNKHU B NBMIKEHUH,
PYKOBOOUTEIH, NEKXYPHBIE

IIOCETUTENIN camiTa

Yro maer

Hactporika nipocTpaHCTBa,
ouepefet, KAaHAJIOB, paboTa ¢
obpaleHusAMU

ITocrosiHHOE pabouee OKHO,
yBeZOMIIEHUS], OBICTPBII HOCTYII
K quajoramM

BricTphle OTBETHI, 3BOHKH, push-
yBeIOMIIEeHUs

Obpaiiienue B KoMaHay 6e3
YCTaHOBKU IIPUJIOKEHUS

Knuentsr He XPpaHAT CEPBEPHDBIE CEKPETHI. Ounnu IIOIYYaroT IT0JIb30BATECJIIBCKUE TOKEHDI, pa6OTaIOT qepe3

ny6nuynble API 1 monyuaror usMeHeHUs yepes KOHTYp peasbHOro BpemeHu. Desktop- 1 Mobile-

KIIMEHTbI PaCCMAaTpHUBAIOTCA KaK HENOBEPEHHAA Cpeaa: mrobas OIl€épanus ITIOBTOPHO IIPOBEPAETCA Ha

Gateway.

HY6JII/ILIHI)II‘/'I KOHTYDP HpOMbIU.UIeHHOfI MHCTAJUIAIIMM BKJIOYAET:

«  HTTPS Touky mocryma mis Web u API;

+  WebSocket Touky mocTyma mist peabHOTO BpeMeHU;

« HTTPS Touky mocryna gns Webchat 1 Be6XyKoB BHEIITHUX KaHAJIOB;

« nybunuuHy TOUKy mocrymna LiveKit mnsa cursanusanuu Menua;

« UDP/TCP noprsr Mmegua ans LiveKit;

« SIP Touka mocTyma I ONITMOHAIBHOTO MOXYJIA TeJIe(POHUH.

8. Gateway kak eHTp OM3HeC-COCTOTHUS

Gateway - IeHTpaJIbHBIN yIIpaBIAIOIINNA KOHTYp Mckpsl. OH oTBedaer 3a TO, UYTOOBI y KAKIOTO JEHMCTBH

ObLI HpaBHJ’IbeIﬁ II0JIb30BATEIb, IIPABUJIBHBIE ITpABa, HpaBI/IJIbeIﬁ O0BEKT U IIpaBUJIBHOE COCTOSHMUE.

B Gateway cxopmarcs:

. aBTOpU3anyid, CECCUU U YCTPOfICTBa;

+  IIOJIB30BATENH, IPOQIIIH, IIPOCTPAHCTBA, YIACTHUKHU U POJIU;

e IOUAJIOTH, COOOIIEHUS, Ouepequ 0OpalleHu T, JOCTaBKa U COCTOSTHIE HEIPOUUTAHHBIX

COOOIIEeHNIT;

. COOBITHS P€ATIBbHOTO BPEMEHU;

. KOH(PUT anua -a'€HTOB KaK BUPTVaAJIbHBIX HOJIBSOBaTeJIefI;
y nn y

. BbIJa4da JOCTYIIOB K 3BOHKaM U KOHQ)GPGHHI/IHM;

. IIOOKIIIIOUE€HNME€ BHEIIIHMNX KaHAJIOB,

»  6uuHT, OTA-darinsl, Qariisl 3arpy3KU U CIyKeOHble 0OpaTHbIE BHI3OBBI;
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+ KypHaubl coobrTui moagcucrteM Webchat/Event-organizer.

Jli1g KOpIIOpaTUBHOTO BHEAPEHUS 9TO 03HAYAET, UTO YIIpaBJIeHHUE CTPOUTCS BOKPYT €AMHOTO LEeHTpa: KTO

BOIIIEJI, KTO HAIKCAJ, KTO OTBETHJI, KAKOIl areHT y4acTBOBAJ, Koraa obpaliieHue ObLIO IepeIaHo

orreparopy, KaKoI1 BHENITHUIM KaHa co3gan COOBITHE 1 KaKHe CUCTEMHbBIE OeCTBUS OBLIM BBIIIOJIHEHBI.

9. [laHHbIEe U BJIaJJeHUEe COCTOSHIEM

I/ICKpa pa3gessieT IIOCTOAHHOE 6H3HCC-COCTOHHI/IC, BpEMEHHOE COCTOsITHHE CPEAbI BBITIOJTHEHM A, COOBITUA

nu MEI[I/Ia-O6’beKTbI.

Tuno maHHBIX

IlocTosHHOE GU3HEC-
COCTOSIHIIE

BpeMeHHOG COCTOAHME

Cpeabl BBIITIOJITHEHIA

Co0pITHA U
pacrpocTpaHeHue
COOBITUI

OO0BeKTHI U Meana

Menua-ceccuu

I'me HaxoouTcsa

PostgreSQL

Redis

NATS

O61BexTHOE
XpaHUJIHUILE

LiveKit

IIpumepsr

M10JIb30BATENM, CECCUH,
YCTPOJMCTBA,
[IPOCTPAHCTBA, POJIH,
IHAJIOTH, COOOIIEHUS,
OYepemu, areHThI,
apeHabl 06paboTKH,
JKYPHAIIBI COOBITHIA
MOJICUCTEM

IIpUCYTCTBHE,
OTpaHMYE€HNE YaCTOThI
3aI1rpocoBs, CJIY>I<€6HbIe
K3IIITN

pacIpocTpaHeHHe
COOBITHI PeATHHOTO
BpeMeHH, COOBITHS
oTpeduTeNelt,
COOBITHS (POHOBBIX
06paboTUNKOB

BJIO)KEHUS, 3aITUCH,
apredaxrsr, OTA-
¢artiel u Paimsl
3arpy3KHu

KOMHAaTbI 3BOHKOB,
yuacTHUKH, SIP-
IIOTOKH

Tpe6oBanus

PesepBHOE
KOIIIPOBaHUE,
IIpoBepKa
BOCCTAHOBJICHUS,
MUTPaLUU, THAEKCHI,

IyJI COEAMHEHNU

KouTpoas mamaru,
TTL, monutuka

BBITECHEHMA

Cpox xpaHeHHs,
MOHHUTOPUHT
3aIep>KKU, IIOBTOPHAs
JOCTaBKa

O61uit mocTyn ais
BCEX 9K3eMILISIPOB,
JKU3HEHHBIN IIUKII,
pesepBHOe
KOIIMPOBaHMe/peIlIuKa
LU

CereBoIf MOHUTOPHHT,
ILIaHMPOBaHNeE

€MKOCTH

KiroueBoit npunnumn: Gateway ympasisfeT OM3HeC-COCTOSIHHEM, a CIeIIHATH3UPOBaHHbIE KOHTYPBI

00pabaThIBalOT CBOO YacTh paboTsl. Hampumep, LiveKit He perrraer, KTo nMeeT IpaBo YYACTBOBATH B

3BOHKE; 3TO pEIIaeT I/ICKpa, a 3aT€M BbIacT Hy>KHbIﬂ AOCTYII.

JlokanpHBIN AMCK HIPUKIATHBIX KOHTEWNHEPOB WU VM He MOJIKeH HCIIOJIb30BaThCA KaK MCTOUHUK

HCcTHHBI. Bce maHHBIE, KOTOpBIE JOJDKHBI IIEPEKUTDh PECTApT, IIEPEHOC MIIM MacIITabupoBaHUe
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9K3EMILIAPOB, DOJKHBI HAXOOUTHCA B PostgreSQL, 00BEKTHOM XpaHWIHUINE UJIHN APYTOM COTJIAaCOBAHHOM

CEPBHCE C COCTOSTHUEM.

10. PeanpHOE BpeMs 1 CHHXPOHU3AIHS

KoHTyp peasbHOTO BpeMeHU HYKeH [JIs TOTO, YTOOBI OIIepaTOphI U II0JIb30BaTeIN BUIEIHU U3MeHEeHNs
6e3 mepesarpysKu:

e HOBBIE COOOIIIEHN;

+ HU3MeHeHUe cTaTyca oOpaleHus;

¢ IPOUYTEHUS U HeIIPOUUTAHHBIE CUCTUUKU;
e COOBITHA 3BOHKOB;

«  coObITHs HabOpa TEKCTa U IIPUCYTCTBUS;

e moTOKOBbIe oTBeThI IM-areHTOB.

Knuenrtckoe IIPUJIOKEHUE TIOJTYUaAET HaYaJIbHBIN CHUMOK COCTOSTHUS uepes API, 3aTeM CIIyHnIaeT

WebSocket. Eciiu CO€JMHEHNE IIPEPBIBACTCS, KIIMEHT MJINM CpE€aa BBIIIOJTHEHNA IIEPEUYUTHIBACT COCTOAHIIE

U IIpogoJnKaeT pabory. KoppekTHOCTD He HOJKHA 3aBHCETh OT TOTO, K KaKOMY ak3eMILtapy Gateway
TIOKJIIOUEH KJIMEHT.

ITpoMBIlIIeHHOE IIPABUIIO: COOBITHS pealbHOTO BpeMEeH! He JOJDKHBI JKUTh TOJIBKO B IIAMATH OJXHOTO
mportecca. 9k3eMIUIApbl Gateway JOJKHBI HCIIOIB30BATh OOIIHII KOHTYP PACIIPOCTPAaHEHUA COOBITHIH,
KJIMEHT JOJDKEH YMETh BOCCTAHOBHUTHCSA Uepe3 CHUMOK COCTOSHUS.

11. UN-areHTHI

WU -arent B Vckpe - 3T0 He BHEIIHAS CYLIHOCTH 6e3 KoHTpousd. OH IpecTaBieH KaK BUPTyalbHBIN
II0JIb30BATENb U ITOAYMHAETCA IIPaBUIIAM IIATQOPMEL.

ApPXUTEKTYyPHO areHT COCTOUT HU3:

. HNAEHTUYHOCTD: UM, aBaTap, BUAMMOCTD, yHaCTHE B IIPOCTPAHCTBE;

+ ydeTHBIe JaHHBIE: TOKeH 00Ta, KOTOPBII XPAaHUTCS TOJIBKO Ha CEPBEPHOI CTOPOHE Cpebl

BBITIOJTHEHM A,
. cpena BBIIIONTHEHMI: CEPBUC, KOTOprfI CIIyLIaeT COOBITUSA U IIPUHUMAET PEIICHUA]

. KOHTEKCT: IIOCIIEJHIIE COO6IH€HI/IH, CJ'IY)KC6HBIC 3aM€ETKHU, pa3p€lleHHbl€ JaHHbIEC 1

MHCTPYMEHTHI;

. OTBET: IIOTOKOBOE COO6ILI€HI/Ie, 0o0BIUHOE COO6H_ICHI/Ie, 3aIlrpoc Ha OevcTBUe WU IIepegayda

oIIepaTopy.

a

[ mpemoTBpaleHus y0ieit UCIOAb3yeTcs apeHaa 06paboTKU OHOTO AKTUBHOTO ITOTPEOUTENS: OMUH

areHT He JOJDKEH OTBeUaTh M3 [BYX IIPOIECCOB CPEIbI BHIIIOIHEHNs OMHOBpeMeHHO. Ecitu cpena
BBIIIOJTHEHYSI OCTAHABJIMBAETCS, HOBBI IIPOLIECC IIOJIyUaeT HOBYIO apeHy 00paboTKH U IIPOJOJIKAET
pabory.

KopnopaTtusHsbiilt koHTpOons MU

NU-kouTyp Uckpsl siBIAseTCI HOAAEep)KUBaeMbIM MoayJeM. [Ipodunib BHegpeHUS PUKCUPYeET:
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*  KaKue IIPOCTpPAaHCTBa M ouepegu MOTYT HCII0ab30BaTh Ml-areHToB;

*  KaKue JaHHbIe MOTYT IIOIIAJaTh B IIPOMIITHI U KOHTEKCT;

e HCHOJb3yeTcs BHEMIHUN IocTaBUIUK LLM uIu BHYTpeHH:S COBMeCTHMas TOUKa JOCTYIIa;
»  paspellleHa JIU BBIIPy3Ka M3 JIOKAJIBHOTO KOHTypa K ITocTaBIuKy LLM;

+  Kakue JeHCTBUI HHCTPYMEHTOB TPeOYIOT IIOATBEP/KACHUS YeJIOBEKOM;

+  KaKue JeVICTBUS areHTa JOJDKHBI ObITh JOCTYIIHBI [JIS PAacCIeJOBAHUS Uepe3 COCTOSHIe
PostgreSQL, mpukiagHble Ky pHaIbl U )KypHaJIbl IIOACHUCTEM;

. KaKHe€ OrpaHHMUY€HUs CPOKa XpaHEHU HeﬂCTBYIOT AJIA IIPOMIITOB, KOHTEKCTa U CJIy>K66HbIX
3aMETOK.

Brenrnuit nocraBiuk LLM aBigeTcs oTaeabHOM HCXOAIIel nHTerpamnueii. [JaHHbIe ITIOKUIAI0T KOHTYP
3aKa34YMKa TOJIBKO B paMKaX SIBHO pa3pellleHHOro IyTH HHTerpanuu. Eciau moanTrka 3akasuyuka
3alpelaeT BHEIIHIOW BeITPY3Ky, IM-koHTYp paboraer uepe3 BHyTpeHHI0I0 LLM Momensb, BHyTpeHHETr0
COBMECTHIMOT'O IIOCTABIIIMKA MJIM OTKIIIOUAETCS KaK PYHKIIMOHAIBHBIN MOIYJIb.

12. UHCTpYMEHTHI U Ilepeiaya orepaTopy

He KaKgoe ﬂeﬂCTBHe areHT OOJIXKE€H BBIIIOJIHATH CAMOCTOATEIIIBHO. HJIH HCIZCTBHIZ C IIOCIIEACTBHUAMM
HCIIONIBb3YETCA MOAETD IIOATBEPKACHUA:

*  areHT CO3Ja€T 3aIpOoC Ha JEMCTBUE;

+  UeJOBEK WJIM JOBEPEHHBIN 00paboTUMK IOATBEP)KAAeT NelCTBHUE;

*  pe3ynbTaT BO3BpAllla€TCs areHTy;

+  areHT IIPOJOJIKAeT PasroBOPp HIIM IepefaeT obpalleHue oIepaTopy.
Ilepengaua omeparopy Hy:KeH, KOTa:

*  KIIMEHT IPOCHUT YeJIOBEKA;

* areHT He YBEPEH B OTBETE;

o meiicTBHe TpeOyeT IIOTHOMOYHUN OIepaTopa;

*  CIIeHApUM BBIXOOUT 3a IIpedesbl prompt 1 pa3pelleHHbIX HHCTPYMEHTOB;

+  BO3HHKAaeT OIIMOKA BHELIHETO IOCTABIIMKA.

Taxo¥ ITOAXO CHUYKAET PUCK aBTOMATUUYECKUX AeHcTBUIT 6e3 KOHTpous u Aenaer VM-arenTa yacTpio
KOMAaHbI, & He HEIIPO3PAUYHBIM BHELITHUM GOTOM.

13. Menua, 3BOHKH U TenedOHUs

Menua-KOHTyp OTAeJIeH OT OCHOBHOTO CEPBEPHOTO KOHTYpa. ITO BayKHO, IIOTOMY UTO ayA10/BHIE0
TpebyeT apyroii cereBoit Momenu, UDP-gocrynmuocty, SIP-uHTerpaninu 1 OTAEIBHBIX PECypCoB.

Ponu xoMmoHeHTOB:
+  Gateway co3maer 6U3HeC-COCTOSIHIE 3BOHKA U BBIIAET JOCTYIT;

« LiveKit o6cnykuBaer aynuo/Brumeo KOMHATHI;
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. BBITPY3Ka OTBEYAET 3a 3aIlNCh U BBIT'PY3KY;

« ¢ouoBbII 06paboTunk Transcription o6pabareiBaeT pacirndpoBKy ayquo IIPU BKIIOUEHHOM
TpPaHCKpUOAIUY;

» Assistant mogroraBiIMBaeT CBOAKY II0cie pacIIN(pPOBKH IIPU BKIOYeHHOM cueHapuu M-
CBOJKH;

« Kamailio u LiveKit SIP mogkiafouaroT TesrepOHHBIE CLIEHAPUH.

Il mostb30BaTeNsA 3TO BBIVIAAUT KaK €IMHBIN 3BOHOK B MCKpe, HO TeXHUUeCKN MeqHua-KOHTYP
MacITabupyeTcs, MOHUTOPUTCS M JUATHOCTHUPYETCs OTAEIBHO.

Menuna-KoHTYp TpeOyeT OTIeIBFHOTO CETeBOTO IIPOEKTHPOBAHUS:
«  myGiHYHAS TOUKA JOCTYIIA [JIsI CUTHATUBAIIN;
o TCP fallback mns cereit, rme UDP orpanuues;
o UDP-nnanasou mia WebRTC-menna;
«  KoppekTHas ny6mukanus myonuyunoro [P/NAT;
«  OTHENbHOE IUIAHUPOBAaHUE €MKOCTH IJIS 3aIIHCEH U BBHITPY3KU;

« ormenbHag quarHoctuka SIP-tpaduka, eciiu mogkimouaercs PBX.

14. BHemnHMe KaHAJIBI

Vickpa nmognep;KuBaeT IIpueM oOpallleHUT U COOBITUI 13 BHEIITHUX KaHAJIOB:
«  Webchat Ha carire;
+ Telegram;
«  MAX;
« remedonus u SIP/PBX;
+  push/SMS cobbITus;
+  BHEIIHHUE CePBUCHI-KOHHEKTOPHL.

Kaskp1it KaHA DOJDKEH OBITh IIPUBA3aH K IIPOCTPAHCTBY, IIyOIHYHOMY IPOQIIIIO, OUepey MU APYToi
TOYKe MapIIpyTH3aluy. BHeITHNIT KaHaJI He NOJDKEH HaIIPsSMYI0 MEHATh BHyTpeHHee COCTOsiHUE 6e3
npoBepku: Gateway BAIMIAUPYET CEKpeThl, HCTOUHUK, ITpaBa U OM3HEC-KOHTEKCT.

Bridge-cepBrc moinKeH paccMaTpHUBAThCA KaK IIOTPAHUYHBIN KOMIIOHeHT. OH IpUHUMAeT IO0JIe3HYI0
HarpysKy BHEIIIHEeTO ITIOCTaBII1Ka, IIPOBepsAeT HCTOYHUK, HOPMATU3YeT COObITHe, 0OecIIeInBaeT
IedyITHKAllMIO U IepefaeT HOpMaln3oBaHHOe AelicTBue B Gateway.

15. BesonmacHOCTPH U TPaHUIIBI JOBEPUS
ApxurexTypa VICKpbI HCXOQUT M3 HECKOJIBKUX IIPABILIL:
+  TI0JB30BaTesIbcKue KineHThI paboraror mo HTTPS u WebSocket;
+  cepBepHBIe ceKpeThl He mepenatorcst B Web/Mobile/Desktop kineHTSr;

. TOKeH 60Ta XpaHUTCA TOJIBKO B CPENE BBIIIOJTHEHU S ar€HTa;
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+  BHYTpeHHUe 00paTHbIE BHI30BBI 3AIUIIAIOTCS 00IIUMU cekperamu, mTLS miru ceTeBoit
TIOJIMTUKOII;

+  BHeIIHHe KaHaJIbI IIPOXOIAT uepes bridge-cepBuchI U CII0IT KOHHEKTOPOB;

« UU peticTBUS MHCTPYMEHTOB HODKHBI MMeETh ITOATBEP)KIEHNE TaM, TIe eCTh OM3HeC-PUCK;
«  Meaua-AOoCTyII BbImaercs uepe3 Gateway, a He HaIpsIMYIO IIOJIb30BaTeJIeM;

s COCTOSIHHE OUAJIOT'OB U IIPaB XPaHUTCH LIEeHTPaJIN30BaHHO;

. 0asbl AaHHBIX M OUe€pean JOCTYITHBI TOJIBKO M3 JOBEPEHHDBIX IIPUKIAAHBIX 30H.

15.1 AyreHTU(UKAIINS IT0TIB30BaTeNen

B rexymeit peanusannuu Mckpa ncmonp3yer ayTeHTH(PHKAIKIIO IToJIb30BarTelell B Gateway. OcHOBHad
MOJIeJIb BXOMa - IIOATBepKIeHne HoMepa TeJledoHa OMHOPA30BBIM KOIOM; HOIIOTHUTEIbHAS MO -
BXOJI Uepes IpuiIoKeHHe-ayTeHTHPuKaTop 1o TOTP-koxy miisa moap3oBaTesell, y KOTOPBIX TaKOH CIIOCO6
BKJIIOUEH.

INogmep:xuBaeMble ITIOBEPXHOCTH ayTEeHTHQHUKAIIIU:

+  3ampoc, IOBTOPHAs OTIIPaBKa M IIpoBepKa OHOpa3oBoro kopa: /vl/auth/request-otp,
/vl/auth/resend-otp, /vli/auth/verify-otp;

«  3ampoc W IIpOoBepKa BXOMa uepes IpUIOKeHNne-ayTeHTHUKaTop: /vl/auth/request-
authenticator, /vli/auth/verify-authenticator;

. obHoBIeHue ceccuu: /vil/auth/refresh;
e BBIXOH U OT3bIB ceccuu: /vl/auth/logout;

«  peructpauus u oGHOBIIEHHE YCTPOIICTBA IMOIb30BarTens: /vl/auth/devices,
/v1l/auth/devices/me.

Gateway xpaHHUT cocTosiHHe ayTeHTHuKanuu B PostgreSQL:
+  USEers: IIoJb30BaTelb, X1 TeJdedoHa, 3alru@poBaHHBIN HOMep TelaedoHa, IPOQHIb U CTATYC;

+ otp_requests uotp_delivery_attempts: sampocsl 0HOPa30BHIX KOJOB, IIOIIBITKU
JOCTaBKH, CPOK JIEMICTBHS, OCTATOK IIOIIBITOK;

« authenticator_verification_requests, authenticator_enrollments,
user_authenticator_credentials, authenticator_login_challenges: mposepka,
nopkiIoueHMe U ucnoiab3oBanue TOTP-ayrentudukarTopa;

« sessions u session_refresh_token_grace: refresh-ceccuu, porarus refresh-toxenos,
grace-epuox mpensiayero refresh-tokena, oT3sIB ceccnmy;

« devices: 3aperucTpupoBaHHBIE YCTPOMCTBRA, Iiatopma, push-trokenst, VoIP push-tokens: n
BpeMs II0CJIeJHEH aKTUBHOCTH.

Access-TokeH saBisiercs JWT, mognucanHbIM cekpeToM Gateway. B TokeHe PpukcupyroTcsa sub,
session_id, device_id, iat u exp. Refresh-roken xpaHuTcs y KiIMeHTa KaK CIyJallHbIN CEKPET; B
PostgreSQL xpaHuTcs TonbKo ero xatil. [Ipu o6HOBIeHNYU ceccuu Gateway BBITYCKaeT HOBYIO ITapy
TOKeHOB U porupyer refresh-troxen. IIpu BbIxofe ceccrs oT3bIBaeTcs uepes 3anuch revoked_at.

JI7151 IpOMBIIIUIEHHOTO BHEPeHUs PO HIIb BHEIPEHUS JOJDKECH 3aDUKCHUPOBATb:
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+  paspellleHHBIe CIIOCOOBI BXOAa: ogHOpa3oBsii kox, TOTP-ayTeHTHHKATOp, KOPIIOPATUBHBII
SSO npu BKIIOUEHUH;

e IIOCTaBIIMKA JOCTAaBKU OJHOPA30BBIX KOJOB M pa3pellleHHble KaHaJIbl JOCTaBKU;

+  CpOK [eiCTBUS access-TOKeHa, refresh-rokena, omropasosoro koma u TOTP-3ampoca;
«  JIMMUTHI 3aIIPOCOB U IIPOBEPOK OAHOPA30BHIX KOIOB;

o TpebGOBaHUS K PETUCTPAIINHU YCTPOICTB U OT3BIBY YCTPOICTB;

« CpOK XpaHeHHs 3amluced otp_requests, otp_delivery_attempts, sessions, devices u
JAHHBIX ayTeHTH(QHUKATOPa;

. OTBETCTBEHHOTO BJIa€JIbIla CO CTOPOHBI 3aKa3UMKa 3a IIOJIUTUKY ceccHIl U OT3bIB JAOCTYyIIa.

Kopmoparusasiii SSO/IdP B 31011 cienu@uKanmuy OINCeIBaeTCs KaK IOAep>KUBaeMBbII IIPOPUIIb
BHeIPeHHs, a He KaK 0053aTeIbHBIN cI1oco6 Bxoaa mo ymordanuio. [Ipu Bxirtouennu SSO npoduitb
BHeIPeHHs JOJDKEH OTHeIbHO openexuts IdP, mporokor, comocraBieHue IIOIb30BaTeIel, TPYIIT U
poJieli, )KU3HEHHBIN IIUKJI II0JIb30BaTeNell, IpaBHUIa BbIX0Ma, NCTeYEHNE CECCUU U IOPATOK OT3bIBA
nocrytma. [lo yTBep;KIeHusA 3TUX ITapaMeTPOB IIPOMBIIIIEHHBII SSO He cYMTaeTCs] BKIIOUEHHBIM.

15.2 HocTyn u ponu

MunumManabHas KOpIIopaTHBHAA MOAEJIb JOCTYIIA JOJIXKHA BKIKOYATh:
. II€EPpCOHAJIBbHBIE YUETHBIE 3aIIHCHL HOHB3OBaTeJIeﬂ;
+  pOXIU Ha ypOBHE IIPOCTPAHCTBA U OUYepeell;

+  pasfgeileHHe aflMHUHHCTPATOPOB ILTaT(POPMBI, aIMIHHUCTPATOPOB IIPOCTPAHCTBA, OIIEPATOPOB U
OOBIYHBIX ITOJIb30BATEJICI;

. OTHeJIbHBIN AOCTYII CEPBHUCHBIX YUETHBIX 3aIrtucent;

«  IIPOLEAYPY OT3bIBA YCTPOVICTB, TOKEHOB, YUETHBIX JaHHBIX OOTOB 1 CEKPETOB KOHHEKTOPOB.

15.3 CexpeTsl 1 cepTUPUKATHI

ITpombllieHHBIE CEKPETHI JOJLKHBI XPAHUTHCA B YTBEP/KIEHHOM XPaHUIHNIIE CEKPETOB 3aKa3uHuKa MU

B 3alI[UIIIeHHOM MeXaHHU3Me pa3BepThIBaHU:A. K TaKMM ceKxpeTaM OTHOCSATCA:
« yueTHbIe maHHBIE B/l;
+ yuerHsle naHHble Redis/NATS mpu BKIIOUeHHOI aBTOPU3AIUH;
+  KIIIOYM JOCTyIIAa OObeKTHOTO XPAHUIIHIIA;
« API-xmrou u cexper LiveKit;
e TOKEHBI 0OTOB;
+ yueTHBbIe JaHHBIe ITocTaBiuka LLM;
+  CEeKpeThI BeOXYKOB U 00II1e CeKpeThl BHEIITHUX KaHAJIOB;
+  yueTHbIe faHHBIe push, SMS u GunnHra;

« TLS 3akprIThIE KIOUH.
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CexpeTsI JOJDKHBI IIOAAEP/KUBATh POTALIUIO 63 PyYHOTo H3MeHeHusA Kofa. CepTHuPUKAThI ITyOTMIHBIX
TOYEK JOCTYIIa IIPUHAJIEKAT HHPPACTPYKTYPHOMY KOHTYPY 3aKa3uHKa MM COTJIACOBAHHON 30He
OTBETCTBEHHOCTH ITOCTABIIHKA.

15.4 IlIu¢poBaHme 1 XpaHeHUE TAHHBIX

Tpaduk Mexay ITOIb30BATENAMH U IIYOINIHBIMH TOYKaMHU JOCTYIIa JOJDKeH ObITh 3aruineH TLS.
BHyTpeHHHe cOeIMHEHUs JOUKHBI OBITh 3alIUIIeHbI OHUM U3 IO Aep>KUBaeMbIX KOPIIOPATHBHBIX
IIOIXOMIOB: CETEeBBIMU IIOJUTHKAaMHU B yacTHOM cetr, mTLS miu cepBucHoi mesh-momensio. BeibpanubIi
IIoaxoJ UKCUpPYeTCs B IIpoduie BHEAPEHUS.

MTudpoBanue qaHHBIX Ha JUCKe obecrieunBaeTcs cpenctBaMu PostgreSQL, crcteMbl XpaHeHNs HITH
HHEQPACTPYKTYPHOH IIONTUTUKY 3aKaszuuka. OOBeKTHOE XPaHIIIHIIE JOJKHO IIOAIeP’KUBATH KOHTPOJIb
IOCTYIIa, >KU3HEHHBIH UK U 3allIUTY OT CIIyYalHOTO YOAIEeHHs B COOTBETCTBUH C TpeOOBAHUIMU
3aKa34yMKa.

15.5 Peanu3oBaHHBIE )KyPHAJIBI COOBITHII

B rexyment peanusanuu VICKpbI HeT eTMHOTO IUIATGOPMEHHOI0 )KypHaIa ayJUTa, ITIOKPHIBAOIIIETO BCE
IeWCTBUA II0JIb30BaTelNd, afMUHHUCTpaTopa, Gateway, Ull-arerTa 1 Menua-KOHTypa.

HpO,HYKT COXpaHAET OTAEJIbHBIE J)KYPHAJIbBI COOBITUII B CJIEAYyIOIINX IIOACHUCTEMAX:

« webchat_audit_events: co6srrus Webchat-ceccuit, umenrtuduxanmu moceruress, WebSocket-
TIOIKJIIOUEHUsI, PEaKI{Uii, 3BOHKOB, COOOIIEHU U 3aTPy30K;

« event_audit_log: meitictBua cueHapues Event-organizer, Bkirtodast 3aIlyck, U3MeHEeHUE
3aMeTOK, Kommmrsanuo workflow, uMmopT monyuaresnert, yaajaeHne moxyyaTenei U qpyrie
JeMCTBUSA BHYTPHU event-run.

9TH Ky pHaJIBI OIIMCHIBAIOT COOBITHS CBOUX IIOACHCTEM U He SBJIAIOTCS eIHUHBIM KOPIIOPATHBHBIM

KypHaJIoM ayauTa Bcel miardopmbl. Coositus Gateway, yIpaBiIeHHUA POISIMH, CECCUI IT0Tb30BaTeNCH,
VU-areHTOB, Me1a-KOMHAT 1 BHEIIHUX bridge-cepBUCcOB He MOKHBI CYUTATHCS IIOKPBITBIMU €TUHBIM
ayIHUTOM, €CJIM 3TO SIBHO He pealn30BaHO B KOHKPETHOH IIOCTaBKe U He YKa3aHo B IIpoguile BHEAPECHU.

Jlns1 pacciemoBaHUMA IO COOBITHAM, He BXomAIuM B webchat_audit_events u event_audit_log,
HCIIONB3YIOTCA IIPUKIaJHbIe KYPHAJIbI CEPBUCOB, KypHaAIBI HHPPACTPYKTYPHI 3aKa3UMKa U JaHHBIE
PostgreSQL, nocTymHbIe B paMKax IIpaB afMHUHHUCTpaTopa BJl 1 sKCcIITyaTallMOHHBIX IIPOLIEAYP
3aKa3uHKa.

15.6 Martpuna cexperon Mckpsl

Marpuna cexpeToB UKCHpyeTcs B IIpodriie BHEAPEHN A II0 KOMIIOHeHTaM. [IJIs Ka)KIoro KOMIIOHEHTa
YKa3bIBAIOTCSI KJIACC CEKPeTa, MeCTO HCII0Ib30BaHMUS, BIafesel], CIIoco0 XpaHeHUs U Ipolieaypa
poTanuu.

Gateway. Cekpersr: IWT_SECRET, yuerHble qaunusle PostgreSQL, kimoun 06beKTHOTO Xpanuiuia, API-
xirtou U cekper LiveKit, o61iue cexpeTsl KOHHEKTOPOB, KU IITUPPOBAHUS CEKPETOB ayTeHTUPUKATOPA.
Wcnonp3oBaHMe: aBTOPHU3aIlUs, CECCUH, BbIIadya MeI1a-TOKeHOB, BIOKEHU s, BHEIITHIE KaHaJbI,
OJHOpa30BbIe KOABI U ayTeHTH(HUKaTOp. PoTarus TpefyeT mociieqoBaTeIbHOTO Iepe3amycka Gateway u
IIPOBEPKU aKTUBHBIX CECCUI U TOKEHOB.

Assistant. Cexpersr: API-xrroun nmocrasinukos LLM, npeatudukarop u cekper OAuth-kianenTa mis
Bitrix, HeadHunter, kanenmapeit Google/Yandex/Apple, xiaoun Be6-morcka. McrionpzoBanue: U-oTBeTHI,
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CBOAKH, MHCTPYMEHTDI ar€HTOB, MHTETpAll KaJI€EHOapa 1 ITIOMCKaA. POTa]'_II/IH BBIITOJIHAETCA II0 KaXKOOMY
ITIOCTAaBIIIUKY; CHEHAPHUHU ar€HTOB IIPOBEPAIOTCA ABIMOBBIM TECTOM.

Webchat service. CereTbI: WEBCHAT_SESSION_SECRET, WEBCHAT_IDENTITY_HS256_SECRET, cexper
BHEIITHEeTO KoOHHeKTopa. Vcmonbp3oBanue: ceccuu Webchat, nnentudukaiius moceturess, o6paTHbie
BBI3OBBI JOCTaBKU. Portarus Tpe6yeT cTpaTeruu Ajist akTUBHBIX ceccuit Webchat.

Telegram bridge. Cexpersr: TELEGRAM_BOT_TOKEN, EXTERNAL_CONNECTOR_SECRET. Vcnons3oBaHue:
rmpoBepka BeOxyka Telegram, Ber3oBsr API mocrasiruka, qoctaska. Porarius TpeGyer 06HOBIEHUS
BeOXyKa M KOHQUTYpAI[H [IOCTABIIIHKA.

MAX bridge. Cexpersl: yueTHbIe qaHHbIe ITocTaBiirka MAX, EXTERNAL_CONNECTOR_SECRET.
Ucnonp3oBanue: mpoBepka Bebxyka MAX, Bri3oBer API mocraBiniuka, qocraska. Poramus Tpebyer
OOHOBJIEHHS HAacTpoek mHTerpanun MAX.

LiveKit / Beirpyska. Cexpersr: LIVEKIT_API_KEY, LIVEKIT_API_SECRET, K04l 00'beKTHOTO
xpaHmwInia. Mcrnonb3oBaHue: IpoBepKa TOKEHOB KOMHAT, 3aIIMCH, BBITPY3Ka 3amnucell. Potanusa
cuHXpoHHu3upyerca Mexkny Gateway, LiveKit u KoHTypoM BBITPy3KH.

O6rpexTHOE XpaHUIHIIe. CeKpeThl: KIII0Y JOCTYIIA, CEKPET U yUeTHbIE JaHHbIE IIOTUTHKHU OaKeTa.
Vcnonb3oBaHMe: BIOKEHHUS, 3aIIUCH, UMITOPT, apTedakTsl, OTA-daitnbl u daitinbl sarpysku. Poranus
IIPOBEPSAETCS JbIMOBBIM TECTOM 3arpy3KH U BBITPY3KHU.

PostgreSQL. Cexpertsl: yueTHBIE JaHHBIE IPUKIATHOU B/l, yueTHBIe TaHHBIE MUTPALINI, YUETHBIE
IaHHBIE Pe3epBHOTO KomupoBaHusl. Vcnonb3oBaHue: 6M3HEC-COCTOSTHUE, CECCHUU, YCTPOMCTBA, KYPHAIbI
COOBITUM TTOACUCTEM, KOHPUTYpAI[UU areHTOB, apeH bl 06padoTku. Porarius cormacyercs ¢ myramu
COeqVHEHNH ¥ HHCTPYMEHTaMHU Pe3epBHOTO KOIIHMPOBAHUS.

Redis / NATS. CexpeTsl: cepBHCHbIE YUeTHBIE JaHHbBIE IIPK BKIIOUEHHON aBTOPHU3AINU.
Hcrionp30oBaHHe: COCTOSHHE Cpebl BBIIIOJIHEHN, pacCIIpOCTPaHeHHe COOBITHII peaIbHOTO BpeMeHH,
odepenu. Poramus Tpe6yeT COBMeCTHMOTO IIepes3alrycKa 3aBUCHMBIX CEPBUCOB.

MoHuTopHHT / 0T4eTHOCTH 00 ommnOkax. CekpeTsl: yueTHbIe JaHHbIe agMUHUCTpaTopa Grafana,
cexpert GlitchTip, yueTHbIe TaHHBIE SKCIIOPTEPOB. McIionb30BaHMe: OIIePAlIHOHHBIA JOCTYII, OTYETHOCTD
06 ommnbKkax, MeTpUKH. PoTalns BBIIIOJIHACTCSA B COIVIACOBAHHOE OKHO M3MEHEHMUII.

SIP/Kamailio. Cekpersr: SIP-Tpanku, yuetHbie qanusle PBX, cexper tenedonnoro bridge-cepuca.
Ucnonp3oBanue: TenedoHHbIe clleHapuu, nHTerpanus ¢ PBX. Poranus cormacyercs ¢ Bragenbem PBX
¥ IPOBEPKOY BXOIAIIUX/UCXOIAIITNX 3BOHKOB.

Cexkpersl VckpsI 3ampelrieHO pa3MeIarh B cO0pouHbIx apredakrax Web, Mobile u Desktop, knueHTckux
KOH(UTYpaLUIX U II0JIb30BaTEIbCKUX )KypHaIaX. 3HaUeHHUsI CEKPETOB B JUArHOCTHYECKUX ITaKeTax,
BBITPY3Kax IOAAEP)KKU U 9KCIIOPTax MHIIMAEeHTa MaCKUPYIOTCS 10 Iepefayn 3a IIpefesibl JOBEPEeHHOIo
KOHTypa 3aKa3uHKa.

15.7 KonTponu 6e3011acHOCTH ¥ ICTOYHUKY paccieqOBaHUs

9TOT pa3pel He OIHUCHIBACT eMUHBIN XypHaI ayauTa. OH QUKCHpyeT KOHTposH 6e3omacHocTy VICKpBI 1
HMCTOYHUKH JaHHBIX, KOTOpbIE UCIIOIb3YIOTCS IIPU SKCIITyaTalluM TEKYIeN pealn3allun.

Bxopn, BeIxo[, 0OHOBIIEHHE TOKEHA, PeTUCTPAIlUA yCTpoicTBa. KOHTpOIb: ITpoBepKa HIeHTUYHOCTH,
CPOK [IeICTBUS CECCHH U OT3BIB YCTPOHCTBA. MIcTOUHMKH pacciaeoBaHus: TabIHUIEI Sessions,
session_refresh_token_grace, devices, npukianHble KypHansl Gateway U KypHaJbl
6aTaHCHPOBIIIUKA.
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H3meHeHNe IIPOCTPAHCTBA, PONIU, OYepeay UM ydacTHUKA. KoHTpoub: posieBad MofieIb JOCTYyTIA.
Hcrounuku paccienoBaHus: cocTosiHue PostgreSQL 1o mosp3oBaTeisaM, IPOCTPAHCTBAM, POIAM U
ouepensM; IIpUKIafHbIe )KypHAIE!l Gateway; s>kypHas uameHeHu B/, eciIy 0H BKIIOUEH
HHEQPACTPYKTYPOH 3aKa3uHKa.

Co3nmaHue 1y u3MeHeHHe KaHaiia. KOHTpoIb: aIMUHHUCTPATHBHOE IIPABO U IIOJIUTHKA CEKPETOB
KoHHeKTOpa. MlcTouHMKY paccieqoBaHus: KOHQUTypauus KaHana B PostgreSQL, mpukiIagHble )Xy pHAIbI
Gateway 1 )ypHAaJIbI COOTBETCTBYyIOLIIero bridge-cepsuca.

Bxopsmiuit Be6xyk Telegram/MAX/Webchat. Koutposb: mpoBepka 06111ero cekpera U MCTOUHUKA,
KJIIOY MeMITOTeHTHOCTH. VICTOUHNKY paccieRoBaHus: )XypHaibl bridge-cepBrcoB, IpuKIagHbIe
)KypHais! Gateway, )KypHabl 6aTaHCHPOBIIUKA; 11 Webchat Takke ncmosb3yercs
webchat_audit_events.

CosnaHue, BKIItoUeHue, BeikiIrodeHne VI -areara. KoHTposb: afiMUIHUCTPAaTUBHOE IIPABO U
JKM3HEHHBIN IUKII YUEeTHBIX JaHHBIX 60Ta. VcTouHnkn pacciaenoBanus: kouguryparus U-aredra B
PostgreSQL, mpuknagnsele sxkypHanbl Gateway u Assistant.

Brigaua MIy OT3BIB YUETHBIX AaHHBIX 60Ta. KOHTpOJIb: MEUHUMATBHO HEOOXOUMBIE IIpaBa 1 OT3bIB
YYETHBIX JaHHBIX. ICTOUHHUKH paccilefOBaHUs: cepBepHas KOHQUTYpaIus YUeTHBIX JaHHBIX,
IIpUKJIafHbIe )KypHaIbl Gateway U COCTOSHHE COOTBETCTBYIOIIETO areHTa.

3armyck, 3aBepIlieHUe HIIH OIINOKA IIOTOKA areHTa. KOHTpoub: apeHa 06paboTKU OJTHOIO aKTHBHOTO
HUCIIOTHUTENIA, IIOJUTHUKA IIOBTOPA U Ilepefadyu ornepaTopy. IcTOUHMKH pacciiefoBaHUsA: apeH bl
06paboTku U cocrosHue guainora B PostgreSQL, sxypHans! Assistant, COOBITHS peaJbHOTO BpeMEeHH U
KypHaIIBI OUepeen.

3ampoc HHCTPyMeHTa U cornacosanue. KoHTpob: TOATBEPKAeHIE YeJIOBEKOM [JIsA JeMCTBUH C
6u3Hec-pHCcKOM. MICTOUHUKH pacciaeJoBaHUA: COCTOSHHE QUAJIOTa, COOOIIeHU U CIyXeOHbIe 3aIIiCH B
PostgreSQL, sxypHaiubt Assistant u Gateway.

Ilepenaua oneparopy ot MM -areraTa. KoHTpoib: IIpaBo Ha odepedp U BIafleHUE THAIOTOM.
Hcrounnuku pacciieloBaHUsA: COCTOSIHIE odepeil, Ha3HaueHHs ollepaTopa U quajuora B PostgreSQL,
IIpuKJIafHble )KypHanbsl Gateway u Assistant.

Brimaua TokeHa Mequa-koMHaThl. KoHTpoib: aBTopu3anus Gateway nepen mocrynoM K LiveKit.
HcrouHuku pacciefoBaHUsA: IpHUKIagHble )XxypHaib! Gateway, sxypHansl LiveKit 1 manHble 3B0HKa B
PostgreSQL nmpy HAJIMYIUM COOTBETCTBYIOLIEI 3aIIHCH.

3arpyska u BBITPy3Ka BIIO)KeHHs. KOHTpOJIb: MOIMTHKA JOCTyIIa K 00BEKTaM, OTpaHHYEHHS pasMepa,
IIOJTMTHKA IIPOBEPKH BPEJOHOCHOTO COAEP;KUMOTO IIPH BKIIOUEHUH. ICTOUHHKH pacciieJoBaHus:
MeTafaHHble BIoKeHUs B PostgreSQL, sxypHansr Gateway, )KypHaIbl 00bEKTHOTO XPaHUINIIA U
cobprTusg Webchat 8 webchat_audit_events, eciau BioskeHue cssa3ano ¢ Webchat.

AnMUHHCTPAaTHBHOE U3MeHeHNe KOHpuryparuu. KoHTpoJb: aIMIHHUCTPAaTUBHOE IIPaBo U puKcamys
TEKYIIeTO COCTOSIHUSA KOH(puryparuu. VICTOUHUKHN pacciieJoBaHUs: aKTyalbHas KOH(PUTyparys B
PostgreSQL, mpuknaguele skypHaiabl Gateway u KypHas uaMeHeHU BJl, eciii 0H BKIIOUEeH
HH(PPACTPYKTYpOI 3aKa3uUHKa.

OTKa3 mocTymna WiIM HapyllleHue IMOIUTUKN. KOHTPOIb: MOHUTOPHUHT 6e30I1aCHOCTH M KOPPeISIus
oroBelieHuI. VICTOUHHKY pacciiefoBaHMs: IIPUKIaqHble )XypHanbl Gateway u bridge-cepsucos,
KYPpHaJIbI OJIaHCHPOBIIIUKA, JKYPHAJIbI HHPPACTPYKTYPhl 3aKa3UUKa 1 METPUKH MOHUTOPHUHTA.
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CeIpble TOKeHBI, ceKpeTbl 60TOB, Kiroun LLM, SMS-cekpeTsl, 3aKpbIThIe KIIOUH U IIOTHbIE YIETHBIE
JaHHBbIE IIOCTABIIIHUKA He HOJDKHBI IIONTaflaTh B IPUKIagHbIE >KYPHAIDI, THAarHOCTHYeCKHe ITaKeThl U
BBITPY3KH MHIUAEHTA. [Ipy He0OXOQUMOCTH e JUHOTO PUANYIECKH 3HAUNMOTO ayAuTa OH
opopmIIseTcs Kak OTHebHAs BO3SMOKHOCTD IIOCTAaBKU M NOJLKEH OBITh IBHO YKas3aH B IIpogriie

BHEJIPEHUS.
16. Hamexxuocts, HA 1 DR
Cucrema paccuynTaHa Ha TO, UTO OTHEIbHbIE KOHTYPHI MOTYT IIepe3anyCcKaThCsl UJIN BpeMEHHO ObITh
HEeIOCTYITHBIMH.
Curyanus Oxumaemoe moBeaeHue
WebSocket knnenTa o6opsaics KirneHT nmeperogkiroyaeTcs U IIepeInThIBaeT
COCTOsIHHE
Cpenia BRITIOTHEHHS areHTa IIepe3anyCcTuiach IMoryyaer HOBYIO apeHAY 00pabOTKU U
MIPOIOJDKAET CIIYLIATH COOBITHUS
IToctaBimuk LLM HenmocTyneH IToTok rToMeuyaeTcsa OIIUOOYHBIM, BO3MOXKEH
IIOBTOP WJIU Ilepefada oIlepaTopy
Menna-KoHTYp HEOCTyIIeH Coo011eHus IPOIOIDKAIOT PabOTaTh, 3BOHKU
IHUATHOCTUPYIOTCA OTHEIBHO
O6beKTHOE XPAHUIHIIE HETOCTYIIHO TexcroBbIe cOOOIIIEHUS PAbOTAIOT, BIOKEHUS
TpeOyIOT BOCCTAHOBJIEHUS TOCTYIIa
BHemrHMIt KaHaJ IPUCIAT IIOBTOP KonHekTop nogaep:xuBaer e yINIMKAIUI0 U

HNIEMIIOTEHTHOCTDb

16.1 et BoccTaHOBJIEHUA

J71s1 mpoMBIIIEHHOTO BHegpeHNs VICKpBI 1o 3aIycKa IIoIb30BaTesle 0popMIIAeTCd U yTBEPKIAeTCs
pasgein 'llemn BoccTaHOBIeHNA' B Ipoduie BHeAPEHH. TOT pas3fiel ABIAeTcI 0043aTeIbHBIM: 6e3

ytBepxkaeHHbIX RPO/RTO skcmryaranimoHHas TOTOBHOCTb VICKpEI He cUUTaeTCd IIOATBEPKIEHHOM!.

HOCTaBH_[I/IK I/ICKPI)I II€EPEAAET 3aKa3UNKY II€EPEUEHD KOHTYPOB, AJIsI KOTOPBIX Tpe6y10TCH menn
BOCCTAHOBJIEHN S, 1 TEXHUYECKNUE 3aBUCHMMOCTH KaXKOO0I'0 KOHTYDpPa. ApXHTeKTOp 3aKa3uHnKa COBMECTHO C
BJIQA€JIBIIEM IKCILTyaTalluU U CJIY>K6OI‘/'I PIH(i)OpMaI.[HOHHOfI 0e30IIaCHOCTH YKa3bIBA€T LIEJIEBBIE
3HAUYE€HU, IIPOBEPAET NX COOTBETCTBME BHYTPEHHUM Tpe60BaHI/I$[M 1 yTBEPKAAET HpO(l)I/IJII) BHEOPEHM.
KOMaHI[a IKCITyaTallMM 3aKa3UMKa pe€ajIn3yeT p€3€PBHOEC KOIITMPOBAHUE, PEIUIMKAIITNI0, MOHUTOPUHT U
Iponeaypbl BOCCTAaHOBJIEHUA B COOTBETCTBUH C YTBEPKACHHBIMU 3HAUYCHUSIMU.

B pasnene "Llenu BoccTaHOBIEHUA" 00513aTEIBHO (QUKCUPYIOTCS:
«  RPO g PostgreSQL;
«  RPO mis 06BEKTHOTO XpaHUIHUIIIA;
+  JOIIyCTHMas IT0Tepsi BpeMeHHBIX COOBITHI peaybHOTO BpeMeHU;
+  RTO mgua Gateway/API;

« RTO gns xoHTypa peaslbHOT'O BpeMeHU;
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« RTO mna megua-KoHTYypa;

e RTO mia BHeIIHUX KaHAJOB;

+  TIOPSAOOK BOCCTAHOBJIEHUS IIOCJIE OIIMOOUHON MUTPAIINH;

«  OTBETCTBEHHBII BIIafiesiel] BOCCTAHOBJIEHHS CO CTOPOHBI 3aKa3UHKa;

« JaTa mocjiefHeN IIPOBePKU BOCCTAHOBJIEHUS U CChUIKA Ha IIPOTOKOJ IIPOBEPKIU.

16.2 Pe3epBHOE KOIUPOBAaHE I BOCCTAHOBJIEHIE
IlomuTHKa pe3epBHOTO KOIIMPOBAaHUSA NOKHA IIOKPBIBATh:
+ rio6anbHbIe 00beKTHI PostgreSQL, cxeMy u maHHBIe;
+  BbIfleJIeHHbIe 06a3bl BCIIOMOTATEIbHBIX CEPBHUCOB IS BKIIOUEHHBIX OIIIMOHAIBHBIX MOIYJIEI;
+ 00BEKTHOE XpaHMJINIIE C BIOKEHUAMU, 3aIIUCAMH U apTepaKTaMu;
+  KOH(UTypaluio MyOINIHBIX ToueK goctyma, LiveKit, SIP 1 KOHHEKTOpOB;
*  CEeKpeThl UJIU IPOLeypPYy UX BOCCTAHOBJIEHHU Uepe3 YTBepKIeHHOe XPaHUIIUIIe CEKPETOB.

PesepBHOe KonmpoBaHue 6e3 IPOBEPKHU BOCCTAHOBIEHUS He CUMTACTCS JOKa3aHHBIM MEXaHU3MOM
BOCCTaHOBIJIEHU. [[JIs1 IPOMBIIILIEHHOTO BHeIPEeHUS TpeOyeTcs: peryJisipHas IIpoBepKa BOCCTAHOBIICHUS B
HU30JIMPOBAHHOM KOHTYDE.

16.3 [TomeHb OTKa3a

Gateway, Web, Webchat, Assistant, bridge-cepBucs! u mpoiteccs! poHOBOI 06paGOTKU SBIISIOTCS
KOMITOHEHTaMu 0e3 JIOKATHHOTO COCTOSIHUS MIN ¢ MUHUMAIBHBIM JIOKQJIBbHBIM COCTOsIHHeM. VX
IepecosgaHue goryckaeTcs mpu qoctynHoctr PostgreSQL, Redis/NATS 1 06BeKTHOTO XpaHHUITHIIA.

PostgreSQL, 06beKTHOE XpaHUIHIIE U CJIOH COOBITUIM SBIAIOTCS JOMEHAMHU OTKas3a ¢ COCTOsiHUeM. Vx
OTKas3 BJIMseT Ha KOPPEKTHOCTD JaHHBIX U TpeOyeT OTHeIbHOI CTpATeTHH: PEILIUKAIINY, Pe3ePBHOTO
KOIIMPOBaHUs, BOCCTAHOBJIEHNS, MOHUTOPUHTA, INIAHUPOBAHUS €MKOCTH U IIPOLeAYpP IepeKIIoUeHNs
IIpU OTKas3e.

16.4 MaTpuia JaHHBIX U IIOPIAOK BOCCTAHOBIIEHUS

busnec-cocrosinue. Xpanunuine: PostgreSQL. ComepskuT moib3oBaTesell, CECCUU, yCTPOMCTBA,
IIPOCTPAHCTBA, POJIH, OUepea, TUAJIOTH, COOOIIEeHH, JOCTAaBKY, COCTOSHIE HeIIPOUHTAHHBIX
coo6menwnit, konpurypamnuu Mll-areHToB, apeHABI 00pabOTKN 1 KYPHAIIBI COOBITUH peal30BaHHbIX
nopcucteM. Tpe6oBaHMe: 00s13aTeIbHOE pe3epBHOE KOIIMPOBAHNE ITI00ATbHBIX 00BEKTOB, CXeMBI U
TJaHHBIX; BOCCTAHOBJIEHHE IIPOBEPIETCs PeryIApHON TPEHUPOBKOIL.

Bnoxxenus u Menua-apre@akTbl. XpaHunuiie: 00bekTHOe xpanuiuiie / S3 / MinlO. Cogepsxur
BJIO)K€HUs COOOIIIeHMUIT, 3aIIHCH, UMIIOPT, aKcopT, OTA-¢artner u ¢aitisl 3arpysku. TpeGoBaHue:
pe3epBHOE KOIIMPOBAHNE MM peIIMKAINA 0 MOJUTHKE 3aKa34yMKa; )KU3HEeHHBIN UK 3aIUIIaeT OT
CIyYalHOTO yaaJIEHUs.

Co6bITHS peaibHOTO BpeMeHHU U ouepeneit. Xpanuiuiie: NATS. ComepKuUT pacpocTpaHeHue
COOBITHII, COOBITHS (POHOBBIX 0OPAOOTUHKOB U JOCTaBKY IToTpebuTessiM. TpeGoBaHMe: CPOK XpaHEHUS U

COCTOSIHHE TIOTPeOUTEIeN MOHUTOPSTCS; KPUTUYHOE OM3HEC-COCTOSIHUE BOCCTAHABIMBAETCS U3
PostgreSQL.
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CocrossHue cpensl BeITONHeHUsA. XpaHmnunine: Redis. ComepXUT MpucyTCTBHE, TUMHUTBI YaCTOTHI

3aIlIpOCOB, K3IIN 1 BI)I6paHHI)Ie AaHHBbIE€ KOOpAMHaAIUM Meauna. Tpe6OBaHI/Ie! BOCCTaHaBJIMBAE€TCA M3

TEKYIIETO COCTOAHUA CUCTEMBI; ITIOJIUTHKA OTKaBOYCTOIV/ILII/IBOCTI/I (i)I/IKCI/IpyeTCH 1A HpO(I)I/UIH BHEOPEHUSI.

Menua-ceccuu. Xpanwruie: LiveKit. Cogep:XKuUT akTHBHBIE KOMHATHI, YUaCTHUKOB U COCTOSTHUE Mequa.

TpeGoBaHIe: aKTUBHBIE 3BOHKH MOTYT OBITH IIOTEPSHBI IIPU OTKa3e MeAHa-KOHTYpa; 3aIIUCH
COXPAHSIOTCS Yepes BBITPY3Ky B 00BEKTHOE XpaHHUIHUIIIE.

CocrosiHUe cTIONHeHUs areHTa. Xpanunauiie: PostgreSQL, apernsr o6paborku Gateway, coObITHS

NATS. ComepXUT cTaTyc IIOTOKA areHTa, 3aIIpOCHI Ha JEeMCTBUS, IIepefady oIlepaTopy U apeHIy

06pa6OTKI/I OQHOTO aKTHMBHOT'O MCIIOJITHHUTEIIA. TpC6OBaHI/ICZ II0CJI€ BOCCTAaHOBJIEHUA CPE€Na BBIIIOJTHEHU A

areHTOB IIEPEUHTHIBAET COCTOsIHUE Uepe3 Gateway M He JOJDKHA CO3[aBaTh AyOIHUPYIOIIUI OTBET.

Kypcop 1 ngeMIIoTeHTHOCTD BHeIITHero KaHana. Xpauuiuie: PostgreSQL. Comepsxur
KOH(UTYpaIUIo KaHaJIa, BHEIITHIE HIeHTUOHUKATOPHI COOBITUH U COCTOSTHIE JOCTAaBKU. TpeOoBaHUe:
IIocjIe BOCCTAaHOBIJIEHH bridge-cepBHCHI HCIIONB3YIOT KIIIOYH UEMIIOTEHTHOCTH U COCTOSHHE
IIOCTaBIITUKA I 6€30IIaCHOTO IIPOIOJDKEHHUA.

CexkpeTbl 1 KOHQUTypaus TOUEK HOCTyIIa. XpaHIIIHIIE: XPAHUIHUIIE CEKPeTOB / KOHPUTYpaLusl
pasBepTbiBaHUA. Comep:KUT yueTHbIe qaHHbIe, myOoanunble URL, BHyTpenHue URL 1 TUMUTHI
IocTaBIIUKa. Tpe6oBaHMe: BOCCTAHABINBAETCS 0 3aITyCKa IIPUIIOKEHHI; 3HAUeHNUs CEKPETOB He
GepyTcsl U3 pe3epBHBIX KOIIHIL )KYPHAJIOB.

MOHHUTOPHHT ¥ OTYETHOCTB 06 omrnOkax. Xpanunuire: Prometheus/Grafana/GlitchTip mru
MHCTPYMEHTHI 3aKazunka. COTepKUT MeTPUKHU, IIaHeJIM MOHUTOPHHTA, OIIOBEIIeHUs I COOBITHS
omn6ok. TpeboBaHMe: He SIBIAETCA NCTOUHUKOM OM3HEC-COCTOSHUS; BOCCTAHABIMBACTCS I
OIlepaIMOHHOM BUAMMOCTH.

IlognepkuBaeMblIl IOPAOK BOCCTAHOBIEHUA VICKpHI:
1. OcraHOBUTH ITyOIUYHBIN TpapUK UIN IIePEeBECTH BXOTHOM KOHTYP B PEKUM 00CTYKUBAHUSL.

2. BoccrarHOBHTH KOH(pUTYparuio pa3BepTbiBaHUA: DNS, ceprudukarel, BHyTpeHHue URL
cepBucoB, myOauuHele URL, pyHKIIMOHaNbHBIE (DJIAaTH U CCHLIKK Ha CEKPeThI.

3. BocCCTaHOBUTH CEKpeThl M3 YTBEP)KIEHHOTO XPAaHHUIIHIIA CEKPETOB.

4. BoccranoBuTts riaobansHble 06beKThI PostgreSQL, cxemy 6a3pl DaHHBIX U JaHHbIE Ha BEPCHIO,
COBMECTHMYIO C BBIOpaHHBIM pennu3oM VIcKpsL.

5. BoccraHOBUTB 6aKeThl 00BEKTHOTO XPAaHIIIHIIA C BIOKEHUSIMH, 3aIIHCIMU, IMIIOPTOM,
akcrioproM, OTA-¢parimamu u ¢aiinaMu 3arpy3KH.

6. 3amycturts PostgreSQL, o6vexTHOe Xpanuiuiite, Redis u NATS; mpoBepuTh rOTOBHOCTH U
6a30BYyI0 3a/IEPIKKY.

7. BpITOIHUTH MHUTPaAalK TOJIBKO €CJIN TOUYKAa BOCCTAHOBIICHN U ILVIAH pE€IN3a Tpe6y10T HpﬂMOfI

MHUTPaMM; OTKAT IIOCJIE MUTPAlM BBIIIOIHAETCA Y€PE3 BOCCTAHOBIICHHIE, a4 HE UEPE3 PYyUHOE
HN3MEHECHHME NaHHDbIX.

8. 3amycruts Gateway u Web, mpoBepurs /healthz, Bxox monbp3oBaTens, YTeHHe IIPOCTPAHCTB,
IUAJIOTOB ¥ COOOIIeHUIA.

9. 3amyctuth Webchat, Assistant, Event-organizer, bridge-cepsucs! Telegram/MAX, ¢oHOBBIE
06paboTYNKH PACIINPPOBKU U HOPMAIUSBAIUN CTUKEPOB.
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10. 3anycruTts LiveKit, kounTyp Boirpysku u SIP/Kamailio mpu BrirtoueHHOM Menua- HiIH
TeslepOHHOM KOHTYPe.

11. BBITTOTHUTH ABIMOBBIE IIPOBEPKH: BXOJ ITOJIb30BATENsI, OTIIPABKA COOOII[eHUsI, COOBITHIE
peaTbHOTO BpeMeH!, 3arpy3Ka/BhIrPy3Ka BiIo)keHUs, oOpaimernne Webchat, mepegaua omeparopy
ot I/-arenTa, BbIfaua Mequa-TOKeHa, BHEIITHUI BeOXyK KaHaJa.

12. BrirrounTb IyOIUUHBIN TPA(QUK U IPOSOLKUTE MOHUTOPHHT II0 OJIe OIINOO0K, 3aiepsKKe
odepenel, IyOIAM BHELIHUX COOBITHI, omnOouHbIM moTokaM VU u xauecTBy Mequa.

17. l'opusoHTanbHOE MacIITabUpoBaHUE

HUckpa macmiTabupyeTcs He Kak OMUH OOJIBIIION cepBep, a KaK Habop KOHTYPOB C Pa3HOM IIPUPOHOIT
Harpy3ku. CepBuUCHI 6€3 JTOKAJIBHOTO COCTOSIHUS ITOAAEPKUBAIOT TOPU30HTATHFHOE MACIITAOMPOBAHUE
9K3eMILISIPAMU; COCTOSIHUE, OUepeNH, apeHaa 06paboTKH U pacIpocTpaHeHue COOBITUIT OKHBI
0CTaBaThCA OOIMMMHU U HAaOII0gaeMbIMU.

17.1 Gateway

Gateway ImoaepKuBaeT FOPU30HTAIbHOE MACIITA0MpOBaHIe HECKOIBKUMHU 9K3eMILIIpaMU IIpU
YCIIOBUH, UTO BCE 9K3EMILIAPHI UCIIONb3YI0T 001rre PostgreSQL, Redis/NATS u o6 bekTHOE XpaHUIHIIIE.
9x3emIursip Gateway He TOJKeH ObITh € IMHCTBEHHBIM BiIafieJIblieM OM3HeC-COCTOSHUS: IT0JIb30BaTelH,
CeCCHH, yCTPOICTBA, IIpaBa, TUAIOTH, COOOIIeHNs, OCTaBKa, apeHaa 00pabOTKU U pealn30BaHHbIe
KypHAJIbI COOBITUI XPAHATCSA B OOII[EM CJI0e COCTOSTHUS.

st HTTP-3ampocoB mcmonb3yeTcst 6alaHCHPOBKA HA yPOBHE BXOLHOTO KOHTYPA WJIU OATAHCUPOBII[UKA
Harpysku. [ WebSocket-coenuaenuit Kaxaplit akseMInnsip Gateway HOJDKEH ITOIy4YaTh COOBITHS U3
00111eT0 KOHTYpa peaIbHOTO BpeMeHH/pacIipoCTpaHeHHUs COOBITHIT U JOCTABIATH KIMEHTY aKTyalbHOe
cocrosuue. [Ipu o6pbIBe coeqUHEHUsT KIUEHT IIePeUUThIBAET CHUMOK cocTossHus uepe3 APl u
IIPOIoJDKaeT paboTy ¢ IMOCIeIHel COXpaHEeHHON TO3UI[UH.

[IpakTHUeCKH 9TO O3HAYAET:
+  HOBbIEe 9K3eMIUTIpEI Gateway no6aBistoT mporryckHyIo criocobuocts APl u WebSocket;
« 0asa JaHHBIX U IYJI COeAMHEHUI JOJDKHBI MacIITabupoBaThest BMecte ¢ Gateway;
+  COOBITHS peayibHOTO BpeMEeHU He JOJDKHBI JKUTh TOJIBKO B IIAMSTH OLHOTO 9K3eMILISPA;
e HJEMIIOTEHTHOCTB OIIEPALIUIT Ba)KHEE IIPUBSA3KU II0JI30BATENsI K KOHKPETHOMY 9K3EMILISPY;

+ IIpUBS3KA CECCUHU K IK3EMILIIPY HOIIyCTHMA KaK OIITHMM3AIus, HO He TOJKHA ObITh
00s13aTeTPHBIM YCIOBHEM KOPPEKTHOCTH.

17.2 PeanpHOe BpeMs U JOCTaBKa COOBITUIT

KoHTyp peasbHOTO BpeMeHU OJDKEH BBIIEP)KUBATh paciipocTpaHeHne cobsrtuii Ha Web, Desktop,
Mobile, Webchat u cpeny BrimorHeHus areHTa. MaciirabupoBaHue CTPOUTCS BOKPYT OOIIEH IIIMHBI
COOBITHI U ITIOHATHOTO IIPaBIJIa BOCCTAHOBJIIEHUS: €CJIN COOBITHE ITOTEPSIHO Ha COeJUHEHUH, KIHEHT
repeynThIBaeT cocrosinue u3 Gateway.

Kpuruussle MeTpUKHU:
+  KOJMUeCTBO aKTUBHBIX WebSocket-coequueHnit Ha 9K3eMILIAP;

«  3ajlepKKa JOCTABKU COOBITHS [0 KIMEHTA;
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«  pasMep ouepe[eil U 3aepsKKa IIOTpeOUTeNert;
+  YacToTa IepeIOAKII0YeHHI;

. A0JIA KIIMEHTOB, KOTOPBIM IIPHUXOANTCS IIEPEUNUTHIBATD CHUMOK COCTOAHU .

17.3 I Areurtsl

V-areHThI MacIITabUpyIOTCS Uepe3 POHOBBIE 00pabOTUHKU Cpedbl BBIIIOIHEHN areHToB. Heckosbko
IIPOLIECCOB Cpebl BBIITOJIHEHN MOTYT 00CIy)KHBATh pasHble IIPOCTPAHCTBA, OYepedH MU areHTOB, HO
OIMH KOHKPETHBIN areHT B KOHKPETHOM KOHTEKCTe He JOJKEH OTBeUaThb JBaKIBI.

MacrrabupoBaHue cpebl BBITTOIHEHUs areHTa JOIDKHO COXPAHATh TPH IpaBUIIa:
e O[Ha aKTUBHas apeHa 06paboTKU Ha 0OPABOTKY areHTCKOTO IIOTOKA;
+  IIOBTOPHBIH 3aIyCK Cpebl BHIIIOJHEHUs He CO3HaeT AyOJIb OTBETA;

+  Bce cOOOIIEeHNs, 3aIIPOCHI Ha JIeFICTBUE, COCTOSHIE IIOTOKOB 1 Ilepeiavya OIlepaTopy
¢uxcupyrorcsa yepe3 Gateway.

ITpu pocre Harpy3ku qobaBisoTcs GOHOBbIE 00PaOOTUUKY CpPebl BHITIOTHEHUS, YBETUUHBAIOTCS
JIMMUTHI ITOCTABIIUKOB LLM U O0THeIpHO KOHTPOIUPYIOTCS OUepeau COObITHIT areHToB. Ectu moctaBuink
LLM 3amepmisieTcs, cucTeMa QOJDKHA IeTPagUPOBATh Yepe3 OIIUOOUHBIN TOTOK, ITOJUTUKY ITIOBTOPA WJIU
Iepeaavyy OIepaTopy, a He OJIOKUPOBATh OCHOBHOM KOHTYP COOOIIIEHUIA.

17.4 ®oHoBBIE OOPAOOTUHKU

Paciugposka, HopMaau3aius CTUKePOB, 00paTHbIe BbI30BbI BRITPY3Ku, OTA/Ouiunra u apyrue
(OHOBBIE 3alaul MaCIITaOUPYIOTCS KaK IyJIbl POHOBBIX 00paboTunkoB. KomnuecTBo OHOBBIX
06pabOTYUKOB OIpeessIeTCs MIUHOM oUepenu, BpeMeHeM 00pab0TKHU U [0JIell OIIubOOoK.

g Takux (OHOBBIX 00PabOTUMKOB BasKHBI:
+  HJAeMIIOTeHTHas 00paboTKa IOBTOPHBIX 3aady;
+ OrpaHHYeHHe Iapajle]r3Ma 1 BHEIIIHUX II0CTABIIUKOB;
+  OTHesbHBbIe IIpaBMiIa MoBTOpa U dead-letter;
+  OTCYTCTBHE JIOKQJIBHOTO COCTOSTHUS, KOTOPOE TepseTcsl IIPU IIepe3alrycke;

+ coxpaHeHHe pe3yibTara B PostgreSQL mnn o6beKTHOE XpaHHUIHUIIIE.

17.5 BHelnHMe KaHAIIBI

Bridge-cepsucs! Telegram, MAX, Webchat, Tenedorun u gpyrux KaHaJIoB IIOANEPKUBAIOT
TOPHU30HTAIbHOE MACIITA0MpPOBaHIe IIPU 00513aTeIbHON JeAyITNKALINY BXOIAINX cOObITHIT. CIIoi
KOHHEKTOPOB {OJDKEH pacCMaTpHUBATh IIOBTOPHBII BeOXYK OT ITOCTABIIMKA KaK IIITATHBIN ClleHAPUI U
HCITOJIb30BaTh BHELUTHU UAEHTU(PUKATOP COOBITHS, HAeHTUPHUKATOP KaHAIA UM APYTO¥ CTaOMIbHBIN
KJIIOY MI€MIIOTEHTHOCTH.

17.6 Megua-KOHTY]

3BOHKU MAaCIITAOUPYIOTCs OTHAEIbHO OT coobiieHutt. Y3iubl LiveKit/Menua yBeTuunBaTCs 0 YUCITY
OJTHOBpPEMEHHBIX KOMHAT, YYaCTHUKOB, OUTpeiTy, 3anmucsaMm u SIP-ceccusm. Gateway ocraercst
YIIpaBJIAIOIIMM KOHTYPOM: OH BBIJAeT IIpaBa U TOKEHBI, HO He IlepefaeT yepes cebs1 ayAHo/BHUIEO IIOTOK.

HJIFI Meana-KOHTypa 0CO0EHHO Ba)KHBI:
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ny6nuaHas goctynHocts HykHbpIx TCP/UDP nopros;
KOppeKTHasd MapIIPyTU3aIus KIUEHTOB K y3JIaM MeIna;
OTHEJIbHBIII MOHUTOPHUHT IIOTePh IIAKETOB, jitter, OUTpeliTa U IMepelogKIIOUeHN;

pecypcChl ISl BBITPY3KHU/3aIIUCH, IIOTOMY YTO 3anuch mmorpedisier CPU, maMsaTh U IPOIYCKHYO
CII0COGHOCTD XPAHUIIHIIA,;

ormenbHas quarHoctuka SIP/Kamailio qis onmnonansHOTO MOy s TeneoHUH.

17.7 Cnoi1t maHHBIX

TopusoHTanpHOE MacIITaOHpPOBAaHKE CEPBUCOB yIIUPAaeTcs B 00N CIo¥ cocTossHUs. PostgreSQL

XpaHUT uCTOYHUK UCTUHBI, Redis/NATS moamnepKuBaT COCTOSIHIE CPeAbl BHITIOJTHEHUS U COOBITHS,

00BEKTHOE XPAHUIIHIIE XPAHUT BIOKEHHUS U 3aIIMCU. DT KOMIIOHEHTHI MacIITabHPYyIOTCs COOCTBEHHOM

SKCHHyaTaHHOHHOﬁ MOJEJIBIO: pemmxauneﬁ, PE3EPBHBIM KOIIMPOBAHUEM, JTUMUTAMU COCJII/IHCHPII}'I,

MOHUTOPHUHIOM, 3aI€P/KKOI U CPOKOM XpaHEHUH.

O6s3aTenbHbIe IIpaBUJIa I POCTA HATPY3KH:

BBIHECTHU IIyJI coenuHeHUH epen PostgreSQL;

pasneaTh Harpy3KHU YTEHHS U 3alIHMCHU TOJIBKO TaM, I'le 3TO He HapylllaeT KOHCUCTEHTHOCTD
IIPOAYKTa;

KOHTPOJIMPOBATH paszMep TaOJIHI] COOOIIeHUI, COOBITUH, Ky PHAJIOB ITOACUCTEM U BIIOKEHMUI;
Jep)KaTh 00BEKTHOE XPaHMIIHIIe BHEIITHUM OOLIIMM PeCcypcoM IS BceX 9K3eMILISPOB;
He HMCII0JIb30BaTh JOKATILHBIN AUCK IPUIOKEHUA KaK NICTOUHUK NCTUHBI;

(UKCHPOBATh CPOK XpaHEHUs I COOBITUH peaIbHOTO BpeMeHH, )KyPHAJIOB, 3aITHCeH U
BpeMeHHBIX apTedaKTOB B IIpodHile BHEAPEHUS.

17.8 INopsimok MmacinTabupoBaHUs

HOI[ﬂep)KI/IBaeMaH IIOCIIEN0BATEIIbPHOCTh TOPU30HTAJIBPHOTO MaCU_IT3.6I/IpOBaHI/IH JJIA CMeIIIaHHOM

HarpysKU:
1. Emxocts Gateway u WebSocket.
2. Coenunenus PostgreSQL, WHIEKCHI U ITyJI COeJUHEHUH.
3. KoHTyp peasbHOTO BpeMeHH/pacIIpOCTPAHEHUSA COOBITUH U OUYepeIH.
4. ®doHOBbIE 06PAOOTUNKY CpeAbl BBIIIOTHEHNUs aTeHTOB M JIUMUTHI LLM.
5. ¥Yaxsl Mmenua, BeITpy3Ka u SIP-KoHTYyD.
6. IlpomyckHas crIOCOGHOCTb OOBEKTHOTO XPAHIIIHIINA U IOTUTUKY KU3HEHHOTO ITUKJIA.
7. Bridge-cepBrCHI BHEIIIHUX KaHAJIOB.

ITpo¢unb BHegpeHN 3afaeT IIOPSII0K TOPU30HTAIBHOIO MacIITA6MpOBaHNS IO IPOQIIIb HATPY3KHU:

IIpY JOMUHUPYIOIIel Mequa-HarpysKe IIepBbIM MacIITabupyeTcss Meaua-KOHTYP; IPHU JOMUHUPYIOITUX

NU-creHapusix mepBpIMU MacCIITaOUPYIOTCS Cpefia BeimonHeHus areHTa u LLM-unrerparun. Kaxaprit

KOHTYp MacIITabupyeTcs II0 CBOEH IIPOAYKTOBOM MeTpHKe, a He TosibKo o CPU.
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18. PacueT eMKOCTH U INIAaHUPOBaHNE €eMKOCTU

PacueTr eMKOCTH BBITIOTHAETCSA KaK 4acTh poduiia BHegpeHud. [ McKpbl PUKCHPYIOTCSA He TOIBKO
CPU u nmaMATh, HO ¥ KOJIMYECTBO COeAMHEHN, CKOPOCTb COOOIIIeHU I, PacIIpOoCTpaHeHUe COOBITUIH,
OGuTpeliT Mequa, 06beM BIOKEHUI U 3amepskku 1.

18.1 BxonHble mapaMeTphl pacdeT eMKOCTH
ITpoduns BHEepEHUS COMEPIKUT:
*  YHCJIO 3apEeTHUCTPUPOBAHHBIX II0JIb30BaTENIEH;
e UHCIJIO aKTHBHBIX II0JIb30BaTeNeH B pabouuil eHb;
+  IIMKOBOE YUCIO ogHOBpeMeHHBIX WebSocket-coenunenmuii;
e COOOIIEHUM B CEKYHIYy U COOOIIIeHUII B NEeHb;
*  YUCJIO IIPOCTPAHCTB, OUepe el ¥ OIIepaTopoB;
e UHCIIO BHEIITHUX KAHAJOB U BeOXYKOB B MUHYTY;
« yuciao NM-areHToB ¥ ONHOBPEMEHHBIX JUAJIIOTOB areHTOB;
e CpegHIOI0 U IHUKOBYIO IIUTeIbHOCTb LLM-3ampocos;
e YHCJIO OMHOBPEMEHHBIX 3BOHKOB U YUaCTHUKOB;
e JIOJIO 3BOHKOB C 3aIIVIChIO;
e CpemHHUIU pasMep BIOKEHUH M JHEBHOI IIPUPOCT OOBEKTHOTO XPAHUIHUIIA;

+  CpOK XpaHeHUs COOOIIeHUIT, BIOKEHUIT, 3aITHCell, )KYPHAIOB IOACUCTEM U IIPUKIATHBIX
SKYpPHAJIOB.

18.2 Yro macmiTabHpoBaTh 110 KAKOV MeTPUKe

KonTyp OcHoBHas MeTpHUKa Yto yBenru4uBaTh
Gateway/API RPS, p95/p99 sanmep:xka, 101 Ik3eMmapsl Gateway, yi
5xx coeqUHEeHUM, MHIEeKChI
PeanpHOE Bpema AKTUBHBIE COeTUHEHU, Emxocts Gateway, pecypchl
3alepyKKa pacIIpoCcTpaHeHUsI NATS/Redis
COOBITHIL, YacToTa
TIePENOAKIIOYEHU I
PostgreSQL CoenuHeHUs, 3aiepKKa ITyn coequHeHUIN, HHIEKCHI,
3aIIPOCOB, OIIOKHPOBKH, POCT pecypce! B/l, peruiukuy yreHusa
TabIuL IIPY COXpaHEeHUH
KOHCHCTEHTHOCTH
nn 3azmep:kka ouepeny, 3agepsKKa doHoBBIE 06PAGOTUUKU CPEIBI

LLM, omn60o4yHbIe IIOTOKH, HOJI  BBIIIOJHEHUS, JUMUTDHI
epenay oIepaTopy IIOCTaBII[MKa, EMKOCTb TOUKHU
IOCTyTIa MOJENIH
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KonTyp

Menua

doHoBBIE 00pAGOTUHKY

O6BeKTHOE XpaHUTHUIIIE

OcHoBHasn METpHKa

KoMHarTbl, yyacTHUKH, OUTpPEIIT,

IIOTEPU ITAKETOB, 3aIlCU

JIlnuHa ouepenu, IIUTEIBHOCTD
3aJJaHHUs, T0JIs IIOBTOPOB

JIHEeBHO IPUPOCT, IPOITYCKHAS
CIIOCOOHOCTD UTE€HU/3alIUCH,
OLIMOOYHBIE 3aTPY3KHU

Yto YBEINYUBATH

Yaner1 LiveKit, poHOBEIE
06pabOTYNKH BBITPY3KH,
IIPOITYyCKHAsl CIIOCOOHOCTD CeTH

IK3eMILTAphI 06pabOTUNKOB,
JTMMHUTBHI ITOCTABIIIMKA

EMKOCTb XpaHUIININA,
MIPOIYCKHAs CIIOCOOHOCTb,
MOJUTHUKY KU3HEHHOTO ITMKJIa

PesyubraT pacuera eMKOCTH BKIIIOYAETCSI B IPOUIH BHEAPeHUs VICKPBI U IPUBI3HIBAETCS K OMHOMY U3
nogmep>xuBaeMbIx podrreit: Small, Standard, High Availability niu ManusunyatsHbIi
KOPHOpATUBHBIH. 7151 BBIOPAHHOTO PO 3aKa3UUK YTBEP)KIAET PECYPChI, TUMUTHI, PEILTUKAIIUIO,
TIOJTUTUKY Pe3ePBHOTO KOMUPOBaHUS U oxugaeMbre SLO; mocTaBiuk VICKpsI IpoBepsier, YTo
BbIOpAHHbBIE 3HAUEHNSI COOTBETCTBYIOT ITOEP/KUBAEMON apXUTEKTyPe IIPOIYKTA.

18.3 ITpouns BHenperus Mckpsl

IIpoduns BHegpeHUss UcKpsI - 06s13aTeIbHOE TPUIOKEHNE K APXUTEKTYPHOMY PeIIeHNI0 JOKAILHOTO
BHeJpeHUs. ITO He CIIPABOYHBIN pasfen u He Habop pekomeHpanuiil. [Ipodnib BHeOpeHMs QOJDKEH
OBbITH 3aII0JIHEH st KOHKPETHOTO 3aKa3YMKa, COIVIACOBAH IO IIPOMBIIILIEHHOTO 3aIIyCKa 1
HCIIOJIB30BAThCSl KAK OCHOBaHMeE I IPOEKTUPOBAHUA HHPPACTPYKTYPHL, HIPUEMKH KCILTyaTalluyu U
IIOCIENYIOUX U3MEHEHNI.

ITocraBmuk Mckpsl oTBedaeT 3a IPOAYKTOBYIO YacTh IIPO(PUIIA: IepedeHb ITOAAePKUBAeMBIX KOHTYPOB,
o6s13aTeIbHbIEe 3aBUCHMOCTH, JOIIYCTHUMbIe BapHAHThI MacCIITaOHMpOBaHMsI, TpeOOBAHMUS K COCTOSHHUIO,
API, cobpITHsM, Mequa, aTeHTaM U BHEIITHUM KaHajJaM. 3aKa3uuK OTBeYaeT 3a HHPPACTPYKTYPHYIO U
9KCILTyaTallHOHHYIO YacTh: CeTeBbIe 30HBI, BBIUNCINUTEIbHBIE pecypchl, B/l, 00beKTHOE XpaHHUITHIIE,
CeKpeTsl, pe3epBHOe KonupoBaHue, MoHuTopuHr, SIEM, IdP, RPO/RTO, cpoku xpaHeHUs U BHYTpeHHUE
BJIQJIEJIBIIBI CEPBUCOB.

IIpodnis BHegpeHN NOJDKEH COAEP/KaTh:

+  BbIOpaHHBIN Hpoduias: Small, Standard, High Availability nian MagusnayampHbri
KOPIIOPATUBHBII;

e CIIMCOK BKJIIOUE€HHBIX MOayJiell VICKpbI U OTKIIOUeHHBIX MOAYJIEI;
+  I[EJIEBYIO CETEBYIO TOIIOJOTUIO U OO IMKOBAHHbBIE ITyOJIHUYHbBIE TOUKU TOCTYIIA;

«  Mopmens cocrosaust: PostgreSQL, Redis, NATS, o6bexTHOe Xxpannnuiite, LiveKit u onmuonatsabIe
KOMITIOHEHTBI;

+ IIpaBHJIA TOPU3OHTATBHOTO MACHITAaOMPOBAHMUA II0 KOHTYpaM;

+  SLO, RPO/RTO, cpoku xpaHeHUs U TpeOOBAaHUA K IIPOBepKe BOCCTAHOBJICHHUS;

+ IIepeuyeHb BHEIIHUX IIOCTABIIUKOB U pa3pellleHHbIX HCXOOAIINX II0TOKOB JaHHBIX;
*  MAaTpPHIly OTBETCTBEHHOCTH IIOCTaBIIMKa VICKDBI U 3aKa34lKa;

+  JINI[, yTBEPAWBIINX IPOQUIb CO CTOPOHBI apXUTEKTYPbI, 9KCILTyaTallud M MHGOPMAIHMOHHOI
6e30I1aCHOCTH 3aKa3YHKa.
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VsMmeHeHuMe TTpod U BHEIPEHUS ITOCIIe IIPOMBIIIITIEHHOTO 3aITyCKa BBIIOJIHIETCA KaK apXUTEKTyPHOe
u3MeHeHue: QUKCUPYETCs HOBask BepCHUst IPOQIIIS, IIPOBEPSIETCsI BIUSIHIE Ha MacIITaGPOBAHUE,
6esomacHocTs, RPO/RTO u nHTETrpaniny, 3aTeM U3MeHEHNE YTBEPKAAETCS BIANENTbIIAMY 3aKa3UMKa.

Small. HassaueHue: MUIOT, IPOMBIIIIIEHHAs 9KCILIyaTallis IogpasieeHNs], OTpaHUYeHHBIN II0OTOK
obpaitrenuii. Tomomorus: mo ogHoMy sk3eMILIsipy Gateway, Web, Webchat, Assistant u bridge-
cepBUCOB/cepBHCOB OHOBOM 00paboTku; memua 1 VW BKIIOUAOTCS 110 HEOOX0UMOCTH. Momeib
cocrosuus: PostgreSQL, Redis, NATS u 06bekTHOE XpaHUIUII[E MOTYT OBITh OTAEIbHBIMU
yIIpaBJIseMbIMH MJIH JIOKJIBHO YCTAHOBJICHHBIMHU CEPBUCAMU C 00513aTEIBHBIM pe3epPBHBIM
xortmpoBaHueM. Jlornka MaciTabupoBanus: poct HaunHaercs ¢ Gateway/WebSocket u myia
PostgreSQL; 0TKa30yCTOMUYHBOCTD He 3asBIIAETCS 6€3 OTHENTBHOTO TTPOQUILL

Standard. Hasuauenue: 6a30Bast KOpIopaTHBHas IIPOMBILILIEHHAs 9KCILTyaTanus. Tomonorus: 2+
skseMIuspa Gateway/Web/Webchat 3a 6amaHcHpOBITHKOM Harpy3KH; OTAeNbHBIE ITYJIbI POHOBBIX
o6paboTunkoB; Assistant u bridge-cepBucsl MaciTabupyorcs o Harpyske. MozeIb COCTOSHUS:
BbIfeneHHBIN PostgreSQL, obiree o6bekTHOE XpaHuauiie, KouTpoaupyemble Redis/NATS, perynsapras
IIpoBepKa BOCCTAaHOBIEeHMs. JIornKa MacIITabupoBaHus: JOOABIAIOTCS 9K3eMILISPBI CEpPBUCOB Oe3
JIOKQJIBHOT'O COCTOSHUS; OTHEJIBHO KOHTpOoJIHpyoTcsa coequHeHus b/, sagepxka NATS, 3agepsxka
ouepenu V1 u mpomyckHas criocoOHOCTh 00BEKTHOTO XPaHUIHUINA.

High Availability. Hasnauenne: mpomelIluieHHas SKCILTyaTays ¢ TpeGOBaHHEM OTKA30yCTOMYINBOCTH
IIPUKJIATHOTO cI0s. Tormoorus: 2+ sK3eMIUIIpa BceX KPUTUYHBIX KOMIIOHEHTOB 6e3 JIOKAJIbHOTO
COCTOSHHS; Y3JIbI MeJV1a X eMKOCTb BBITPY3KH OT/eJIeHBI OT KOHTYypa coo0IIeHuiT. MoeIb COCTOSHUA:
orkaszoycroitunble PostgreSQL/o6bpexkTHOE Xxpannianine/Redis/NATS mo cranmapTy 3akasdnka;
pesepBHOE KOIIHPOBaHUe, IIepeKIIIoUeHHe IIPX OTKase U IIPOBepKa BOCCTAHOBJIEHNs 00s3aTeIbHBL
Jloruka MacIITabHpoBaHMUsA: BCe 9K3eMILIAPHI Pab0TaI0T 6e3 IIOCTOSTHHOTO JIOKAJIIBHOTO COCTOSHUS; OTKa3
OJHOTO IIPUKJIAJHOIO y3JIa He OCTaHaBJIMBaeT cooOIeHNs, peasbHoe BpeMs, Webchat u mynsl poHOBBIX
o6paborunkos 1.

NuEnuBuayanbsHe1 KOPIIOpaTUBHBII. HasHaueHNe: BEICOKAs HAarpy3Ka, HECKOJIBKO CETEBBIX 30H,
crporue TpeboBanus coorBercTBust, SIEM u IdP. Tomonorus: sous1 DMZ, mpuitoykeHuit, TaHHBIX, MeqHa
U 9KCIUTyaTallHH; OTAesIbHbIe bridge-cepBrchl kaHasoB, poHOBBIe 06padoTunku MU, mymnsl eMKoCTH
Menua/SIP. Monesns cocTossHUA: CJIOM MJaHHBIX IIPOEKTHPYeTCs BMeCTe C 3aKa3YMKOM: peILIMKaIlHs, CPOK
XpaHeHNs, Mu(poBaHNe, SKCIIOPT JOCTYIIHBIX KypHAJIOB IogcucreM, DR-1uromanka uiu
CorJlacoBaHHas aJlbTepHATHBA. JIoTHKa MacIITa0MPOBAHUA: KasKIBIM KOHTYP MacIITabUpyeTcs II0 CBOeIt
MeTpuke: RPS, akTUBHBIe cOeTUHEHU, COOOIIeHU B eHb, JHAJIOTH areHTOB, OUTPEIT Meiua, 4acToTa
BeOXyKOB, POCT XpaHUJINIIA.

ITpodmnb BHegpeHNS NOJDKEH SBHO YKa3bIBaTh, Kakue MOOyiIu VIcKpsI BKiIIOUeHBI: coobienus, Webchat,
Telegram/MAX, /-areHTsl, Mequa3BOHKH, 3aIIUCh/BBITPY3Ka, paciiudposka, SIP/Kamailio,
MOHHTOPHHI/OTYETHOCTH 00 oIHOKax ¥ KopropaTuBHbIH SSO. HeBKIIOUeHHBIN MOYJIb He TOJKEH
OCTaBJIATH ONYOJIMKOBaHHBIE IIyOJINYHbIE TOUKH SOCTYIIA MJIM aKTHUBHBIEC YUeTHbIE JaHHBIEe IIOCTABIIIUKA.

19. Ha6romaeMoCThb U 9KCIUTyaTaIUs

HpOMbIIJ_UIeHHaH IKCILTyaTaluA OOJDKHA MMETh BUAMMOCTD II0 BCEM KPUTHUYHBIM KOHTYpPaM.

19.1 IIpoBepku pabOTOCIIOCOOHOCTH
MuHuManbHBIN HA60p IPOBEPKHU pabOTOCIIOCOOGHOCTH:

« Gateway /healthz;
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« Assistant /healthz;

« Event-organizer /healthz;

«  Webchat /healthz;

+ bridge-cepBucsl /healthz;

«  ¢oHoBbIIT 06paboTunk pacirndposku /healthz;
« HopManusarop cTukepon /healthz;

«  PostgreSQL roToBHOCTS;

« Redis roroBHOCTS;

« NATS pa6oTocrioco6HOCTD;

+  00BeKTHOE XpaHUJIUIIE TOTOBHOCTE;

¢ TOTOBHOCTH cUTHasIm3anuu U memua LiveKit.

19.2 MeTpuku
MuHUMAIBHBIN HAG0pP METPUK:
« HTTP RPS, 3agep:xka, xiacc craryca mo Gateway;
« axTuBHBIe coequHeHus WebSocket, mepenmonkirtouenus, 3aepskKa pacIpoCTpaHeHuUsT COOBITHUI;
« coenuuenwus PostgreSQL, 6;I0KHPOBKYM, MeIJIEHHBIE 3AIIPOCHI, POCT TAaOJIHUII;
« mamsath Redis, BrITecHeHUs, 3aIEPIKKA;
« 3amepikka norpeburenert NATS, oxxumaroiye cooOIeHs, ePeIOqKIOUeHNUS;

« moroku UV, omrmbounsble TOTOKH, 3afepxka LLM, 3arpochl Ha AeFICTBUS, HOJI Iepenay
OIIepaTopy;

« mIuHa ouepenu QOHOBOIT 06pabOTKU, IIUTEIBHOCTD 3aAaHus, TOBTOPHI u dead-letter coObITHS;
«  xomHaTts! LiveKit, yuacTHHKHM, TOTepU ITaKeTOB, jitter, GUTpeIiT, 3agaHNs BHITPY3KY;
e OIIMOKU 3aTPy3KHU/BBITPY3KU U EMKOCTh OOBEKTHOTO XPAHUIINIIA;

o ournbKu BeOXYKOB BHEIITHUX KAHAIOB U [OJS AyOJIer COOBITHIL.

19.3 AkcnmyaTaniOHHbBIE >KYPHAIIbI

[IpuxiagHble )KypHaAIbI HOJIKHBI IOMOTATh pacciaeoBaTh NHIIMIEHTHI, HO He IOJDKHBI COAepP)KaTh
CeKpeThl, TOKeHbI 60TOB, Kriouu LLM, SMS-cekpersl, TOKeHBI JOCTYIIA U ITIEPCOHATbHbIE JaHHbBIE CBEPX
HEOOXOQUMOTr0 MUHUMYMaA.

B Texy1eit peanusanuy qiIA AUaTHOCTUKU HCIIOIB3YIOTCA IIPUKIIaHbIe )XypHairsl Gateway, Assistant,
bridge-cepsucos, Webchat service, Event-organizer, LiveKit, ¢oHOBBIX 06pabOTUNKOB U
UHQPACTPYKTYPHBIX KOMIIOHEHTOB 3aKa3uuka. OTaeIbHbIe KYPHAIbI COOBITHIT TIOACUCTEM TOCTYIIHBI B
webchat_audit_events u event_audit_1log; ux moxpeITHe ommcaHo B pasfgeie 15.5.

SKCHOPT JKYPHAJIOB B CUCTEMY LEHTPAJIN30BaHHOTO C6opa JKYPHAJIOB 3aKa3UMKa HACTPAUBAETCA KaK
IKCILTyaTallMOHHAaA MHTETrpalid. EIIHHbIﬂ IKCIIOPT IOPUANYECKHU 3HAYMMBbIX COOBITUI He OTHOCHUTCS K
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6a30BOI1 TEKyIIlel peaTH3alny U JOJUKeH ObITh OTJeNIbHO YKa3aH B Ipodue BHEIPEHNs, €CITU OH
BXOIUT B KOHKPETHYIO ITOCTaBKY.

19.4 OnoBenieHus
OrmoBelrieHNs SOJDKHBI ITOKPHIBATS:
+  HEOOCTYITHOCTb ITyOJUYHBIX TOUEK AOCTYIIA;
»  pocT 5xx U p95/p99 3amepiKKU;
» HcyepIlaHUe coegmHeHUN B/I;
«  poct 3amepxku NATS u ¢oHOBBIX 06pabOTUNKOB;
+ MmaccoBsle WebSocket mepenonxiouenmus;
+  pocT omru60YHBIX TOTOKOB 1
+ OTKas noctaBiiuka LLM mny npesbllieHNe JUMHUTOB IIOCTaBIUKA,;
+  0TKa3 00'beKTHOTO XpaHWINIIA;
» pgerpajamnuio kauectsa cetu LiveKit;
« omubKU BeOXYKOB BHEIITHUX KAHAJIOB;

. HEYCIIEITHbIE 3aJa4YM PE3EPBHOTO KOIIMPOBAHU S NN YCTAapPEBIINE PE3CPBHBIEC KOIINUH.

20. TanHbBIE, CPOK XpaHEeHUs U KOHPUAEeHIIUATBbHOCTD

ITpo¢mib BHeOPEeHUs QOIDKEH COTEP/KATDH TOIUTUKY XPaHEHUS:

e COOOIIEHUS U CHCTEMHBIE COOBITHSI;

+  BIIO)KEHUS U Menua-(ariib;

e 3aIMCH 3BOHKOB;

«  TPAHCKPUIILUU U CBOAKY;

+  prompts, KOHTEKCT U CIyKeGHbIe 3aMmeTkH M-areHTOB;

+  JKypHAaJIBI TIOACUCTEM U IPUKIATHBIE Ky PHAIIBI;

«  IIPUKJIATHbIE )XYPHAIBL;

e COOBITHA OTYETHOCTH 00 OIIHOKAX;

» BpeMeHHbIe apTedakThl, OTA-¢paiibl 1 GaiiIbl 3arpysKH.
[t K&yKIOTO Kiacca JaHHBIX QUKCUPYIOTCS:

e BIafeel] JaHHBIX;

*  MECTO XpaHeHUs;

+  CpPOK XpaHeHUS;

+ IpaBuUJA yYOATEHUST;

. IIpaBMJIa 9KCIIOPTa;



e JIOCTYI aJfMHUHHCTPATOPOB;
+ TpeOOBaHUA K pe3epBHOMY KOIIMPOBAHUIO;
+ TpeboBaHUs K 00€3THUNBAHUI0 UIN MUHUMHUSAIIUH.

Jns BHemIHuX noctaBmukos UM, SMS, push-yBegomiennsi, 6MUIHHTa U KaHAJIOB IIPOQUIIb BHEAPEHUS
COMIeP>KUT UCXOMALINI ITIOTOK JaHHBIX: KaKHe JaHHbIe YXOOAT, KOMY, IJI KaKoH IeIM U Ha KaKOM
OCHOBaHUIU 3TO Pa3pelleHo IOJUTUKON 3aKa3uHKa.

21. UappacTpyKTypHBIe TpeOOBaHUS

21.1 Cets

ITpoMprineHHOE BHEAPEHNE MOJKHO IIPEIOCTABIATh:
o ny6nuunsiit HTTPS BxogHOIT KOHTY;
+ mopmepxKy upgrade mis WebSocket;
+  BHYTPEHHIOIO CeTh MEXIy CepBHUCAMU;

« pocryn Gateway k PostgreSQL, Redis, NATS, o6vexTHOMY Xpanuuiy, Assistant, oHOBBIM
obpaboTunkam u bridge-cepBucam;

e HUCXOIALIUI MOCTYII K IIOCTABIIMKAM BKJIIOUEHHBIX BHEIITHUX WHTETPaLlUil;
» LiveKit TCP/UDP mapurpytu3sanus;
« SIP TCP/UDP mapipyTtusanus Ajis ONIIHOHAIBHOTO MOAYIA Tele(OoHUH;

. IIpaBUJIa MEXKCETEBOTO 9KpaHa MEXy 30HaAaMU DMZ, HpPUIO)KeHHfI, AaHHBIX M 3KCILTyaTalluM.

21.2 Xpauunuiie

PostgreSQL TpebyeT Hage)KHOTO IOCTOSHHOTO XPAHWIIHINA C MOHHTOPHUHIOM 3amep:xkku, IOPS,
CBOOOIHOTO MecTa U pe3epBHOTO KormupoBauus. O6beKTHOe XPAHUINIIE JOJDKHO ObITH OOIIUM It BCEX
TIPUKJIAAHBIX 9K3eMILISPOB. 3alIiCh MeqUa U KPYIIHBIN UMIIOPT TPeOYIOT OTHEIBHOTO IUIAHUPOBAHUS
€MKOCTH IIO IIPOITYCKHOM CIIOCOOHOCTH U 00BeMy.

21.3 CekpeTs! 1 KOHPUTYpALHUS
KoHurypamnus nosrKHa pasneaTs:
o my6auunbsle URL;
« BHyTpeHHHe URL cepBHCOB;
+  yYeTHBIE JaHHBIE;
«  (yHKIHOHANBHEIE (IIaTH;
+  JMMHUTHI IIOCTABIIIUKA;
+  IIapaMeTpbl XpaHeHHS;
«  SLO u moporu oIloBeIeHU.

CereTbI HE NOJUKHBI XPAHUTHCSA B KNIMEHTCKUX ITPUJIOKEHUAX NI II0IIaAaTh B C60p0‘—IHbIe apTe(paKTbI.
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21.4 Bepcuu ¥ COBMeCTUMOCTD

ITpounp BHeapeHus pukcupyer 6a3oBylo snHUI0 Bepcuil mis PostgreSQL, Redis, NATS, o6bekTHOTO

xpanwminuiia, LiveKit, 6paysepos/cpen Boimonaenns, Mobile- u Desktop-kirentos. O6GHOBIEHUS

KOMITOHEHTOB C COCTOAHHMEM BBIITOJHAIOTCA II0 OTAEJIBHOMY IIJIAaHY M3MEHEHU C IIpOUEAYPaMU OTKaTa

1 BOCCTaHOBJICHM .

22. Mopneip BHeIpeHUs

Apxurextypa McKpbl IToOAmep/KUBaET IIO3TAIIHOE BKIIOUEHHE KOHTYPOB: CHavYasa 3amycKaeTcs: 6a30BbIi

KOHTYP COOOIIeHU, 3aTeM moakiIouanrcs M-areHTsl, Megua, BHELITHYE KaHAIbI, TeJeOHUSI U

IOIIOJTHUTEJbHBIE IPOLecChl POHOBOM 06pabOTKU.

HOI[ﬂep)I(I/IBaEMaH IIOCIIEN0BATEIbPHOCTh BHEAPEHUA:

1. Basossie coobitenus: Gateway, Web, PostgreSQL, Redis/NATS, 06bekTHOE XpaHMITHIILE,

0a30BbIe poOJin 1 IIpOCTPAaHCTBA.

2. PeanpHoe Bpems u kirueHTh: WebSocket, Desktop/Mobile, push-yBenqomnenus.

3. Buemrnme xaHanbl: webchat, Telegram/MAX nnu npyrue bridge-cepBrcsi.

4. WHM-areHTsl: Assistant, cpeqia BEITTOJTHEHUS aTeHTa, ITocTaBIIUK LLM, coriacoBaHue qeCTBUN

MHCTPYMEHTOB, Ilepefiavua oIepaTopy.

5. Mepnua: LiveKit, 3BoHKH, BBITpy3Ka/3aIIUCh, paCIIHPPOBKA.

6. Temedoumus: SIP/Kamailio/PBX xak omuoHaIbHbBIN MOIYJIb.

7. KopmoparupHoe ycuiieHue 3arnuthl: SIEM, mpoBepku BocctaHoBIeHUs, DR-TecT, mpoBepka

6e3omacHocTH, mpuemka SLO.

Kaskp1it HOBBII KOHTYP mob6aBisieTcs: 6e3 00X0oma eqUHON MOIENH IIPaB, COCTOSHUS M Pealn30BaHHBIX

’KYPHAJIOB COOBITHI.

23. I'pannna oTBETCTBEHHOCTH

Oo6macrth

ApxUTeKTypa IpOAyKTa

IIpuxnanaOi KOx

HHuppacTpykTypa

CexpeTsl

ITocraBmuk Mckper

OmuchIBaeT KOMITOHEHTHI,
KOHTYPbI, UHTETPALUHU U
TpeGOBaHUs

[TocraBuser Gateway, KIHEHTSHL,
¢onoBbIE 00paboTunky, bridge-
cepBuUCHI, Assistant

dopmynupyer Tpe6OBaHUS U
3TaJIOHHYIO TOIIOJIOTHIO

OmnuceiBaeT HEOOXOOVIMBIE
THUIIBI CEKPETOB

3akasuux / IKCIIIyaTanusia

ITposepsieT cooTBETCTBHE
BHYTPEHHUM CTaHIapTaM

PasBopauuBaer B
YTBEPKOECHHON

nHPpaCTPyKType

ITpenocrasiser
BBIYHCIIUTEIbHBIE PECYPCHI,
ceTh, xpaHunuie, DNS,
cepTU(UKATHI

XpaHUT, poTHUPYET U
KOHTPOJIUPYET JOCTYII
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Oo6macTh

baza manHpIX

O6BeKTHOE XpaHNIINIIIe

MoHuTOpHUHT

ITpoBepka Ge3omacHOCTH

DR

ITocraBmuk Mckpsl

OmnucsiBaeT TpeGoBaHUS K

CX€éMaM U MUTpaluiaM

OmnuceIBaeT TUIBI OOBEKTOB U
Tp€60BaHI/IH AOCTYyIIa

ITocTraBaser TOUKHU AOCTyIla U
Ha6op KIIIOUEBBIX METPHUK

IIpemocraBiseT apXUTEKTYpHBIE
JaHHbIE U pEKOMEHOAIUU II0
YCUJIEHUIO 3aIUThI

OmuceiBaeT 3aBUCHUMbIE
KOHTYPBI 1 ITPEATIIOCBIIIKIL
BOCCTAaHOBJICHHA

3akasuux / IKCIIIyaTanusia

O6ecmeunBaeT pesepBHOE
KOIIIPOBaHHeE, BOCCTAHOBJICHUE,

MOHUTOPHHT, EMKOCTb

O6ecreunBaeT HaTEKHOCTD
XpaHEeHMU, )KU3HEeHHBIN UK,
pesepBHOE
KOIIMPOBaHME/PEILITUKAIIAIO

HaCTpaI/IBaET C60p, ITaHEeJINn

MOHHUTOPHHTA, OIIOBEIIeHNUH,
SIEM

IIpoBonuT coriacoBanue,
TeCTHUpOBaHUE Ha
IIPOHUKHOBEHUE, IIPUMEHEeHUe
HOJIMTUK

Omnpepnenser RPO/RTO,
IIPOBOJUT TPEHUPOBKU
BOCCTAHOBJIEHHS

HaCTOHU_[aH cneunquaunﬂ (I)I/IKCI/IpyeT 63.30BYIO TEXHUYECKYIO I'PAaHNUIY OTBETCTBEHHOCTHU. HOI‘OBOP

IIOCTAaBKM MOJKET paCIIUPATH €€, HO HE OTMEHIET 3TU 00513aHHOCTH 0€e3 IBHOTO IIPHUIIOKEHUS K IIPDOEKTY

BHEOPEHUSI.

24. KOHTPOJIBHBII CITHCOK TOTOBHOCTH K IIPOMBIIIIJIEHHOM dKCIITyaTaluu

« Omnpepenena menesas TOIIOJIOTHSA ¢ 30HaMU DMZ, Tpuio)keHU, TaHHBIX, MeIHa U

3KCILTyaTalluH.

. HY6JII/I‘-IHbIe TOYKH OJOCTYyIIa OHY6JII/IKOB8.HBI TOJIBKO TaM, IrI€ 3TO Tp€6yeTCH.

» TLS, cepruduxars u DNS HacTpoeHBI U IIpHHAAJIEKAT COTJIACOBAHHOM CTOPOHE.

» IlosbsoBaTeny BXOOAT M IIOJIY4YAIOT IIPAaBUIIbHbIE POJIH.

. HpOCTpaHCTBa, ouepeau 1M KaHaJIbl HACTPOEHBDI.

+  Web, desktop u mobile xireHTHI BUOST OLHO COCTOSIHUE.

+  Webchat niu BHeITHUIT KaHAJ co3haeT obpallleHue B HY>KHOM OUepeu.

. NU-areut OTBE€YaET, HE JIY6JII/IpyeT OTBETBI U YMEET II€PE€AaBaTh OAHNAJIOT OIIEPATOPY.

. HCIU/ICTBI/IH HMHCTPYMEHTOB NMEIOT IIOATBEPKAEHUE TaM, I'I€ €CTh 6H3HeC-pI/ICK.

+  3BOHOK CO3[AETCsl, yUaCTHUKU TIOIKIIOUAIOTCS, Mequa paboraer.

. Brnoxenus 3arpy’KarTcCia, OTKPbIBAKOTCA 1 XPAHATCA B 06H_IEM 00 BEKTHOM XpaHWIHUIIE.

«  Push/SMS/OTP u BuerrtHue obpaTHble BEI30BbI 3AIUIIIEHBI CEKPETAMIU.
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Jloru He comepykar TokeH 60Ta, SMS cekpersl, kitouu LLM u mepcoHanbHble JaHHbBIE CBEPX
HeOoOXOIVMOCTH.

EcTp pesepBHOe KommpoBaHue 6a3bl, 00BEKTHOTO XPAaHIIHUINA U KOHPUTYpaIHUH.
TperHupoBKa BOCCTAHOBJIEHU BBINIOTHEHA U 3aJJOKYMEHTHPOBAHA.

Hacrpoena Habmrogaemocts misa Gateway, Assistant, Megua, XpaHIJIHUIIA, peaJbHOTO BpEMEHH U
(POHOBBIX 06PaBGOTUNKOB.

HacTpoeHs! orioBellieHU II0 JOCTYITHOCTH, 3aJlepKKe, 5XX, coenuHeHusam b/l, ouepensam,
ournbkam MU, kauecTBy Mequa U BO3PaCTy Pe3ePBHBIX KOITHIA.

3aguxcuposarrsl RPO/RTO, cpok xpaHeHU 1 MaTpHUIa OTBETCTBEHHOCTH.

HpOBepKa 06e30IacHOCTH 3aBE€pUI€HA A0 IIPOMBIIIJIEHHOT'O OOCTYyIIa oJIb30BaTeJIeH.
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