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I[OKYMeHT IIpeaHa3HauY€eH OJIA DeVOpS-HH)KeHepOB, CUCTEMHBIX aAIMHUHHUCTPATOPOB 1 MHXXEHEPOB
SKCIUTyaTallM 3aKa34YMKa, KOTOPbIE OTBEUAIOT 3a YCTAHOBKY, HaCTpOfIKy, O0OHOBJIEHUE U
IIPOMBIIIIIEHHYIO SKCILTyaTall1Io I/ICKI)I)I MeCCCHJI)Kep B JIOKQJIbHOM KOPIIOPAaTHMBHOM KOHTYPE.
HOKYMeHT OIIMCBIBAET TEKYIIYIO CEPBEPHYIO p€ATN3aIIUI0 I/ICKPI)I, €€ SKCIUTyaTallMOHHbIE 3aBUCUMOCTH,
IIOPAOOK ITPOMBIIIIJIEHHOTO Pa3BEPTHIBAHM A, IIPOBEPKH TOTOBHOCTH, PE3EPBHOE KOIITMPOBAHUE,
BOCCTAaHOBJICHUE, O0OHOBJIEHUA U ANArHOCTUKY.

JloKyMeHT He 3aMeHeT ApXUTEKTYPHYIO ClleNuQUKAINI0. APXUTEKTYpHAad CIIeUPUKAIIUA OIIpeaeieT
LIeJIEBYIO TOIIOJIOIHIO M IIPUHITUIIBI MacCIITabHpOBAHU; 9TO PyKOBOICTBO IIEPEBOAUT 3TH TpeOOBAHUS B
nevictBua DevOps-KoOMaH/BL

1. O6imacTp npuMeHeHUS

Uckpa MeccenmKep ycTaHaBINBAaeTCs KaK Ha0Op CepBepHBIX KOMIIOHEHTOB BOKPYT LeHTPATHHOTO
cepsuca Gateway. Gateway ob6ciyxuBaer HTTP API, WebSocket, aBropu3sariuio, ceccuu, moIb30BaTenex,
IIPOCTPAHCTBA, AUAJTOTH, COOOIIIeHUS, Ouepeny, BIoKeHus, 3BoHKU, OTA-0o0HOBIeHUS U
MHTeTpaI[OHHbIe 00paTHbIE BBI30BBI.

HpOMI)II_LUIeHHoe BHEOpPEHUE NOJKHO UMETDH 3aIT0JIHEHHBIN HpOd)I/IJ'II) BHEApEeHUA I/ICKPLI. HpOdﬁ)I/IJII)

BHeJIpEeHUs ABIIsIeTC pabounM JOKYMEHTOM IIPOEKTa YCTAHOBKHU U (QUKCUPYET:
+  BKJIIOUEHHBIe MOAYJIHU VCKpBI;
+ myOnuYHBIE MOMEHBI M BHyTpPEeHHIE afpeca CEpBUCOB;
+  ceTeBbIe 30HBI U IIPaBMJIA TOCTYIIA;
« mapametpsl PostgreSQL, Redis, NATS, o6bexTHOTrO Xpanunuina u LiveKit;
+  crocob XpaHeHUs CEKPeTOB U CepTUPHUKATOB;
« RPO/RTO, pesepBHOe KOITMPOBaHUE U IIOPSTOK BOCCTAHOBIICHUS;
«  IIpaBUJIA MaCIITaOHMPOBAHUS;
+ TpeGOBaHUS K )KypHaJIaM, METPHUKaM, OIIOBEIIleHUsIM U LIEHTPAIN30BaHHOMY CO0PY >KyPHAJIOB;
*  OTBETCTBEHHBIX BJIAJ[EJIBIIEB CO CTOPOHBI 3aKa3UHKa.

o 3amonHEHHUA PO I BHEAPEHN I IIPOMBILIIEHHBIN 3aITyCK HE CUHTAETCA IIOATOTOBIEHHBIM.

2. CocTaB IOCTAaBKU U PO KOMITIOHEHTOB

Gateway. llentpanpubiii cepBepHbIit cepuc Vckpsr: API, WebSocket, aBropu3sarus, ceccum,
co00IIIe N, ITPOCTPAHCTBA, OUepenH, BlIokeHNs, 3BoHKH, OTA 1 MHTerpanoHHbIe agpeca 0OpaTHBIX
BBI30BOB. He XpaHNT ITOCTOSTHHOE JIOKAJIBHOE COCTOSTHIIE.

Web. Web-knnent Hckpsl, cobparnsii Kak Vite/React SPA. OtnaeT mosp3oBarebCKUil UHTepdeiic u

IIPOKCHUPYET 3aIIpOChI K CEPBEPHOMY KOHTYDY.

Webchat service. IIy6auunsrit webchat-konryp, co6srrist Webchat 1 o6parHbie BEI30BBI JOCTaBKH.
CocrosHue xpanurtcs B PostgreSQL.

Assistant. l-arenTs1, CBOOKY, HHTErpaliuu KaneHpapert, Bitrix, HeadHunter u web-mmoucka. He xpanur

ITIOCTOAHHOE JIOKAJIbHOE€ COCTOAHME.



Event-organizer. Crienapuu co6siTuit 1 06paboTka 0TBeTOB yuacTHUKOB. COCTOSTHIE XPAHUTCS B
PostgreSQL.

Transcription worker u Sticker normalizer. ®PonoBbie 06paboTUNKU pacCIIUQPOBKYU U HOPMATU3AI[UHU

Menua-apredakToB. He XpaHAT IIOCTOSHHOE JIOKAJIBHOE COCTOSHUE.

Telegram bridge u MAX bridge. Bridge-cepBucs! BHemHuX KaHanoB. COCTOSIHME BHEIITHUX COOBITHI
Benercs yepe3 Gateway u PostgreSQL.

PostgreSQL. VcTouHNK MCTHUHBI IJIs TIOJIb30BaTeNeH, CECCUI, COOOIIIeHUT, TUAIOTOB, OUepeer,

areHTOB U KOHQUTYpaITUH.

Redis. KpatkoskuBy1iee cocTOsIHIE Cpebl BBIITOTHEHUs, CIyKeOHbIe KIITH U IIPUCYTCTBHE.
NATS. Pacupocrpanenue cOOBITHI peaTbHOTO BpEMEHH U OUEPETH.

O61wexkTHOE xpanmnuiie S3/MinlQ. Biokenwus, sanucu, OTA-daiinbl, 3arpy3Ku U apre@aKTh.

LiveKit u LiveKit egress. 3Bonku, KoHpepeHITNH, MeHa-CeaHChI, 3aIIUCh U BBITPY3Ka Meaua B

00BEKTHOE XpaHWUJINIIIE.

LiveKit SIP / Kamailio. SIP-ciienapun u tTeredoHus pu BKIOUeHHN MoayJsl. KoHKpeTHas cxeMa

3aBucUT 0T PBX 1 ceTeBOIT MOOenN 3aKa3umKa.

Prometheus / Grafana. Metpuku u naHenu MOHHTOPHHTA IIPU BKIIOUEHNUH SKCILTYaTallOHHOTO
KOHTYpa.

GlitchTip. OtuerHOoCTD 06 OIIMOKaX IIpU BKIOUeHUH. Vcmionb3yer otaenpHyio Bl u xpaHuiuie
3arpy3okK.

I/ICKpa HE NOJI’)KHA XPaHUTDH OM3HeC-COCTOIHIE Ha JIOKAJIHbHOM AUCKE ITPpUKIIaJHBIX KOHTCfIHepOB %) e%s
BUPTyaJIbHbIX MAIIIMH. HaHHbIC, KOTOPbIE€ NOJIXKHBI IIEPEKUTD PECTAPT MIIN MaCIHTa6I/Ip0BaHI/IC,
Ppa3M€EIIarTCsa B POSth'CSQL, 00BEKTHOM XpaHMIUIIE NJIW OPYTOM COIVIaCOBAHHOM CEPBUCE COCTOAHUA.

3. Ilopnep>xuBaeMad SKCILTyaTallMOHHAs MOJIeNb

[TpomsImneHHas ycTaHOBKA ICKpBI cTpOUTCS KaK HAa0Op KOHTeIIHePU30BaHHBIX CEPBUCOB 6e3
IIOCTOAHHOTIO JIOKAJIBHOTO COCTOSIHUSA y IpUKIagHoTo ciaod. IlogmepxuBaeMas JIOTHKA 9KCIUTyaTallUH:

+  HeCKOJBbKO 9K3eMIusipoB Gateway, Web, Webchat service, Assistant, bridge-cepsucos u ¢poHOBBIX
00paboTUMKOB MOTYT PaboTaTh MapaJLIeNbHO;

+  BCe 9K3eMILIAPBI UCIIONb3YIoT 001t PostgreSQL, Redis, NATS u 06beKTHOe XpaHUIHIILE;
+ OGamancuposiuk HanpapisieT HTTPS-tpagpuk Ha Web/Gateway/Webchat;

+  WebSocket-coemunenus MoryT 06Ty KHUBaThCS TOOBIM 9K3eMILIspoM Gateway mpu o01iem
KOHTYPE COOBITHI;

« LiveKit mactrrabupyercs OTHEIHHO OT KOHTYPa COOOIIIeHUIT;

»  Murpanuu PostgreSQL BBIIIOIHAIOTCA KOHTPOIHUPYEMO [0 3aIlycKa HOBOI BepCHUU IIPUKIATHOTO
cIos;

e CEKpeThl U CepTU(QUKATHI IIPUHAJIEKAT HHPPACTPYKTYPHOMY KOHTYPY 3aKa3dHKa.



HUckpa MoxeT ObITh pa3BepHyTa Ha BUPTYaIbHBIX MaliinHax ¢ Docker Compose wru B Kubernetes mpu
COOJIIOIEHUH TOIT )Ke MOIENH COCTOSTHUS: IIPUKIaHbIe KOHTEMHEPHI 6€3 JIOKATHFHOTO IIOCTOSTHHOTO
COCTOSTHUSI, OOII[VIEe CEPBUCHI C COCTOSTHUEM, 00IIlee 0O'beKTHOE XPAHMIIUIIIE, eMUHAST CXeMa CEKPETOB,
KOppeKTHbIE IIPOBEPKHU TOTOBHOCTH U KU3HECIIOCOOHOCTH, KOHTPOIUPYEMBIH 3aIlyCK MUTPAIHIL.
Hannune xoHkperHbIx Helm-uaproB wiu 111a610HOB OPKECTPALIMHY He SIBJISIETCS IIPEAIIOCHLIKOM 3TOM
crienu UK.

4. O6s13aTerpHasI HHPPACTPYKTYPa 3aKa3uHuKa

ITepen ycTaHOBKOM 3aKa34MK IIPEIOCTABIAET MIHU YTBEPKOAET CIEAYIOIIHE PECYPCHI.

4.1 BeIYHCITUTEIIbHBIV KOHTYP

«  Y3JIbI WM IIPOCTPAHCTBO UMEH opKecTparopa mis Gateway, Web, Webchat service, Assistant,
Event-organizer, bridge-cepBrcoB u ¢0HOBBIX 06pabOTUNKOB;

« otgenbHYyI0 emKocTb 44 LiveKit u LiveKit egress;
« umutsl CPU/RAM i Ka’kIoro KOHTypa 110 pe3yJIbTaTaM pacueTa eMKOCTH;
+  BO3MOKHOCTb TOPH3OHTAIBHOTO 00aBIeHNS 9K3eMILIAPOB IIPUKIATHBIX CEPBHUCOB;

. periiaMeHT O0OHOBJICHUSA O6p330B U II€pe3alryCKa CEPBUCOB.

4.2 CepBHCHI C COCTOTHUEM
» PostgreSQL 17 nnu coBMecTHMas KOPIIOpaTUBHAs yIpaBiseMas BepCHs;
« Redis 7 nnu coBmecTnMas KOpIopatuBHast BEPCUS;
« NATS 2.10 c JetStream mpu BKIIIOUEHHBIX CLIEHAPUSIX PEAIbHOIO BpeMeHU U ouepemelt;
+  S3-coBMmecTHMOE 00beKTHOE XpaHuauine wiu MinlO;

« orpenbuas Bl ms GlitchTip, ecnu BKiIloueHa 0T4eTHOCTD 00 OLIHOKAX.

4.3 ITy6uyHble TOYKU JOCTYyIIa
ITpoduns BHegperMs pukxcupyer nybuuaabie URL:
«  Web-kinuent Uckpsr;
+ Gateway API u WebSocket;
«  Webchat, eciu BkiI0UEeH;
+ LiveKit signaling URL;
« SIP/PBX Touka moctyma s TeneoHUH, ecty BKIodeH SIP-Momys;
« wmauudect OTA u ¢airsr OTA, ecu BrroueHbl MoOuabHBIE OTA;

« ny6anunasie URL o6parubix Be13oBoB mis Telegram, MAX, event organizer, billing 1 OAuth-
uHTerpanuy Assistant.

[Ty6uaHBIN TOTh30BaTeNbCKUI TpaduK qoipkeH natu mo HTTPS. WebSocket my6aukyercs mosepx TLS.
Menua LiveKit tpe6yer ormenpHoi mposepku UDP-gocrynuoct u NAT-mogenn. SIP/PBX
MIOAKIIIOUEHHe ITyOITHKYeTCs TOJIBKO IIPU BKIIOUEeHHOH TeslepOHNH; IPOQIIIb BHeApeHNU QUKCUPYeT



SIP-gomen unu IP, rparcmopr UDP/TCP/TLS, my6ruyHbIil KOHTAaKTHBIN appec, NAT-momens u mpaBuia
nocryna or PBX mu SIP-ipoBaiinepa.

5. CeTeBas maTpuiia

ITonb3oBaTenbekuit Bxomamuit tpaduk. Kinuentsr Web, Mobile u Desktop o6paratorcst k Web u
Gateway mo HTTPS u WSS. [l 3BoHKOB KitueHTHI obpartratorcs K LiveKit mo HTTPS/WSS u
ucnons3yor UDP-menuamnoroku. Buerrnue kanaias! obparmaiorcs Kk Gateway wuiru bridge-cepBucam 1o
HTTPS s Be6-miepexBaTUMKOB M OGPATHBIX BBI3OBOB.

Gateway k cepBucaM coctossHus. Gateway obparraercs k PostgreSQL mmo TCP 5432 muist mosnb3oBaTeer,
ceccuit, COOOIIIeHUT, TUAOTOB, ouepemelt u areHToB. Redis ucnonsayercst mo TCP 6379 mist cocrosiHus
cpenst BoimosiHeHus U katieit. NATS ucnonbsyercs mo TCP 4222 mist co6bITHIT peaTbHOTO BpEMEHH.
O6rpexTHOE xpaHmtuie uctonabdyercs 1o HTTPS unu BHyTpeHHeH S3-TOUKe qOCTyIIa ISl BIOXKEHUI,
OTA u 3amuceri.

Gateway k mpuKiIagHsIM cepBucaM. Gateway o6pamaercs k LiveKit mo HTTP/WSS nua Bermauu u
IIpOBepPKU MegHua-TOKeHOB, K Assistant mo HTTP nma N-areHTOB, CBOOOK U MHCTPYMEHTOB, K Event-
organizer mo HTTP nsa cuenapreB co6bITHIL.

Assistant k Gateway u BHeIITHUM mocTaBIUKaM. Assistant o6parraercs k Gateway mo HTTP/WSS s
apeH[IbI CpejIbl BBIITOJHEHHU G0TOB U IMOTOKOBBIX COObITHIL. [Ipy BKitouennu NMU-dpynkuuit Assistant
obparmaerca k LLM-ocraBmuky mo HTTPS. IIpu BrirtoueHnu nHTerpanuil Assistant o6paraercs K
OAuth/API nocrasiukos Bitrix, HeadHunter, Google, Yandex u Apple mo HTTPS.

Mepnua u sxcrryaranusi. LiveKit egress o6patiaercs k 00beKTHOMY XpaHuauiy mo S3 API ms
3amuceit U BBITPY30K. Prometheus o6pammaercs k Gateway, Assistant, Event-organizer n skcrioprepam 1o
HTTP mna c6opa MeTpUK. IKCIUTyaTAIMOHHBIN KOHTYP 3aKa3uuKa oOpalaeTcs K ceppucam uepe3 SSH
nin API maTdopmsel muist OGHOBIEHUI, TUAaTHOCTHKU U cOOpa »KypHAJIOB.

SIP/PBX nogknrouenue. [Ipu Brirouennoi tenedorny PBX unu SIP-mpoBatimep 3aka3unka
nogkiouaercs K SIP/Kamailio-kouTypy mmo cormacoBannomy tpaucrnopty UDP/TCP/TLS, o6sruno Ha
mopteI 5060/5061/5062 cormacuo nipoduio BHeapeHus. SIP/Kamailio B3aumopericteyer ¢ LiveKit SIP u
TesepoHnUecKUM bridge-cepBrcoM BHYTpH Menua-KoHTypa; Gateway ocTaercs yIpaBiIsSIOIINM
CEpBUCOM IJISI IPAB, TIOJIb30BATENEN, 3BOHKOB U COOBITHUI, HO He mepemnaer yepes ceOst RTP-menuanoTox.

BryTpeHHHUN TpadHUK MOKET 3aIHINATHCA CeTeBBIMU IIOJINTHUKAMHU JacTHOM ceTd, mTLS miu cepBucHoI
ceTKoH. Bri6panHbIN mogxoy pUKCHpyeTcs B IIpoQuIe BHEAPEHNU .

6. DNS, TLS u ny6nukarius

[TpomsbllIIeHHAs yCTAaHOBKA JOJDKHA MMETh:
« DNS-3amucu mms myOGIu4HbBIX TOUeK goctyna Mckpsr;
+  TLS-cepruduxarsr gus Web/Gateway/Webchat/LiveKit signaling/OAuth callback;
+ 0(aJaHCHPOBIIUK MU ingress, mognep;xuBatomuit WebSocket;
«  KOppeKTHbIe TUMHUTBI pa3Mepa Tejla 3aIIpoca AJIs BIOKEHUIT;

+  OTHenbHBIE IpaBMia nyOnukanuu nust /vl/updates/manifest, /vl/updates/files/... u
/downloads/. . ., eciu BritoueHsl OTA u aiiurpl 3arpysKu;



3aKpBITHIH mpssMoit moctyt K PostgreSQL, Redis, NATS, MinlO/S3 console, Prometheus u Grafana
U3 ITyOIMYHOMN CEeTH.

Gateway u Webchat He mo/bKHBI TyOIMKOBATh CEKPETHBIE aIMUHUCTPATUBHBIE nHTepdericsl. MinlO

console, Grafana, Prometheus u GlitchTip admin Ul my6aukyoTcs TOXBKO IO TOIUTHUKE 3aKa3UUKA U C

OTHEJIBbHOM 3aIllUTON HOCTyIa.

7. IIpoduns koHPUTYpAITTU

Bce mapaMeTpsI IPOMBIIITIEHHON YCTaHOBKU (PUKCHUPYIOTCS B yTBEPKAEHHOM IIpopuie BHEAPEHUS.

Hinxe II€pEYNCII€HbI T'PDYIIIIbI KOH(l)I/II‘ypaI_II/II/I, KOTOpbIE€ NJOJIKHBI OBITH 3aII0JIHEHBI A0 3aIryCKa.

7.1 bazoBbie mapamMeTpHhl

APP_ENV=production - pe)KuM 3aIlycKa IIPOMBIIIIEHHOro KOHTypa Mckpsl. Pexomennyemoe
3HaueHHe I IPOMBIIIIIEHHOI ycTaHOBKU: production.

PUBLIC_APP_URL - Buemrauit HTTPS-agpec monb3oBarensckoro Web-kinueHTa U mIy0IHYHBIX
Gateway-Touek. PekomernyeMoe sHaueHHe: ocHOBHOI ImyOianuns URL Vckpel B momeHe
3aKa3uyuka, HampuMep https://iskra.company.example.

DATABASE_URL - cTpoka mmopkiroueHust Gateway, Assistant u c1y»keOHBIX IIPOIIECCOB K
ocHoBHOMH B]l PostgreSQL.

DATABASE_MAX_OPEN_CONNS - MakcuMaJIbHOE YHCIO OTKPBITHIX coennHeHuN PostgreSQL Ha
OMH 9K3eMILIAp cepBUca. PekoMeHyeMoe HauaabHOe 3HaUeHHe: 20-50 ga Gateway, 5-20 mia
(POHOBBIX CEPBUCOB; CyMMAaPHBIF IUMHUT BCEX 9K3EMILIIPOB TOJDKEH OBITh HIKE TUMUTA
PostgreSQL ¢ pesepBoM myId aiMHUHUCTPUPOBAHHUS.

DATABASE_MAX_IDLE_CONNS - MakcuMaJbHOE YHUCJIO IIPOCTANBAIOIIUX COCAMHEHUN
PostgreSQL Ha omuH 9K3eMILTAp cepBHca. PekoMeHIyeMoe HauanbHOe 3HaUeHHe: 5-10 ma
Gateway u 2-5 ni pOHOBBIX CEpPBHCOB.

DATABASE_CONN_MAX_LIFETIME - MmakcuManabHOe BpeMs >KU3HU coequHeHUs PostgreSQL B
myie. PekoMeHmyeMoe HauanbHOe 3HaUeHHe: 30m.

DATABASE_CONN_MAX_IDLE_TIME - makcuMaabHOe BpeMs IIpocTod coequHeHUs PostgreSQL B
myne. PekomeHTyemoe HaualbHOE 3HaUeHHUe: 5m.

REDIS_URL - ampec Redis mua KPaTKO>KUBYIIETO COCTOSIHUA, K3IIIeN U ciykeOHOHI
CUHXPOHU3ALNN.

NATS_URL - agpec NATS misi co6bITHIT peaJbHOTO BpeMeHU U (POHOBOI JOCTABKU.

JWT_SECRET - cexpeT MOAINUCHU II0JIb30BATEIbCKUX access/refresh-TokeHOB Uckpsr.
PexoMmeHayemoe 3HaueHUe: CIydyaiiHas CTpOKa He MeHee 32 6aiiT, CreHepUpOBaHHAS U XpaHUMast
B XpaHMUJIUILE CEKPETOB 3aKa3uMKa.

REALTIME_INSTANCE_ID - aBHOoe uMs sk3eMILIspa Gateway o IMAarHOCTUKHU WebSocket-
coefMHEHUI U MpUCYTCTBUS. PekoMeHayeMoe 3HaUeHNe: YHUKAJIbHOE MM 9K3eMILIAPa,
HampuMep UMs pod/KoHTelTHEpa/BUPTyaIbHOM MAIITHHBI.

7.2 AyTeHTU(UKAIIUS II0JIb30BaTeJIeln

OTP_PROVIDER - Bb16paHHbH71 IPOMBIIIIIEHHBIN ITOCTABIIMK OMHOPA30BbIX KOJOB UM 3BOHKOB
TIOATBep:KAeHUA. PekoMeHyeMoe 3HaueHue: IIPOMBIIIIIEHHBIN ITOCTABIIUK 13 JOTOBOpa



3aKa3uymka; Ay npoussoiabHoro HTTP/SMS-tioctaBiiuka ucnonbsyercsa http, nioa 3BoHka
nonTBepskaeHus Pocrerexom - mpoguns Pocrenexom.

« OTP_MODE - pesxum rmpoBepku OTP; B mpoMBIIIIeHHOM KOHTYpe HUCIIOIb3yeTCd PEeKUM
BHEIITHETO IIOCTaBIINKa, He dev. PekoMeHTyeMoe 3HaUeHNe: peKUM IIPOMBIIIIEHHOTO
IIOCTaBIIMKA, 3a0MKCUPOBAHHBIN B IIpodrie BHEAPEHHS.

« OTP_TTL - cpok meiicTBHA OJHOPa30BOro Koja. PekomeHyemoe 3HaueHUe: 5m.

» OTP_RESEND_COOLDOWN - MUHUMaJIBHBIN MHTEPBAJ MEKAY IIOBTOPHBIMHU OTIIpABKaMU KOJa
OHOMY II0JIb30BaTeNI0. PekoMeHyeMoe 3HaueHHe: 60S.

+ OTP_MAX_ACTIVE_REQUESTS - makcumManbHOe uuciao akTuBHBIX OTP-3ammpocoB qyis ogHOTO
Imonb30BaTeNd win teredoHa. Pekomennyemoe 3HaueHue: 3.

o OTP_MAX_ATTEMPTS - MakcHMaJIbHOE YHCJIO IIOMIBITOK BBOJA KOA A0 OJIOKUPOBKHU CLIeHAPHSL.
Pexomenayemoe 3HaueHUe: 5.

« AUTHENTICATOR_SECRET_ENCRYPTION_KEY - kirou mu@poBaHUs CEKPETOB
TOTP/ayrentudukaropa. PekomenayeMoe 3HaueHMe: CIyUariHbIN KIIOY He MeHee 32 6aiT u3
XPaHUJIUIIA CEKPETOB.

+ USER_PHONE_ENCRYPTION_KEY - xirou mugpoBaHus TeJeOHHBIX HOMEPOB II0JIb30BaTelIel B
B/1. PekoMeHayeMoe 3HaUeHMeE: CIyUYalTHBIN KIIOU He MeHee 32 06alT U3 XpaHWIIHUINA CEKPETOB.

e INVITE_ONLY_SIGNUP_ENABLED - BKIrOUaeT peruCcTpaIiio TOJIHKO II0 IPUIJIAIIIeHUAM.
Pexomenayemoe sHaueHNUe I 3aKPLITOrO KOPIIOPAaTUBHOTO KOHTypa: true.

« WAITLIST_ENABLED - BKIIOYaeT JUCT OKMOAHUA Ui [IoJIb30BaTenell 0e3 IpUTJIAlIeHN .
PexomenayeMoe 3HaueHUe JJIs1 3aKPBITOTO KOPIIOpAaTUBHOTO KOHTypa: false.

[Tpomsimnenssit 0TP_MODE=dev 3amperren. [ToctaBmuk OTP/SMS moixeH ObITh BEIOpAaH U IIPOBepeH

A0 OOITyCKa TIOJIb30BaTeEJIeH.

7.3 SMS/OTP nnocTaBIIIKHA
I/ICHOJII)3YCMBIC HepeMeHHI)Ie 3aBUCAT OT BbI6paHHOFO ITIOCTaBIIMKaA:

« SMS_PROVIDER - tumr SMS-nmocraBmuka gy OTP_PROVIDER=ht tp rru SMS-pexxuma.
PexoMmeHnayemoe 3HaUeHNe: KOHKPETHBIN IIOCTABIIIMK M3 JOTOBOPA 3aKa3uMKa; I
yausepcaiabHor HTTP-unterparnuu - http.

+ SMS_API_URL - HTTPS-anpec API mpousBompHOro SMS-niocraBimuka. Pekomernyemoe
sHauenwne: mpomsinuieHHsrri HTTPS endpoint mocrasmuka, He TecToBbiit URL.

+ SMS_API_METHOD - HTTP-MeTon oTIIpaBKH 3ampoca K IIPOU3BOJIbHOMY SMS-TIOCTaBIIUKY.
Pexomennyemoe 3HaueHwre: POST, eciid ITOCTABILUK He TpebyeT Opyroe.

« SMS_API_CONTENT_TYPE - 3HaueHue Content-Type g 3ampoca K IIpou3BoJIbHOMY SMS-
mocTaBIIUKY. PekoMeHnyeMoe 3HaueHue: application/json, eciiu mocTaBIUK He TpedyeT

Ipyroe.

« SMS_API_AUTH_HEADER - uMs 3arojIoBKa aBTOPM3allMU AJIs IIPOU3BOIBHOT0 SMS-TI0CTaBITHKA.
PexomeHOyeMoe 3HaUeHHeE: 3aTOJIOBOK M3 JOKYMEHTAI[UH ITOCTABIINKA, OOBIUHO
Authorization.



SMS_API_AUTH_VALUE - cekpeTHOe 3HaUE€HME 3arojIOBKa aBTOPU3aLUU U IIPOU3BOJIBHOTO
SMS-nocraBimuka. PekomeHayemMoe 3HaueHNe: TOKeH IIPOMBIIILIEHHOTO KOHTYpa U3 XPaHWIIUIIA
CEKPETOB; TECTOBBIN TOKEH 3aIlpeIlleH.

SMS_SENDER - M1 oTipaBuUTENS, 0T06pa>i<aeMoe II0JIb30BaTelr0 B SMS, eciiu IIoCTaBITUK
nonpep:xuBaet sender ID. PekomennyeMoe 3HaueHue: 3apeTUCTPUPOBAHHOE UMsI OTIIPABUTEIS
3aKa3uMKa, CorjlacoBaHHOe ¢ SMS-II0CTaBIIIIIKOM.

SMS_REQUEST_TEMPLATE - m1a6J0H TeJa 3amrpoca K IIPOU3BOJABHOMY SMS-TI0CTaBIITHKY.
Pexomennyemoe 3HaueHMe: MUHUMaNbHBIN JSON-111a6JI0H ITOCTABIHUKA C IIOJSIMU HOMepa,
TeKCTa ¥ UAEHTHUQHUKATOpPA OTIIPABUTEJIS.

SIGMASMS_API_URL - anpec API SigmaSMS. PexoMeHnyeMoe 3HaueHHe: IIPOMBIIIIEHHBIN
HTTPS endpoint SigmaSMS u3s gorosopa.

SIGMASMS_API_KEY - xiroud gocryma SigmaSMS. PexomeHnyeMoe 3HaUeHHe: ITPOMBIIIIIEHHBIHN
KIII0Y M3 XPaHWIJIHIIA CEKPETOB.

SIGMASMS_SENDER - ums: otmpaBureisa SigmaSMS. Pekomennyemoe 3HaueHHe:
3aperucTpUpOBaHHOE UMs OTIIPAaBUTENA 3aKa3uMKa.

BEELINE_SMS_API_URL - agpec API Beeline SMS. PexomennyeMoe 3HaUeHHE: IPOMBIIIIEHHbIN
HTTPS endpoint Beeline 13 gorosopa.

BEELINE_SMS_USERNAME - nms yuetHo¥ 3anucu Beeline SMS. PexomeHnnyeMmoe 3HaueHUe:
IIPOMBIIIIJIEHHAsl YUeTHas 3aIIiCh 3aKa3uHKa.

BEELINE_SMS_PASSWORD - mapous yueTHO 3anucu Beeline SMS. Pekomennyemoe 3HaueHuMe:
IapoJib U3 XpPaHUJIHUINA CEKPETOB.

BEELINE_SMS_SENDER - ums orupaButens Beeline SMS. PexoMeHnnyemoe 3HaueHUe:
3aperucTpUpPOBaHHOE UM OTIIPABUTEN 3aKa3UHUKa.

P1SMS_API_URL - agpec API P1SMS. PexomeHnyeMoe 3HaueHue: IpoMblnuieHHbIN HTTPS
endpoint P1SMS u3 gorosopa.

P1SMS_API_KEY - xitou gocryna P1ISMS. PekomengyeMoe 3HaUeHUe: IIPOMBIIILIEHHBIN KITIOY U3
XPpaHMINIIA CEKPETOB.

P1SMS_SENDER - ums otripaButens P1ISMS. PekomenayeMoe 3HaUeHHe: 3aperUCTPUPOBAHHOE
UM OTIIPAaBUTEN 3aKa3YMKa.

P1SMS_PROJECT - npeaTudukarop npoekra P1SMS, eciiu mcronb3yeTcsa B JOTOBOpe
IocTaBIIMKa. PekoMeHIyeMoe 3HaUeHUe: IIPOMBIIIIeHHBIH project ID m3 nuuHOro kabuHera
P1SMS.

ROSTELECOM_AUTH_NUMBER_API_URL - agpec API PocTenexkom mig moaTBep:KOeHNUA HoMepa
3BOHKOM. Pexomennyemoe 3Hauenue: npomeiinreHabrit HTTPS endpoint Pocrenexom m3
ZOTOBOPA.

ROSTELECOM_CLIENT_ID - ugerTuduKarop kanenra Pocrerekom. PekoMernyeMoe 3HaUeHHE:
npomsineHHbIN client ID 3akasunka.

ROSTELECOM_SIGN_KEY - xirou nmoamucu 3anpocoB Pocrenexom. PekomenayeMoe 3HaueHue:
KJIIOY INOAINCHY M3 XPaHUJIUIIA CEKPETOB.
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ROSTELECOM_FROM_NUMBER - HOMEp, C KOTOPOTO BBIIIOJIHSAETC 3BOHOK IIOATBEPXKIEHU .
PexoMmenayemoe 3HaueHNe: BbIJEIEHHBII HOMED 3aKa3UMKa, Pa3PEIIeHHLII JOTOBOPOM
Pocrenexom.

7.4 O6beKTHOE XpaHUIIUIIE U BIOYKEHUS

OBJECT_STORAGE_ENDPOINT - S3-coBMecTuMas Touka gocryna Gateway Kk 00beKTHOMY
xpaHmiauy. Pekomennyemoe sHauenue: BHyTpeHHu# HTTPS endpoint 065eKTHOTO XpaHUIHINA
W3 IPUKIATHON 30HBL

EGRESS_OBJECT_STORAGE_ENDPOINT - S3-coBmecTuMas Touka gocrytma LiveKit egress k
00BEKTHOMY XpaHMIHUIY. PekoMeHTyeMoe 3HaueHue: BHYTpeHHU endpoint, JOCTYIIHBIHN 13
Meara-30HbI; HOIIYCKaeTCA TO Ke 3HaueHue, urTo OBJECT_STORAGE_ENDPOINT, eciu
MapHUIpyTH3alusg OJMHAKOBA.

OBJECT_STORAGE_ACCESS_KEY - KiIfou focTyIa K 00beKTHOMY XpaHWIHINy a1 Gateway u
¢PoHOBBIX 06paboTUNKOB. PekoMeHyeMOe 3HaUeHNe: OT/esIbHAsl CEPBUCHAS yUeTHas 3aIlHCh C
JOCTYTIOM TOJBKO K KOp3uHe VcKpbL

OBJECT_STORAGE_SECRET_KEY - CeKpeTHBIH KJII0U 00BEKTHOTO XpaHIIHUIIA. PekomeHnyemoe
3HAUEHHE: CEKPEeT CEPBUCHON YUYEeTHOM 3allMCHU U3 XPaHMJININA CEKPETOB.

OBJECT_STORAGE_BUCKET - kop3uHa 111 BiIoskeHUI, sarmucelt, OTA-daiinos u apredakxTos
Hckpo1. PekoMeHyeMoe 3HaueHHe: OTAeNbHAs KOP3UHA I KOHKPETHOTO KOHTYpa, HaIlIpuMep
iskra-prod.

OBJECT_STORAGE_USE_SSL - Bxirouaer TLS mpu o6paieHun kK S3-COBMeCTHMOI TOUKe
nocryna. PexomeHnnyemoe sHaueHMe 1719 IPOMBIIIIJIEHHOIO KOHTYypa: true.

MESSAGE_ATTACHMENT_MAX_BYTES - MaKCHMaJIbHBINI pasMep OJQHOTO BJIOKEHUA B COOOIIIeHNH.
CrangaprHoe 3HaueHUe: 1073741824 (1 FI/IE), eCcJIU IMOJHUTHKA 3aKa3uyrKa He 3aJaeT MEeHbIITNIN

JIMMMUT.

MESSAGE_MULTIPART_MAX_BYTES - MaKkcHMaJbHBIN pazMep multipart-sampoca sarpysku.
CraungaprHoe 3HaueHue: 1107296256 (1 T'ub + 32 Mub na multipart-o6Bs3Ky).

OBJECT_STAGING_CLEANUP_INTERVAL - mepHon 3aIlycKa OYMCTKU IIPOMEXYTOUHBIX OOBEKTOB.
Pexomenayemoe 3sHaueHHe: 15m.

OBJECT_STAGING_CLEANUP_STALE_AFTER - BO3pacT IIPOMEXYTOUHOTO 00bEKTa, IIOCTIe
KOTOpPOTO OH CUMTaeTcs ycrapeBIIUM. PekoMeHnyeMmoe 3HaueHue: 24h.

OBJECT_STAGING_CLEANUP_BATCH_SIZE - MaKCHMaJIbHOE YHCIO IIPOMEKYTOUHBIX OOBEKTOB,
yIOajxseMBbIX 32 OOHUH Ipoxon. Pekomennyemoe sHaueHne: 100-500 B 3aBHCHMOCTH OT pa3Mepa
XPaHUJININA U JOIIyCTHUMOM Harpy3KHu.

7.5 LiveKit, 3Bouku u TemedoHUs

LIVEKIT_URL - BayTpennuii agpec LiveKit mmsa Gateway. PekomengyeMoe 3HaueHUe:
BHyTpeHHHI http:// man ws:// endpoint LiveKit B Mequa-30He, JOCTYIIHBII TOJIBKO U3
IIPUKJIATHOTO KOHTYpa.

LIVEKIT_PUBLIC_URL - my6auunsiit WSS-agpec LiveKit mis xniuentos. Pekomengyemoe
sHauenue: Wss:// URL B ny6iuyHOM qOMEHe 3aKa3uHuKa.
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« LIVEKIT_API_KEY - xirou API LiveKit, mcmonpayemsbrii Gateway i BeIITyCcKa MeJHa-TOKEHOB.
Pexomenayemoe 3Hauenue: oraenbubiii API key LiveKit mist Vckpsr.

« LIVEKIT_API_SECRET - cexper API LiveKit, nucnonsayemsiit Gateway mid moanucu Meaua-
ToKeHOB. PexomeHnyemoe 3HaueHue: cekpet LiveKit 13 xpaHuIHIIIa CEKpeTOB, He Kopoue 32
Oarir.

o LIVEKIT_NODE_IP - mapiuipytusupyemsrii IP y3ma LiveKit mms WebRTC-kanannaros.
Pexomenayemoe 3Hauenue: I[P niau agpec, JOCTH)XKUMBIN KiineHTaMHu corjacHo NAT-mMopmenn
3aKa34yMKa.

+ LIVEKIT_RTC_UDP_START - mauano UDP-guanazona WebRTC-menua. Pexomennyemoe
3HauyeHNe: Hauaylo BbIAEJIEHHOI0 AUalla3oHa, Halpumep 50000.

+ LIVEKIT_RTC_UDP_END - xorer; UDP-guamasona WebRTC-menua. Pekomennyemoe 3HaueHue:
KOHEIl BbIIEJIEHHOT0 AUAalla30Ha, HallpuMep 60000; nramnasoH OOJLKEH COOTBETCTBOBATD pacyeTy
OJHOBpPEMEHHbBIX MeIHa-CeCCHIL.

¢ CALL_MAX_PARTICIPANTS - MakCMMaJbHO€ YHCIO YYACTHUKOB OJTHOTO 3BOHKA.
PexoMeHIyeMoe HaualbHOE 3HAUeHUe: 25 I 0OBIYHBIX KOPIIOPATUBHBIX 3BOHKOB; OOJIbIIIee
3HaueHMe TpebyeT oTmeapHOro pacuera LiveKit.

e CALL_MAX_PARALLEL_PER_USER - MakcMMaJIbHOE UHCJIO IIapaJLIeIbHBIX 3BOHKOB Ha
Ionb3oBaTesd. PexomennyeMoe 3HaueHue: 1.

« CALL_RINGING_TIMEOUT - BpeMs O;XKHMAaHUA OTBeTA Ha BXOIAIIUN 3BOHOK. PekoMeHTyeMoe
3HaueHHe: 30S.

+ TELEPHONY_BRIDGE_SECRET - cexper B3aumopetictus Gateway c tenedoHuueckum bridge-
cepBrcoM. PekoMeHyeMoe 3HaUeHNe: CIydaifHas CTPOKA He MeHee 32 6aliT U3 XpaHMININA
CEKPETOB.

+ EXTERNAL_CONNECTOR_SECRET - cekpeT IpOBEpPKU BHEIITHUX KOHHEKTOPOB U bridge-cepBucos.
PexomeHnyeMoe 3HaUeHMe: CIyJyaliHas CTpOKa He MeHee 32 6aiiT M3 XpaHUIIHIIA CEKPETOB.

s SIP-cuenapueB mIpodniIb BHeApeHNUs OTAEIbHO PukcHpyeT PBX, myOaudHbIN KOHTAKTHBII afipec,
tpa"crioptr UDP/TCP, NAT-mopens u Bragensiia PBX co cTopoHs! 3akasuuka.

7.6 Assistant u I1-areHdTsl

+ ASSISTANT_SERVICE_URL - BHyTpeHHHUI anpec Assistant mia Gateway. Pekomengyemoe
sHaueHue: BHyTpeHHU HTTP endpoint cepBrca Assistant B IpuKIagHOI 30He.

o ASSISTANT_PUBLIC_URL - my6muunbiii agpec Vckpsl, ucmonb3yeMbiii Assistant B ccblikax u
OAuth-ciienapusx. Pekomennyemoe sHauenune: ToT ke BHerrHuit HTTPS URL, uto
PUBLIC_APP_URL, eciiu ipodhmiib BHEAPEHN He BBIAENIeT OTHeIbHBIN JOMEH.

e ASSISTANT_SERVICE_TIMEOUT - MakcuMaJIbHOE BpeMs O)KUOaHusA oTBeTa Assistant co
croponsl Gateway. PekoMeHnyeMoe HauanbHOe 3HaueHUe: 30S.

« BOT_RUNTIME_BASE_URL - BHyTpeHHU agpec Gateway, o koropomy Assistant aperngyer
o6paborky UM-arentoB. Pekomennyemoe sHauenune: BHyTpeHHu HTTP endpoint Gateway,
JIOCTYIIHBIN U3 KOHTelHepa Assistant.

« ASSISTANT_SUMMARY_OPENAI_* - mapamerps! LLM-miocTaBIIiuKa AJIs1 CBOJOK JHAJIOTOB.
PexomeHnayemoe 3HaueHMe: OTAEIbHBIN IIPOPIIH MOAENIH A KPATKUX CBOOK C IMMHUTAMU
TIOCTAaBIIMKa, COTJIACOBAHHBIMU C Harpy3KOH.
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ASSISTANT_AGENT_OPENAI_* - 6a30Bble napameTpsl LLM-nioctaBimuka aig MM-areHToB.
PexomeHnayemoe 3HaueHMe: OCHOBHOM MIPOQUIb MOJETH Al TUIIOBBIX ar€HTCKUX 3a71ad.

ASSISTANT_AGENT_MEDIUM_OPENAI_* - mapamerpsl LLM-mmocTaBIiiuKa A 3afad cpegHen
CIIOKHOCTH. PexoMeHyeMoe 3HaueHue: OTAeIbHbIIN IPOPIIb MOAEIN C GOIBIITUM KOHTEKCTOM
WU JUMHUTOM OTBETA, €CIM TaKHe 3aJjaull BKIIIOUEHBI.

ASSISTANT_AGENT_LARGE_OPENAI_* - mapamerpbl LLM-TIocTaBIIMKA IS IIUTEIbHBIX UIN
CJIO’KHBIX 33/1au. PekoMeHyeMoe 3HaUeHNe: OTAEIbHBIN TPOPIIb MOIETH OIS AIUTEeIbHBIX
3a[a4; BKJIIOUAETCS] TOJIbKO IIPU HATUUUU OI0KeTa U IMMHUTOB ITOCTABII[UKA.

ASSISTANT_AGENT_WEB_SEARCH_URL - agpec MoMCKOBOTO HHCTPYMeHTa, JocrynHoro M-
areHTaM. PexoMennyemoe 3Hauenue: BHyrpeHHu HTTPS/HTTP endpoint SearXNG nmiun
KOPIIOPaTMBHOI'O IIOMCKOBOTO IIJII03a, JOCTYIITHBIN TOJIBKO Assistant.

ASSISTANT_AGENT_GOOGLE_OAUTH_* - OAuth-nmapamerpsr Google-unTerparuii Assistant.
Pexomennyemoe 3Hauenue: mpombinureHHbIH OAuth client 3akasuuka c redirect URL us3
poduIiIs BHeJPEeHN .

ASSISTANT_AGENT_YANDEX_* - OAuth, kanennapHble 1 IIONCKOBBIe ITapaMeTphl Yandex-
uHTerpaiuit Assistant. PekomeHmyeMoe 3HaueHHUe: IPOMBIIIIIEHHOE ITPUIoKeHue Yandex
3akasuuka c redirect URL us nmpo¢uis BHeqpeHUs.

ASSISTANT_AGENT_BITRIX_* - OAuth-nmapamerps Bitrix-naTerpauu Assistant.
PexoMmenayemoe 3HaueHHe: IPOMBIIILIEHHOE IIpUIIOKeHHe Bitrix 3akasunka MM IIopTaia,
nopkiouaemoro k Mckpe.

ASSISTANT_AGENT_HEADHUNTER_* - OAuth-mapamerpsr HeadHunter-unrerpamuu Assistant.
PexomeHyeMoe 3HaUeHHe: IIPOMBbIILIeHHOe npriiokeHne HeadHunter 3akasunka.

ASSISTANT_AGENT_IDA_KB_ENDPOINT - Touka gocTtyma 0as3bl 3HaHUI Vna, ecaau oHa
TIOAKJIIOUeHa K areHTaM. Pekomenayemoe 3Hauenue: saytpeHHuit HTTPS endpoint 6a3sr
3HAHMUIT; IT0JIe He 3aIoJHseTcs, ectu 6asa 3HaHui Ma He MCIIONb3yeTcs.

B xonTeriHepHOI ycTaHoBKe BOT_RUNTIME_BASE_URL moskeH yKasbIBaThb Ha BHYTPEHHUI agpec

Gateway, moctynHbIN 13 Assistant. 3Hauenus 127.0.0.1 u localhost momycTHMBI TOIBKO IS

JIOKQJIPHOM pa3paboTKH, IIOTOMY YTO BHYTPH KOHTeIHepa OHH YKa3bIBAIOT Ha caM KOHTeliHep Assistant.

7.7 Push u MmoOuIbHBIE 0OHOBIIEHUSA

FCM_PROJECT_ID - ngentuguxarop Firebase-mpoexra mia Android push-yBegomiennii.
Pexomennyemoe 3Hauenue: production Firebase project ID MOOGHIBHOTO IPUIIOKEHUS 3aKA3UMKA.

FCM_SERVICE_ACCOUNT_PATH - myTs K ¢atiny ciykebHoIt yueTHoit 3arucu FCM BHyTpH
KoHTeliHepa. PekoMeHIyeMoe 3HaueHHe: IIyTh K CMOHTHPOBAHHOMY CEKpPETY, eCIIH
HCIIOIB3yeTcs arioBas mepegaya.

FCM_SERVICE_ACCOUNT_JSON_BASEG64 - 3aIluIIleHHbII BApHAHT IIepefadn CIyKeOHOM
yuerHoit 3arrucu FCM 6e3 darina. PekoMeHIyeMoe 3HaUEHME: UCITOIb30BATH BMECTO
FCM_SERVICE_ACCOUNT_PATH, ectu ruratopmMa CeKpeToB 6e30I1acHO TepeaeT epeMeHHbIe
CpenBbl.

APNS_TEAM_ID - unentudukarop Apple Developer Team mis iOS push-yBemomtenmii.
Pexomennyemoe 3Hauenue: Team ID production Apple Developer akkayHTa 3aka3uuka.
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APNS_KEY_ID - unearu¢dukarop kiroua APNS. Pexomennyemoe 3uauenue: Key ID production
APNS ximoua.

APNS_AUTH_KEY_PATH - yTs K ¢atiry 3akpbiToro Kaoua APNS BHyTpu KoHTeIiHepa.
PexomeHngyeMoe 3HaUeHNeE: IYTh K CMOHTHPOBAHHOMY CEKpeTY, eCIIM HCIIoNIb3yeTcs (aiioBas
Iepejfauva.

APNS_AUTH_KEY_BASE64 - 3aIIiuIIleHHbII BapUAHT Iepeaaun 3aKpbIToro kiroua APNS 6e3
¢darina. PekomengyeMoe 3HaueHUe: NCIOIb30BaTh BMecTo APNS_AUTH_KEY_PATH, ecitu
ratopMa ceKpeToB 6e30I1acHO IepegaeT epeMeHHbIe CpeIbl.

APNS_BUNDLE_ID - bundle identifier iOS-tipumokerunst Vckpsl. PekoMeHayeMoe 3HaUeHHE:
production bundle ID, coBriagatoruii ¢ BoimyiieHHoM i0S-c60pKOTA.

APNS_USE_SANDBOX - nmepeximtouaer APNS sandbox nist orsmagoussix iOS-c6opok.
PexomenayeMoe 3HaueHUe I IIPOMBIIIEHHOTO KoOHTypa: false.

OTA_UPDATES_ROOT - karanor OTA-daiinos, nocrynnsiii Gateway. PekomernyeMoe 3HaUeHHe:
CMOHTHUPOBaHHBI read-only KaTagor uan 06bEKTHOE XPAHUIHUIIE, OTAEIEHHOE OT
II0JTb30BATEIBCKUX 3aTPY30K.

OTA_PUBLIC_BASE_URL - my6muunsiit HTTPS-amgpec, uepes KOTOpPBIH MOOMIIbHBIE KIUEHTHI
nonyuaioT OTA. Pexomennyemoe suauenue: HTTPS URL B my6anunom momene Hckpei,
COBIIAAIOIIMIL ¢ OITyOIMKOBAaHHBIMU IIpaBuiIamMu /vl/updates/. . ..

s TestFlight/App Store c6opok ucnonsayercs production APNS. Sandbox APNS nmpuMeHsieTcst TOIBKO

s debug/development-signed iOS ycraroBOK.

7.8 Event-organizer, billing u BHemniHue o6paTHbIe BHI30BHI

EVENT_ORGANIZER_SERVICE_URL - BHyTpeHHU# agpec Event-organizer nusa Gateway.
Pexomennyemoe 3nauenue: BHyrpenuuit HTTP endpoint Event-organizer B mpuxmamHoit 30He.

EVENT_ORGANIZER_SERVICE_TIMEOUT - MakcuMaJbHOE BpeMs OKMAaHUusA oTBeTa Event-
organizer. PekomeHnyemoe HauaspHOE 3HaUeHHe: 10S.

EVENT_ORGANIZER_CONTROL_TOKEN - BHyTpeHHHUI TOKeH yIIpaBieHUs clleHapusaMu Event-
organizer. PekoMeHIyeMoe 3HaUEHUE: CITyUYaliHas CTPOKA He MeHee 32 6aliT U3 XpaHWINIIa
CEKPETOB.

EVENT_ORGANIZER_WEBHOOK_SECRET - cexpeT IpoBepKHU 00paTHBIX BbI30BOB Event-organizer.
PexoMeHgyeMoe 3HaUeHHe: CIyJaliHas CTPOKA He MeHee 32 6aiT M3 XpaHUIHUIIA CEKPETOB.

ROBOKASSA_MERCHANT_LOGIN - ugentudurarop marasuaa Robokassa. Pekomenmyemoe
3HayeHue: production merchant login us muunoro xabuxera Robokassa.

ROBOKASSA_PASSWORD_1 - mepsbrii mapois Robokassa misa ¢opMupoBaHus IIaTeKHBIX
noxmuceil. Pekomennyemoe sHauenue: production maposs U3 XpaHMIIHIIA CEKPETOB.

ROBOKASSA_PASSWORD_2 - Bropoii mapoab Robokassa mist mpoBepky yBeqOMIIEHHI O ILJIATEXe.
Pexomennayemoe 3HaueHue: production maposs U3 XpaHUININA CEKPETOB, OTITUYHBIN OT
ROBOKASSA_PASSWORD_1.

ROBOKASSA_HASH_ALGO - axroputm noanucu Robokassa, corimacoBaHHbBIN ¢ HACTPOMKAMU
MarasuHa. Pekomennyemoe sHaueHune: anroput™ us production-umacrpoex Robokassa; o6prano
SHA256, eciz MarasmuH HaCTpOEH Ha Hero.
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+ ROBOKASSA_TEST_MODE - BxirrouaeT TecToBBIi peskuM Robokassa. Pekomennyemoe 3HaueHue
IJIS1 IIPOMBILILIEHHOTO IIpHeMa Iutarexeil: false; TecToBBIH KOHTYp HCIIONB3yeT true.

+ ROBOKASSA_BASE_URL - agpec rurate)kHoit ctpaHuibl Robokassa. Pekomennyemoe 3Hauenue:
production URL Robokassa mis mprema 1iatesxer.

+ BILLING_RENEWAL_INTERVAL - meprogUYHOCTb 0OpabOTKH IIPOMIEHU IOAINCOK U
IUIaTEKHBIX COCTOAHUMN. PexoMeHlyeMoe HauaapbHOe 3HaueHHe: 1h.

» BILLING_ADMIN_INTERNAL_TOKEN - BHyTpeHHUN TOKEH aAMHUHUCTPATUBHBIX OIlepallui
billing-mony:s. PekomennyeMoe 3HaUeHHMe: CilydaifHas CTPOKa He MeHee 32 6aiiT U3 XpaHMUIININA
CEKPETOB.

8. CekpeTsl U cepTUPUKATHI

Cexpers! VICKpBI JOJDKHBI XPAHUTHCS B YTBEP)KAEHHOM XPaHIIIHIIE CEKPETOB 3aKa3unKa WIIN B
3aIMUIIEHHOM MeXaHU3Me pa3BepThIBAHUS. 3allpellleHO XPaHUTh CEKPETHI B PEIIO3UTOPUH,
II0JTB30BATENIbCKUX JKypHAJaX, KIHeHTCKUX coopkax Web/Mobile/Desktop 1 guarHocTHUecKHuX IaKeTax
6e3 MaCKUPOBaHUS.

KputuuHsle Ki1acchl CEKpeTOB:
e JWT_SECRET;
+ yuernsle gauuble PostgreSQL, Redis, NATS 1 065eKTHOTO XpaHUIIHIIA;
e LIVEKIT_API_KEY u LIVEKIT_API_SECRET;
e AUTHENTICATOR_SECRET_ENCRYPTION_KEY;
e USER_PHONE_ENCRYPTION_KEY;
«  SMS/OTP yuerHble qaHHBbIE;
« cayxebHas yueTHas 3amuck FCM;
« k104 aBropusanuu APNS;
o« kiaouu API LLM-mocTaBIIIUKOB;
« ximeHtckue cekpersl OAuth mis kanenmaperis, Bitrix u HeadHunter;
« EXTERNAL_CONNECTOR_SECRET, TELEPHONY_BRIDGE_SECRET;
+ cekpers! billing-momyuns;
+  3akpeIThle TLS-Kiroum.
PexoMmeHnayeMmble 3HaUEHHA U IIpaBUJIA JJI1 CEKPETOB:

« CHUMMeTpPHUUHBIE ceKpeThl VIcKpHI (JWT_SECRET, EXTERNAL_CONNECTOR_SECRET,
TELEPHONY_BRIDGE_SECRET, EVENT_ORGANIZER_CONTROL_TOKEN,
EVENT_ORGANIZER_WEBHOOK_SECRET, BILLING_ADMIN_INTERNAL_TOKEN) co3marorcs Kak
cyJaliHble 3HaUeHUs He Kopoue 32 6aiir;

o KIOYU IMIH(PPOBAHUS II0IH30BATEIBCKUX TeIe(POHOB U CEKPETOB ayTEHTH(HHUKATOPA CO3TAI0TCS
KaK CIyJaiiHble 3HAUEHUS He Kopoue 32 6aliT U He MEHSTCs 6e3 OTHebHOTO IIaHa MUTPAI{U
3aIIMPOBAHHBIX JaHHBIX;
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napoiu, API-kimroun u OAuth-cekpeThI IOCTaBIMMKOB GepyTCs TOJIBKO U3 IIPOMBIIITIEHHOTO
KOHTYypa IIOCTABIIIMKA, He U3 TeCTOBBIX KAOMHETOB;

TLS-KJTI0uM BBIIYCKAIOTCS IJIS yTBEPKACHHBIX ITyOIHMYHBIX JOMEHOB VICKpBI U XpaHITCS
OTIEJIBHO OT IIPUKJIATHBIX 06pasos;

IINTaHOBAas pOTalvA MHTETPAIIMOHHBIX CEKPETOB BBITIOIHAETCA HE PEKE OHOTO pa3a B 12 Mmecs1ieB
MJIN 110 ITOJIMTHUKE 3aKa3UMKa; BHEILIAHOBAA POTALMA BBITIOIHACTCI HEMEJIEHHO ITPpU
IIOJO3PEHNHU Ha PACKPBITHE,

TIOCJIe POTAIINY BBIOJHsIeTCs smoke TeCTHpOBaHUE BXOMa, COOOIIIEHUI, BIOKEHUIT, 3BOHKOB,
NH-areHTOB M BKIIOUEHHBIX BHEIITHUX UHTETPAIU.

PoTamus cekpeToB BHIIIONHAETCA Yepes3 IIPouiIb N3MeHeHN . {11 KaXIoro ceKpeTa yKa3bIBaeTCs

BirafeJien], MECTO XpaHE€HU S, 3aBUCHMbIE CEPBUCHI, IIOPAOK II€pe3alryCKa u smoke TECTUPOBaHUE II0CIIE

potantuu. Porams JWT_SECRET, kirroueit mu@poBaHus TeleOHOB U CEKPEeTOB ayTeHTHUKaTopa

Tpe6yeT OTAEJIPHOTO IINIaHa, IIOTOMY 4YTO BJIMAET Ha aKTHUBHBIE CECCUU U 3aU_II/I(1)pOBaHHbIe JaHHBIEC.

9. IlopsiAOK IIPOMBIIIIJIEHHOM YCTAaHOBKH

9.1 IToaroroska

1.

2.

YTBepAUTDH IPOPUIL BHEIPEHUS.

IMogrorosuts DNS u TLS-ceprugukars.

Cospmats B/l PostgreSQL u yueTHbIe faHHBIE TPUIIOKEHUA.
Cosmats Redis, NATS u o6bekTHOE XpaHUIHIIIE.

Cosmars bucket mns Bnokenuii, sanmceit, OTA u apredakTos.
IMoxgroroButs LiveKit u media-moprsr.

PasMecTHTD CEKpeTsl B yTBEP)KIEHHOM XpaHMIIHIILE.

IogroroBuTts koHUTYpanuio Gateway, Web, Assistant, Webchat, Event-organizer u bridge-
CEpPBHCOB.

HOI[I‘OTOBI/ITB CHUCTEMY MOHUTOpPHHTIA, C60p JKYPHaAJIOB M OITIOBEIIE€HM .

9.2 Ilepssli1 3a11ycK

1.

2.

3anmyctuth PostgreSQL, Redis, NATS u o6bekTHOE XpaHUIHIIIE.

3anyctuts Murpanuu PostgreSQL uepes cepBrc migrate uan yTBep)KIeHHBIN job MuUrpauii.
3anyctuth Gateway.

3amycturs Web.

3anyctutrs Webchat service, ecitu Bkirouer Webchat.

3anmyctuth Assistant u poHoBbIe 06paboTunKu, ecau BKiIoueHbl NU-pyHKIuN.

3anycruts Event-organizer, ecru BKIIFOUEHBI CIleHAPUH COOBITHUIA.

3amyctuth Telegram/MAX bridge-cepBHchI, eciii BKIIOUEHBI BHEIITHYE KaHAJIbI.

3anycruts LiveKit, egress n SIP-koMIIOHEHTBI, €CIIM BKJIFOUEHBI 3BOHKH U TesleOHN.

16



10. 3amycruts Prometheus/Grafana/GlitchTip, eciiu oHEH BXOOAT B KOHTYP 3KCILIYaTALIU .

Murpamnuu BBIIIOJIHAIOTCA O 3aITycka HoBoH Bepcuu Gateway. OmHOBpeMeHHBIN 3aITyCK HECKOJIBKHUX

MUTPATMOHHBIX ITPOIECCOB 3aIIpEIIEH.

9.3 IIpueMoUHbBIe ITPOBEPKU

ITocie mepBoro 3amycka DevOps-koMaH/a BBIIIONHsET sSmoke TecTHpoBaHUe:

Gateway orBeuaet Ha /healthz;

Gateway ormaer /metrics;

/healthz/1livekit ycmerien mpu BKIIOUeHHBIX 3BOHKAX;

Web-knuent orkpriBaercs mmo nmybnuanomy HTTPS URL;

BXO[ 110 Tesepony pabotaer yepes npombliiuieHHoro OTP/SMS-miocTaBinuka;
refresh-ceccuu paboraroT mocie 0GHOBIEHUS access-TOKEHa,

WebSocket /v1/realtime mogkiouaeTcs ¥ MOJIyUaeT COOBITHS;

CO3/IaeTCs TUAJIOT;

OTIIPABIISIETCS] TEKCTOBOE COOOIIeHNE;

3arpy’KaeTcsi ¥ OTKPBIBAETCs BIOXKEHUE;

CO3a€TCA 3BOHOK, media-COeJII/IHeHI/Ie YCTaHABJINBAETC;

Assistant orBeuaer Ha /healthz, ecnu Bxirouens: UM-¢yHKIIMY;

+ HM-arenT mosryuaer apeHay 06pabOTKH M OTBEYaeT B TECTOBOM THAJIOTE;

« Touka mocryma Webchat u o6paTHbIiT BI30B JOCTaBKU paboTaioT, ecitu BkiroueH Webchat;

+ BeO-mepexBaTuuK Telegram/MAX IpoXomuT IIPOBEpPKYy CEKpeTa, eCIU BKIIOUEHbI KaHAJIBI;

« wmanudect OTA orseuaer, eciiu BKIIoueHbI MoGmIbHBIE OTA;

+  Prometheus co6upaer meTpuxu;

. IIPUKIagHBIC JKYPHAJIBI IIOCTYIIAIOT B CHCTEMY LEHTPAIM30BAHHOTO c6opa JKYpHQAJIOB 3aKa34HKa,

€CJIN TaKad MHTETpalmid BKIUYCHA.

10. IIpoBepku 300POBBS U METPUKU

CepBuc
Gateway

Gateway

Gateway
Assistant

Assistant

Touka moctyna
GET /healthz

GET /healthz/livekit

GET /metrics
GET /healthz

GET /metrics

Hasunauenue
ITpomecc Gateway orBeuaer

Gateway MOKeT IIpOBEPUTH
LiveKit mo sactpoernomy URL

Prometheus-merpuku Gateway
IIpomecc Assistant orBeuaer

MeTtpuxu Assistant
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Cepsuc Touka moctyna
Event-organizer GET /healthz
Event-organizer GET /metrics
Webchat service GET /healthz
Transcription worker GET /healthz
Sticker normalizer GET /healthz
Telegram/MAX bridge GET /healthz
Web GET /healthz

Hasunauenue

ITponecc Event-organizer
OTBedaeT

MeTtpuxu Event-organizer
Webchat service orBeuaer

O6paboTuuk pacurudpoBKu
oTBevaeT

O6paboTYnK HOpMAIHU3ALUU
OTBeuaer

Bridge-cepBuc orBeuaer

Web-xoHTeliHep oTBeuaeT

/healthz moaTBepKOaeT JOCTYIIHOCTD IIpoliecca, HO He 3aMeHseT CKBO3HYIO IIPOBEPKY BXOHa,

COO6H.[€HI/II‘/II, BJIOKEHUM U 3BOHKOB. [[JIH HpOMbIHlJIEHHOfI IIPUEMKH HCIIOIb3YIOTCA oba Tuma IIPOBEPKMU.

MuHUMaIbHBIE METPUKU OJII MOHUTOPUHTA:

« HTTP RPS, p95/p99 3agepsxka u goiug 5xx mo Gateway;

« axtuBHble WebSocket-coequueHns U mepenogKII0UeHIS;

« coenuHeHus PostgreSQL, MeneHHbIe 3a1IPOChI, GIIOKMPOBKYU U POCT TAOIHUII;

« mamaTh Redis, BbITecHEeHUs U 3aiepiKKa;

« 3amepkka norpedurenert NATS u okuparontye cooOeHus;

« 3apmepxka ouepenu MU, nnmurensHOoCTs LLM-3a11poCcoB, OIIMO0YHbIE ITOTOKHU, HOJIS ITepeqad

OIIepaTopy;

« ¢oHoBBIe 3amaHus, TOBTOPH! U dead-letter coOpITHS;

« xomHarts! LiveKit, yuacTHUKY, TOTEpH TTaKeTOB, jitter, bitrate, 3amanus BBITPy3KY;

+ ommMOKU 3arpy3KH U BBITPY3KH S3;

+  OIIMOKU BeO-IIepexXBaTUUKOB U [OJIs Oy0er COOBITHIL.

11. 9xkcnimyaTaiMOHHBIE YKy PHAJIBI

IIpuknagusie xypuansl Gateway, Assistant, Webchat service, Event-organizer, bridge-cepsucos, LiveKit,

(I)OHOBI)IX 06pa6OT‘»II/IKOB u I/IH(i)paCTPYKTypI)I 3aKa34YMKa MCIIOJIb3YIOTCA AJId TUATHOCTUKHU 1

pacciieOBaHNsI NHHITUAEHTOB.

B rekyl1eit peanusanuy OToENbHBIE KYPHAIBI COOBITHUI TOACUCTEM TOCTYIHBI B PostgreSQL:

« webchat_audit_events mua coosrtuit Webchat;

« event_audit_log muna gevictBui Event-organizer.
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OtH TabIHIB] He SBIAIOTCA eJUHBIM INIATGOPMEHHBIM KyPHAJIOM ayUTa. DKCIIOPT IPUKIATHBIX
KYPHAQJIOB B CHCTEMY LIEHTPAJIN30BaHHOTO cOOpa JKYPHAJIOB 3aKa3UMKa HACTPAaUBAETCs KaK
9KCILTyaTallHOHHAsl HHTeTrpalys. EQUHBIN 9KCIOPT IOPUANYECKH 3HAYMMBIX COOBITHII He OTHOCHUTCS K
6a30BO¥I TEeKyIIel pealu3aluy U JOJDKeH OBITh IBHO YKasaH B Ipoduile BHEJPEHUS, eCIU BXOJUT B
KOHKDEeTHYIO IIOCTaBKY.

KypHas! He TOJLKHBI COEPIKATD ChIPbIe TOKEHBI, CEKpeThl 60TOB, Kitouu LLM, SMS-cekpersl, 3aKpbIThIe
KJIIOYH, IIOJIHbIE YUeTHBIe JaHHbIe IIOCTABIIIMKA U IIepCOHANIbHbIE JaHHbIE CBEPX HEOOXOIUMOTO
MUHHMYyMa.

12. Pe3epBHOe KOIpOBaHUE

PesepBHOe KoImMpoBaHMe JOJKHO OBITH BKIIOUEHO 1O AOITyCKa IIoJab30oBaTelnell. I[Ipoguib BHenpeHns
¢uxcupyer RPO, pacriucanne, Cpok XxpaHeHHs, MECTO XpaHeHH, IHUPPOBAHNE Pe3epPBHBIX KOIIUII,
OTBETCTBEHHOTO BJIafiejIblla U AaTy IOocIegHeH IIPOBEPKU BOCCTAHOBIEHHU .

O6s3aTenpHbIE OOBEKTHI PE3EPBHOTO KOITHPOBAHUS:
« rio6anpHbIe 00beKThI PostgreSQL;
« cxeMa U gaHHbIe ocHOBHOI B/ Vckpsr;
« orpenpuas B]l GlitchTip, eciiu BkiIIoueHa OTIETHOCTE 00 OLIUOKAX;
+ 0o0BekTHOe XpaHuIUIle: BioxeHus, 3anucu, OTA-daiinsl, paiinbl 3arpy3ku u apredakThl;
+  KOH(UTypanus pa3BepThIBaHYs 6e3 CEKpeTHbIX 3HAUeHUII;
e CEeKpeThl B yTBEP)KAEHHOM XPaHMIIUIIlE CEKPETOB 3aKa3UNKa;
« mpasuna DNS/TLS/ingress, eciu OHM yIIpaBIIAIOTCI KaK KOI;
+ apredakKThl pean3a, HeOOXOAMMbIe T BOCCTAHOBIEHUS BEPCUH.

PesepBHOe kommupoBaHue 6e3 IIPOBEPKU BOCCTAHOBJIEHHS He CUUTAETCs IIOATBEP;KAeHHBIM MeXaHU3MOM
3alUTHI JaHHBIX. [[poBepKa BOCCTAHOBJICHUS IIPOBOIUTCS B H30JIUPOBAaHHOM KOHTYpE II0 PaCIIMCAHUIO
3aKa34yMKa U (PUKCHPYETCs IIPOTOKOIOM.

13. BoccranoBieHue

TuIoBo¥ MOPAIOK BOCCTAHOBIICHUS:
1. IloaroTOBHUTH YUCTBIN KOHTYP MHPPACTPYKTYPHI.
2. BoccranoBuTth rnobanxbHbie 06HeKThI PostgreSQL.
3. BoccraroButh ocHOBHYIO BJl VcKpHI.
4. Boccranosuts B]] GlitchTip, ecitu oHa ucoab3yeTcs.
5. BoccTaHOBUTBH 00BEKTHOE XPaHUITHIILE.
6. BepHyTb cexpeTsl U KOHPUTYPALTUIO.
7. Pa3BepHYTB TOT ke penn3 VICKpsI, I KOTOPOTO BOCCTAHOBJICHBI JaHHBIE.
8. BBIIIOJHUTE MUTPAIIUH TOJIBKO €CJIH 3TO IPEIyCMOTPEHO IJIAHOM BOCCTAHOBJICHHS.

9. 3amycruts Gateway U 3aBUCHMBIE CEPBHCHL.
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10. IIposepurs /healthz, /metrics, Bxox, coobieHus, BIoXeHus1, 3B0HKYU, Webchat, 11-arenra n

OTA.

Boccranosnenue BH Ha 6otee CTapy10 BEPCHUIO CXEMBbI 6e3 COBMeCTHMOTO penn3a IIpUIIoKEHU A

3allp€IeHo. Ecnu oTkat Tpe6yeT OTKaTa JaHHBbIX, CHa4YaJIa OCTAHABJINBAIOTCA IIPUKIIaAHbIE CEPBICHI,

3aTE€M BOCCTaHaABJIMBA€ETCA BII 1 TOJIBKO ITOCJIE€ 3TOTO 3aIlyCKA€TCA COBMECTUMBIN peans.

14. O6HOBIIEHNE BepcUH

O6HoBIeHHE ITPOMBIIIJIEHHOT'O KOHTYPa BBITIOIHSETCA KaK KOHTPOJIMPYEMOE U3MEHEHUE.

Ilepen o6HOBIEHUEM:

3aMKCUPOBATh BEPCUIO PesIM3a U CIIMCOK 00pa3oB;

IIPOBEPUTH COBMECTHUMOCTH MUTPAITHIL;

co3maTh pe3epBHYI0 Kontuio PostgreSQL;

yOeqUThCs, UTO pe3epBHOe KOIINPOBAHKE 3aBEPIIIIIIOCH YCIIEIITHO;
IIPOBEPUTH TOCTYIITHOCTh OO'BEKTHOTO XPaHUINIIA;

IIPOBEPUTH HATHYYE CEKPETOB HOBOI BEPCHU;

COIJIacOBATh OKHO U3MEHEHUS;

IIOATOTOBMUTD IIJIaH OTKAaTa.

IMopsimox 0GHOBIEHUS:

8.

9.

3arpy3uTh HOBble 00pa3bl B peecTp MM Ha IiejieBble y3IIbL.

OcTtaHOBUTH (POHOBBIE 3a[JaUH, €CIIU PeIn3 TpebyeT Imay3sl.

BBIIOTHUTS MUTPALIUH Uepe3 OJUH KOHTPOIUPYEMBIH IIPOLecC.
O6HoBuTh Gateway.

O6noBUTH Web.

O6noBuTh Assistant, Webchat service, Event-organizer u bridge-cepsucsbr.
O6HOBUTDH (OHOBBIE OOPAGOTUHKH.

IIpoBepuTH TOUKH IPOBEPKHU pabOTOCIIOCOOHOCTH.

BrrmonHuThs smoke TecTupoBaHue.

10. BKIIOUNTD II0IB30BATEIBCKUI TPAMYHUK UIU CHATh PEKUM 00CITyKHBaHUA.

ITocite 06HOBIIEHUS:

mpoBeputsh Bxox 1mo OTP;

npoBeputs refresh-ceccuu;

nposeputs WebSocket /vl/realtime;
IIPOBEPUTH JUATOTH, COOOLIEHNUS U BIOKEHNS;

nposepurs LiveKit call config u cosnanue 3BoHKa;
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e TIPOBEPUTDH BKIOUEHHbIE BHEIITHUE HHTETPALIU;
« 1poBeputh Ul-arenTa u apeHny o6paboTKu;
« mpoBeputb OTA-TOYKH HOCTYIIA, €CTU OHU HCIIONIb3YIOTCS;

+  IIPOBEPHUTHb METPHUKHU U >KYpHAIBL

15. OTkaT Bepcuu

Otxkat nmpuiokeHus 6e3 OTKaTa JaHHBIX BO3MOXKEH TOJIBKO €CJIM HOBast BepCHs He BBIIIOJHUIA
HEeCOBMeCTHMbIe MUTPALIUH U CTapas BepCHs COBMECTHMA C TeKylell cxemoi BII.

OTKaT ¢ OTKaTOM [JaHHBIX BBIIIOJIHAETCA TOJIBKO IO YTBEP)KIEHHOMY ILIaHY:
1. OCTaHOBHUTH ITOJIB30BATEIBCKUI TPAPUK.

2. OcranoButs Gateway, Assistant, Webchat, Event-organizer, bridge-cepBucs! 1 ¢oHOBEIE
06paboTUYUKHY.

3. BoccranoButs PostgreSQL 13 pesepBHOIT KOIHUU.

4. BoccTaHOBUTH 0ObEKTHOE XPAHUIIHUILIE, ECITU PETU3 U3MEHSIT OPMAT UIJIU pasMeleHue
00'BEKTOB.

5. Pa3BepHYTb COBMECTHMBII peIU3 IPUIOKEHHUS.

6. 3amyCcTHUTH CEPBHUCHL

7. BermosHUTEH sSmoke TecTHpOBaHMe.

8. 3aduxcupoBarh aKT BOCCTAHOBIEHUS U IIOTEPSHHOE OKHO MaHHBIX OTHOCUTENbHO RPO.

Henb3s oTKaTBIBATh TOJIBKO KOHTEIHEPBI, €CJIM MUTIPAIIUH yyKe U3MEHIIHU CXeMY MM JaHHbIe
HECOBMECTHMO C IIpeabIaylllel Bepcue.

16. T'opu3zoHTanpHOE MacIITAOPOBAHUE

Gateway, Web, Webchat service, Assistant, Event-organizer, bridge-cepsrcs! u ¢poHOBBIE 06paboTUnKM
MacuITabupyoTcs JoOaBiIeHeM 9K3eMILTIpoB pu o6iieM PostgreSQL, Redis, NATS u o6bekTHOM
XpaHWIHIIIE.

Gateway/API. Merpuku macmitabupoBarus: RPS, p95/p99 3ameprkka, moas 5xx, akrupHbie WebSocket-

COeIUHEHN. YBeIMUHNBAIOTCA 3K3eMILIApE! Gateway, mmysn coemuaeHnit PostgreSQL u pecypcer
NATS/Redis.

Web. Merpuku maciirabuposanus: HTTP RPS u 3amepskka. YBennuuaTcs sk3eMIuTsspbl Web wiu

emkocTb CDN/ingress.

Webchat. Merpuku MaciitabupoBaHH: BHEIITHIE CECCHU, COOOIIEHHS U 3aJjep)KKa 0OpPaTHBIX BBI30BOB.

YBenuuuBarorcs sk3eMIrapbl Webchat service n Gateway.

Assistant. MeTpuku MaciitabupoBaHus: Ouepenb areHToB, 3afaepkka LLM 1 oIrn60yHbIe TOTOKH.

YBernuuBaroTcs aK3eMILIApHI Assistant u mumuTsl LLM-TIocTaBIIiuKa.

Bridge-cepBucshi. MeTpuku MacIITabupoBaHUs: YaCTOTa BeO-IIEPEXBATUUKOB, TIOBTOPBI U Ay OJIH.

YBenMuuBaIoTCs 9K3eMILIAPHI bridge-cepBHCOB U IMMUTHI ITOCTABIIIUKOB.

21



PostgreSQL. MeTprku MaciTabupoBaHus: COeTUHEHMsI, OJIOKUPOBKH, MeJIEHHbIE 3aIIPOCHI U POCT
TaOIHI. YBETUUMBAIOTCS IIYJI COEQUHEHUI, MHIEKCHI, pecypchl B/l U pertuku ureHus s 6e30macHbIX
read-crieHapueB.

NATS. Merpuku MaciiraGupoBaHus: 3aePKKa ITOTPEOUTENEN U OKUIAIOIINE COOOIIEHUS.
YBenmuuBarorcst pecypesl NATS u HacTpoiiku JetStream.

Redis. MeTpuku MaciitabupoBaHUs: TaMsTh, BBITECHEHUS U 3aeprKKa. YBEIMUNUBAIOTCS pecypchl Redis

u KoppektupyoTcs TTL-monuTuky.

LiveKit. Merpuku MaciirabupoBaHHA: KOMHATHI, YYaCTHUKH, OUTPENT U IIOTEPH IIaKeTOB.

YBennuusaroTcs y3iusl LiveKit n mpomyckHas ciocOOHOCTH CeTH.

O6BexTHOE XpaHHUIHNIIe. MeTpUKN MacIITaOHMPOBAHUS: IIPOIIYCKHAS CIIOCOOHOCTD, OIIMOKY U JHEBHOM

IIPUPOCT. VBenuuusaroTca €MKOCTbD, IIOJTUTUKHU JKM3HEHHOTO IMUKJIA U IIPOITYCKHAsI CIIOCOOHOCTb.

ITpu macirrabupoBannu Gateway KOHTPOJIHPYETCS CYMMapHOe YHCIIo coenuHenuit PostgreSQL.
YBennueHHe KOJTHUUECTBA 9K3eMILIIPOB 6e3 HacTporku DATABASE_MAX_OPEN_CONNS u my;ra B/l moxer

YXYAIIUTH CTAOUIBHOCTb.

17. Mo6unpabie OTA u apTedakThl HACTOIBFHBIX TPUITOKEHU

Mo6unsasre OTA-apTedakTsl MyOIuKyoTCs dyepe3 coocTBeHHBIH KOHTYP Expo Updates u pasmarorcs
Gateway:

+ OTA_UPDATES_ROOT yka3sbIBaeT Ha JOKaJIbHBIN mian ob1nit kartanor OTA-¢dariios;
+ OTA_PUBLIC_BASE_URL ompepmenser mybiauunyo 6asy URL;

« GET /v1l/updates/manifest ormaer manudgecr;

« GET /vil/updates/files/... ormaer ¢artirer OTA.

OTA npuMeHSIETCS TOJIBKO K YCTAHOBIEHHOM COOPKe, B KOTOPOH yrKe IPUCYTCTBYeT eXpo-updates.
Namenenus nHaruHOro Koma Tpebyror Hopoit APK/IPA c6opku.

ApredaKTbl HACTOJIBHBIX IIPIJIOKEHUH ITyOIHKYIOTCSI KaK yCTAHOBIMUKY U JIEHTHI OOHOBJICHUII.
ITporrs BHeApeHUs QUKCUPYET, KaKHe II0JIb30BaTeIbCKIe IICEBIOHUMBI 3aIPy3KU IIyOJIUKYIOTCSA U KTO
OTBeuaeT 3a OOHOBJICHIE JICHT HAaCTOJIbHBIX IIPHUIIOKEHUI.

18. IIpumeps! KOMaHA U (PailIOB pa3BepThIBAHUSA

ITOT pasnest COOEeP/KUT CIIpaBOYHbIE KOMaH/Abl M CCHIIKM Ha 3TAJOHHBIE 3aTOTOBKH ¢ariioB. OHU He
3aMEeHSIOT IPOoQMIIb BHEAPEHN 3aKa3UMKa U He SBISIOTCS eTUHCTBEHHBIM IO e PXKUBAEMBIM
CIroco60M ycTaHOBKU. VX HazHaueHMe - IT0KAa3aTh IIPOBEPSEMYIO TIOCIET0BATENBHOCTD ITPOMBIIIIEHHOM
BBIKJIAJIKN: OQUH ITPOIIECC MUT'PAIlUH, YIIPaBIsAeMbIH 3aITyCK CEpPBHCOB, IIpOBEPKa TOUEK
paboToCIIOCOGHOCTH, pe3epBHOE KOMUPOBAHNE U KOHTPOJIUPYEMBIIT OTKAT.

[Tpumeps! mocrasisaorcs B Kataixore docs/dep loyment -examples:
« env.production.example - kKapkac MPOMBIIIIEHHOTO IPOQUISI ITePEMEHHBIX;

« docker-compose.production.example.yml - srajloHHasa 3aroTOBKA 3aIlycKa IIPUKIIATHOTO
cnost uepes Docker Compose;
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+ kubernetes.example.yml - sTanonnas 3aroroBka Kubernetes-manngecToB mpuKIagHOTO CIIOS
Uckpsr;

+ backup-restore.sh - mpumep koMaH[ pe3epBHOTO KOITMPOBAHUS I BOCCTAHOBIIEHUS;
« rollout.sh - mpumep nocienoBareabHOCTH BhikiIaaku uyepe3 Docker Compose.

Ilepen mpuMeHeHMEM IPUMEPOB HE)KEHep 3aKa3yuKa 3aMeHseT Bce 3HaUeHHS BUa <. . .>,
TIOAKJIIOUAeT YTBEP:KOeHHOEe XPAHUIINIIEe CeKPEeTOB, 3aaeT peayibHble UMeHa 00pa3oB U aJanTHpyeT
ny6aukaruio HTTPS/WSS mmon ceTeBoIt KOHTYp 3aKa3uHKa.

18.1 ITogroroska mpoguis nmepeMeHHBIX
Basosbril mpodmiis co3maercss U3 IpuMepa:

cp docs/deployment-examples/env.production.example .env.production

B .env.production sagarorcs anpeca PostgreSQL, Redis, NATS, o6bekTHOro Xxpanmiuina, LiveKit,
ny6nuunsle URL, OTP/SMS-nocraBuiuk u nepemennsie Ml-arentos. CekpeTHble 3HAUEHUS TOJDKHBI
TIOJCTABJIATHCI U3 XPAHUIUIIA CEKPETOB 3aKa3uMKa MU U3 3alUIIIEHHOTO MeXaHU3Ma OPKECTPATopa.

MuHuManpHas IIpoBepKa IpoguiIs Iepe 3aIlyCKOM:

test -n "$DATABASE_URL"

test -n "$REDIS_URL"

test -n "$NATS_URL"

test -n "$IWT_SECRET"

test -n "$LIVEKIT_API_KEY"
test -n "$LIVEKIT_API_SECRET"

18.2 Murpanuu PostgreSQL

Murparmuu BBITOIHAIOTCS OMHUM IIpolleccoM migrate mo 3amycka HoBOM Bepcuu Gateway:

docker compose --env-file .env.production \
-f docs/deployment-examples/docker-compose.production.example.yml \

run --rm migrate

B Kubernetes Mmurpanumn samyckaiorcst oTgeabHbiM Job:

kubectl -n iskra apply -f docs/deployment-examples/kubernetes.example.yml
kubectl -n iskra wait --for=condition=complete job/iskra-migrate --timeout=300s
kubectl -n iskra logs job/iskra-migrate

Ecnu Murpanus saBepIiuiach OLIMOKOM, 3aIlycKk HOBOH Bepcuu Gateway He BoimonHsercsa. CHavaa
aHATHU3UPYIOTCS )KypHaIBI migrate, cocrosHue cxemsbl PostgreSQL u gocrymHocTs DATABASE_URL.

18.3 3anyck uepe3 Docker Compose

ITpumMepHBIN HOPANOK 3aIlyCKa IIPUKIATHOTO CIOA:
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export ISKRA_GATEWAY_IMAGE=<registry>/iskra-gateway:<release-tag>
export ISKRA_WEB_IMAGE=<registry>/iskra-web:<release-tag>

export ISKRA_TRANSCRIPTION_WORKER_IMAGE=<registry>/iskra-transcription-
worker:<release-tag>

export ISKRA_STICKER_NORMALIZER_IMAGE=<registry>/iskra-sticker-normalizer:<release-
tag>

docker compose --env-file .env.production \
-f docs/deployment-examples/docker-compose.production.example.yml \
pull

docker compose --env-file .env.production \
-f docs/deployment-examples/docker-compose.production.example.yml \

up -d gateway web assistant event-organizer webchat transcription-worker sticker-
normalizer

Ilocne 3alTyCKa IIPOBEPAETCA COCTOSTHUE KOHTeﬂHepOB:

docker compose --env-file .env.production \
-f docs/deployment-examples/docker-compose.production.example.yml \
ps

18.4 3anyck B Kubernetes

ITIpumep docs/deployment -examples/kubernetes.example.yml mokassiBaeT 6a30ByI0 GOpMY IS
npukiagHoro cios Vckper: migrate, Gateway, Web, Assistant, Event-organizer, Webchat, transcription
worker u sticker normalizer. [lepex mpumeHeHMEM 3aKa3UNK 3aa€T peasibHbIE 00pa3bl, IOTUTUKY
mosry4ueHus 06pa3oB, CEKpeTHl, ingress, ceTeBble ITONIUTUKY, pecypcsl, mpasuia xpanenus OTA u
IOIOJHUTeNbHbIe bridge-cepBucHl, ecTu OHM BXOAAT B IIPOQHIb BHEAPEHUS.

ITpumeHeHHUEe IpUMepa:

kubectl apply -f docs/deployment-examples/kubernetes.example.yml

kubectl -n iskra rollout status deployment/gateway --timeout=300s

kubectl -n iskra rollout status deployment/assistant --timeout=300s
kubectl -n iskra rollout status deployment/web --timeout=300s

kubectl -n iskra rollout status deployment/event-organizer --timeout=300s

kubectl -n iskra rollout status deployment/webchat --timeout=300s
ITpoBepka sK3eMILIIPOB:
kubectl -n iskra get pods

kubectl -n iskra get svc

kubectl -n iskra logs deployment/gateway --tail=100

MaCH_ITa6I/IpOBaHI/I€ Gateway BBITIOJIHAETCA U3MEHEHMEM YICJId 9K3EMILIIIPOB MIN noautukoi HPA:

kubectl -n iskra scale deployment/gateway --replicas=4

kubectl -n iskra get hpa

ITpu yBenmmuernn sk3eMILTIpoB Gateway KOHTPOJIHPYETCs CYMMAapHBIH ITyJ coenuHeHNIT PostgreSQL:
replicas * DATABASE_MAX_OPEN_CONNS He mOJKeH IIPeBBINIATh JUMUT, COTJIaCOBAaHHBIN I BII.
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18.5 IIpoBepku mmocie 3amrycka
basossie mposepku HTTP-Touek:

curl -fsS https://<im.example.ru>/healthz
curl -fsS https://<im.example.ru>/metrics
curl -fsS https://<im.example.ru>/vi1l/updates/manifest

ITpoBepka Gateway usnytpu Kubernetes:

kubectl -n iskra port-forward svc/gateway 18080:18080
curl -fsS http://127.0.0.1:18080/healthz
curl -fsS http://127.0.0.1:18080/healthz/1livekit

ITpoBepka WebSocket BbImIOTHsIETCSI MHCTPYMEHTOM 3aKa3uuka, moaaepxusatoriiuMm WSS. Touka
moctyna Uckpsl: Wwss://<im.example.ru>/vil/realtime.

CkBO3Has TIpHEMKA TTOCIIE TEXHUYECKUX TTPOBEPOK BKIouaeT Bxox o OTP, cosmanue quaiora,
OTIPaBKY COOOIIeHNs, 3aTPy3Ky BIOKEHUs1, 3BOHOK, oTBeT VIM-arenTa, Webchat u BHelrHMe KaHAIHI,
€CJIM 9TU MOJYJIU BKIFOUEHBL.

18.6 Pe3epBHOE KOMHPOBaHIE I BOCCTAHOBJIEHIE

[Tpumep xomanxg Haxonurcs B docs/deployment -examples/backup-restore.sh. Ilepen
HCIIOJIb30BAHMEM 3a0aI0TCsI IIEPEMEHHDIE!

export DATABASE_URL=postgres://<user>:<password>@<postgres-host>:5432/<database>?
sslmode=require

export BACKUP_DIR=/var/backups/iskra

export OBJECT_STORAGE_BUCKET=<bucket-name>

export S3_BACKUP_URI=s3://<backup-bucket>/iskra/prod

docs/deployment -examples/backup-restore.sh backup

Boccranosienue PostgreSQL BBITTOIHSIETCS TOJIBKO B OCTAHOBJIEHHOM MJIM M30JIUPOBAaHHOM KOHTYpeE:
export RESTORE_DUMP=/var/backups/iskra/iskra-<timestamp>.dump

docs/deployment -examples/backup-restore.sh restore-postgres

Boccranosinenue O6’beKTHOI‘O XpaHWINUIIA:

export RESTORE_OBJECTS_URI=s3://<backup-bucket>/iskra/prod/objects/<timestamp>/
docs/deployment-examples/backup-restore.sh restore-objects

18.7 KouTponupyemas BBIKIIaJIKa ¥ OTKAT
HpI/IMep II0CJIEa0BaTEIIbHOCTHM BBIKJIAOKM IJIA Docker COI’I’IpOSC:

export PUBLIC_APP_URL=https://<im.example.ru>
export ISKRA_GATEWAY_IMAGE=<registry>/iskra-gateway:<release-tag>
export ISKRA_WEB_IMAGE=<registry>/iskra-web:<release-tag>

export ISKRA_TRANSCRIPTION_WORKER_IMAGE=<registry>/iskra-transcription-
worker:<release-tag>

export ISKRA_STICKER_NORMALIZER_IMAGE=<registry>/iskra-sticker-normalizer:<release-
tag>

docs/deployment-examples/rollout.sh



Ortkat 6e3 BOCCTAaHOBJICHH S JaHHBIX JOITyCKAETCS TOJBKO IIPU COBMECTHMOCTH CTapOTO pesIu3a C
TeKyIeH cxemoit PostgreSQL:

export ISKRA_GATEWAY_IMAGE=<registry>/iskra-gateway:<previous-release-tag>

export ISKRA_WEB_IMAGE=<registry>/iskra-web:<previous-release-tag>

docker compose --env-file .env.production \

-f docs/deployment-examples/docker-compose.production.example.yml \

up -d gateway web assistant event-organizer webchat transcription-worker sticker-
normalizer

Eciu HOBas BE€pCHA BBIITIOJIHWIIA HECOBMECTHMbIE MUTPAITM M, OTKAT BBITIOJIHSCTCS I10 pa3aeiry 15¢c

BoccTaHOBieHHEeM PostgreSQL 13 pe3epBHOM KOIINM.

19. Tunossle HeUCIPAaBHOCTU

Gateway He cTapTyeTr

ITposeputs:

mocryrmHocTh DATABASE_URL;

Hanuuue JWT_SECRET;

IIpUMeHEeHBI JIU MUTPaLlUH;

nocrynHocts Redis/NATS/S3/LiveKit mo BHyTpeHHIM agpecam;
IIpaBa YT€HUs CEKPETOB;

cBOOOJIEH JI IIOPT CepPBUCA MIIX LIeJIeBOI IIOPT B OPKECTpaTope.

ITons3oBarens He monyuaetr OTP

ITposeputs:

OTP_PROVIDER, OTP_MODE, SMS_PROVIDER,;

yueTHble faHHBIe SMS/OTP nocrasimuxka;

OTP_TTL, OTP_RESEND_COOLDOWN, OTP_MAX_ATTEMPTS;
OTpaHUYEHUS YaCTOTHI 3aIIPOCOB U IMMHUTHI ITOCTABIIIKA;
IIpUKIaTHbIe KypHanIbl Gateway 1o UIeHTHUKATOPY 3aIIpoca;

CeTeBOM MCXOOAIIUN JOCTYII K IIOCTaBIIUKY.

Co00111eHUS COXPAHSIOTCS, HO COOBITHUS PealbHOTO BpeMeHU He 0OHOBIISIOTCS

ITposeputs:

WebSocket /vi/realtime;
NATS_URL;
paborocmoco6uocTh Redis/NATS;

TOKEH NOCTYIIa KIMEHTA;

26



OIIMOKH pacIpoCTpaHeHHs COOBITHUIL B )KypHasax Gateway;

GaTAHCUPOBIIIUK U ITOANEPKKY IlepekitoueHus coenunerns Ha WebSocket.

He 3arpy:xarorca Bio>xeHUs

IIpoBepurs:

OBJECT_STORAGE_ENDPOINT;

KOp3UHY 00'beKTHOI'0 XpaHMJINIIA U IIpaBa KIoua JOCTYIIa;
MESSAGE_ATTACHMENT_MAX_BYTES;
MESSAGE_MULTIPART_MAX_BYTES;

IocTynHocTh 53 u3 Gateway;

3aJaHUA OUHCTKH IIPOMEXYTOUHBIX 3aTPY30K;

JIMMUTBI BXOAAIIET0 IPOKCH/NgIinx Ha pa3Mep Teja 3aIlrpoca.

He pa6oTaioT 3BOHKHU

ITposeputs:

LIVEKIT_URL, LIVEKIT_PUBLIC_URL, LIVEKIT_NODE_IP;
/healthz/1livekit;

LIVEKIT_API_KEY, LIVEKIT_API_SECRET;
UDP-guamnason LiveKit;

Me)xceTeBOH akpaH u NAT;

mmpaBa MUKpo(dOHa/KaMephbl Ha KINEHTe;

TIOTepH MaKeTOB U IKUTTEP B MeTpuKax LiveKit.

NMN-areHdT He oTBEUaeT

ITpoBepurs:

ASSISTANT_SERVICE_URL;

BOT_RUNTIME_BASE_URL;

/healthz Assistant;

ASSISTANT_AGENT_OPENAI_*;

HaJTU4ue YYeTHBIX JaHHBIX CPeIbl BBIIIOJTHEHN O0TOB;

TOYKH JOCTyIIa apeHasl oopadoTku /vl/bot-runtime/leases;
WebSocket /v1/bot-runtime/ws;

OUINOKU 3aIIPOCOB MHCTPYMEHTOB U TUMUTHI LLM-mocTaBuIuka.
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20. Yek-nucT mOmycKa B 3KCINTyaTaIUIO0

ITpoduns BHepeHUS 3aII0JIHEH M YTBEPKIEH.

DNS u TLS macTpoeHsI.

PostgreSQL, Redis, NATS, o6bexrHOe xpannauire u LiveKit mocTynHbBI 13 IPUKIaTHON 30HBI.
CexpeTsl pa3MellleHbl B yTBEPKAEHHOM XpaHUIIHIIIE.

Murpanuu PostgreSQL BBIIOITHEHBI OMHUM KOHTPOJIUPYEMBIM ITPOIIECCOM.

Gateway, Web, Webchat, Assistant, Event-organizer u bridge-cepsucsl 3amyieHs! cOrIacHo
BKJIFOUEHHBIM MOIYJISIM.

/healthz u /metrics oTBeuaroT [ BKIIOUEHHBIX CEPBHCOB.

Bxox mo OTP paGoTtaeT 4epe3 IIPOMBIIILIEHHOTO ITOCTABIIINKA.

coObITHs peanbHOTO BpeMeHU uepe3 WebSocket paboraror.

Coo011eHus, BIOYKEHNS ¥ 3BOHKYU IIPOXOJAT CKBO3SHYIO IIPOBEPKY.

WU -areHT OTBEUaeT B TECTOBOM AMAJIOTE, €CIH MOIYJIb BKIIOUEH.

Webchat 1 BHellIHIe KaHAJIBI IIPOXOAAT smoke TeCTHpPOBaHUe, €CJIH BKIIOYECHBI.
PesepBHoe xonupoBanue PostgreSQL u 06beKTHOTO XpaHMIIHIIA HACTPOCHO.

Boccranosnenue IIPOBEPEHO B M30JIMPOBAHHOM KOHTYPE MJIM Ha3HAU€HA OaTa HepBOfI
IIPOBEPKH A0 IIPOMBIIIJIEHHOTO AOIIyCKa.

MeTpuxu cobuparoTcs.
JKypHaIbl IOCTYIAIOT B 9KCILIyaTALIMOHHBIN KOHTYD 3aKa3YMKa, €CJIY MHTeTrpaIlys BKIIOUYEHa.
OmnoBeleHNs HACTPOEHBI I KPUTUUHBIX OTKA30B.

CereTbI HE II0IT1aJIN B peHOSI/ITOpI/Iﬂ, KIIMEHTCKHE C60pKI/I U II0JIb30BATEJIbCKUE JKYPHAJIIBI.

IMIpunoxernue A. CIipaBoYHO: JIOKAIbHAs cpefa pa3paboTKu

JloxanpHas paspaboTKa He SBISIEeTCS IPOMBIIIIEHHON MOJENbI0 ycTaHOBKHU. OHA HCIIONIb3YyeTcs

paspaboTUHNKaMU U HHXKeHepaMH IIOANEP)KKH JJIs BOCIIPOU3BEeIeHUs CIlIeHApHEB.

Baszossblii 3amyck:

make
make
make
make

dev-up
run-gateway
run-assistant

run-transcription-worker

ITpoBepka mOKaIbHBIX KOHTEITHEPOB:

make dev-check

OcraHoBKa JIOKaJIbHOI NHPPACTPYKTYPHI:

make dev-down

JloxanpHbI compose mogHuMaeT PostgreSQL, Redis, NATS, SearXNG, MinlO, LiveKit, LiveKit egress,

LiveKit SIP, Kamailio, telephony-edge-dev, transcription-worker, Assistant, Event-organizer, Gateway u
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Webchat. Eciu Gateway samyckaercst Ha xocTe yepe3 make run-gateway, oH HCIIOIb3YET JTOKAIbHBIE
ampeca nadpacTpykrypsl. Ecmu Gateway 3amyckaeTcss KOHTEHHEPOM, UCIIOTIB3YIOTCS BHYTPEHHME
docker-umena.

ITpunoxenue B. CnpaBouyHO: IIpeqIpOMBIIIIEHHBIN CTE€H/ ITIOCTABIIIMKA

ITpeanpoMbIlIIEHHBIN CTeH], ITIOCTABIIUKA B perto3uTopuu onucaH B docker-compose.preprod.yml
U BHYTPeHHUX JOKyMeHTaX BbIKIaaKu. OH HCIOJIb3yeTcsd KaK CIIPABOYHBIN MaTepHaJl II0 COCTaBy
CepBHCOB U smoke TecTHpoBaHUIO. [IpoMBIIIIEHHAs YCTAHOBKA 3aKa3YMKa BBIIIOJIHAETCS II0 IIPOPIITIO
BHeJpeHUs, pasfenaM 9-18 1 yTBepKIeHHBIM (aiylaM pa3BepTHIBAHUS 3aKa39HKA.

Texymuii mpeaIpoOMBIIIIEHHBIN COMpPOSse BKIOYAET:

PostgreSQL, Redis, NATS, MinlO;

« LiveKit u egress;

«  Gateway, Web, Webchat service;

« Assistant, Event-organizer, transcription-worker, sticker-normalizer;
+ Telegram bridge m MAX bridge;

«  GlitchTip;

«  Prometheus, Grafana, sxcrioprepsr;

+  3aJjaHHe MUI'PAIHU.

BHyTpeHHUI periaMeHT BBIKIAAKN IPEIIIPOMBIIIIEHHOTO CTEHa CO3AeT PE3E€PBHYI0 KOIIUIO
PostgreSQL mepen MuUrpanusaMu, 3aryckaeT MUTPAIlHy, OOHOBIISIET CEPBUCHI, BBIITOTHSET IIPOBEPKHU
paboTOCIIOCOOHOCTH U IIPOBEpsieT OITyOIIMKOBaHHbBIE apTedaKThl. [y IPOMBIIIITIEHHOTO 3aKa3uuKa 3TH
LIIaTH IIEPEBOAATCS B peryiaMeHT OOHOBJIEHUS U3 pa3nesoB 14 u 15.

21. Ccpuiku Ha cBsI3aHHBIE OKYMEHTBI

« ApxwurexrypHad crierudukanusa Mckper: docs/iskra-architecture-manual.ru.md;

+  pyxkoBoxcTBo paspaborumuka API nius M-arentos: docs/iskra-developer-api-
manual.ru.md;

«  OpHUMepbI HPOMBIIIIIEHHOTO pasBepTriBaHus: docs/deployment -examples/;
+ permameHT MoOunpHBIX OTA: docs/ota-preprod.md;
«  persmaMeHT OOHOBJIEHUI HACTOJNBHBIX HpuiIoxeHui: docs/desktop-update-runbook.md;

+ IpoMBIILIeHHBIN permaMeHT Webchat: docs/webchat -production-runbook.md.
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